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ARTICLE INFO ABSTRACT

Keywords: The Internet of Things (IoT) can provide intelligent and effective solutions to various applications with higher
Blockchain accuracy that requires less or no human intervention. Smart Cities are one of the significant applications
IoT

of the IoT comprising a collection of various services such as intelligent transportation, waste management,

ISVII;;IUCham smart homes, etc. These heterogeneous services offer a wide range of collaborative applications in smart cities.
Smart city A smart municipality in a smart city is a concept in which a digital municipal corporation is developed
Smart contracts to provide comprehensive local government collaboration services based on digitization and automation

Smart municipal city aiming towards raising the living standards of citizens. Interoperability between heterogeneous services for
collaborative tasks creates challenges for data security and privacy. Ensuring integrity and confidentiality
of information is critical, and reliable data is essential to both the government and its citizens. In this
paper, we proposed a service security architecture based on authentication and authorization for constrained
environments during collaborative tasks for Software Defined Networking (SDN) and smart contract-enabled
municipal smart cities. The proposed collaborative service security framework is being tested on the Multichain
Blockchain networks. We present a novel method for using smart contracts in multichain blockchains for data
security during collaborative tasks in smart city municipal architecture. The proposed security solution is based
on the dynamism of smart contracts to govern and control all interactions and transactions securely between
different heterogeneous IoT networks. We implemented a supportive use case for collaborative services in an
SDN-enabled IoT architecture to evaluate the feasibility of the proposed service security architecture.

Code metadata various applications such as the automotive sector, medical science,
municipal services, and other fields push towards IoT adoption, sig-
Permanent link to reproducible Capsule: https://codeocean.com/ nificant research growth, and technological innovations can recently
capsule/7038031/tree/v1. be seen in the smart cities domain [2]. Many applications have strict
real-time requirements for sharing information between devices and
1. Introduction everything else. The goal is to make these interrelated systems smart
and increase the quality of services offered to citizens and eventually

Internet of Things (IoT) is making it possible to envision a world improve their quality of life [3].

where practically every device around us is connected to others, al-
lowing for improved living standards by providing smart services,
intelligent analytics, and reliable communication. The collaboration of
devices such as sensors, actuators, vehicles, cameras, etc creates a vari-
ety of access networks that automate data collection providing critical
information when properly analysed. This information can help for ef-
ficiently managing infrastructures and resources available for fulfilling
the complex data requirements of different other applications [1]. As

Smart cities offer a wide range of heterogeneous services aiming
towards the improvement of the living standards of citizens. Smart
city services are of significant interest to municipal governments and
are being adopted to enhance the quality of life for residents of smart
cities and to cut administrative costs by automating processes [4].
Local governments and municipalities can govern some fundamen-
tal administrative policies through smart cities aimed at providing
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intelligent water management, intelligent street lighting, and smart
waste management services. To make sure that all linked activities
(such as monitoring, reporting, and interventions) of the municipal
system in a smart city continue to work effectively, these systems
need significant repairs to improve their collaborative management
processes [5]. The main challenges for collaborative services in smart
cities are related to security and privacy, including service provider
trust, the reliability of sensed data, and data ownership, caused by
the diversified co-operation of various services in a municipal smart
system [6].

Blockchain technology providing distributed public ledger (DPL),
is based on the concept of immutability and offers to secure the data
cryptographically. Using blockchain technology, digital assets may be
exchanged and stored without the involvement of a third party [7]. It
uses a peer-to-peer architecture with a large number of nodes to reach
a consensus on data blocks in an untrusted environment [8]. Smart
cities may benefit from the immutability, transparency, and decentral-
ization of transactions made possible by blockchain technology [9].
The most common uses of blockchain technology include the transfer
of assets and digital applications through smart contracts, as well as
the creation of distributed information records. This technology may
eliminate the need for centralized storage of data schemes in different
financial institutions such as banks and notaries, as well as government
agencies and trade groups, and also provide automation in the process,
ultimately saving time [10]. Businesses can benefit from the saved
time and resources and give more focus to work on long-term business
strategies [11]. A blockchain-based smart city with a distributed system
faces a number of problems, such as the large communication costs
that come with synchronizing transactions. Frequent peer-to-peer (P2P)
node transactions make it hard to keep the state in sync. Blockchain
technology could help smart cities by keeping a safe, open, decentral-
ized, and unchangeable record of all transactions generated by different
collaborative services [12,13].

Software-defined networking (SDN) is a networking architecture
that allows feedback control to be logically centralized. With SDN, deci-
sions are made by the “network brain”, which has a view of the whole
network, making it easier to optimize the network [14]. In SDN, the
data plane elements become highly efficient and programmable packet
forwarding devices, while the control plane elements are represented
by a single entity called the controller [15]. In SDN, it is much easier
to build and deploy applications than in traditional networks [16].
An SDN framework offers an efficient way to deal with blockchain
problems because it can make it easier to share resources efficiently
and also because it is a logically centralized architecture that helps
keep all the authorized nodes in “sync” with each other globally [17].
The SDN architecture also gets rid of redundancy because the global
controller does transactions only once, instead of each node doing
the same transaction on its own [18,19]. SDN is being used more
and more with other technologies such as the Internet of Things and
blockchain [14,20]. The combination of SDN networking architecture
with blockchain in smart cities allows the network to be managed
centrally along with configurable functionalities [21].

1.1. Motivation

Integration of IoT, blockchain, and SDN holds a lot of promise for
smart cities. With the ongoing evolution and rapid deployments of
smart home and smart city concepts, thousands of disparate services are
expected to form many collaborative services for common applications
in future smart cities. The fact that these services working together
raises a lot of questions and concerns about data sources, sharing of
information, data integrity, data confidentiality, and privacy, among
other issues, that need to be carefully thought of [33]. Through review-
ing the available literature with regards to the research gaps identified
and summarized in Table 1, it can be identified that in order to have
secure and safe communication between different heterogeneous IoT
networks focusing on collaborative tasks in smart cities and or smart
municipal systems, there is a high need for,
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(a) Scalable infrastructure that can adapt to diverse heterogeneous
IoT networks’ security requirements in a smart municipal system
during the conduction of collaborative tasks.

(b) An adaptive security protocol for collaborative services in smart
cities, capable of meeting the dynamic security requirements of
numerous heterogeneous IoT services’ interoperability in smart
municipal system architecture.

The primary reason for merging SDN, IoT, and blockchain is to create
an intelligent, easily controlled, and scalable system that can support
billions of networked IoT devices. On one hand, due to SDN’s central-
ized management and programmability features, SDN has emerged as
a possible option for managing such a large number of IoT devices
in the future, and on the other hand, Blockchain technology provides
enhanced traceability to the overall deployment of the smart city.

1.2. Contributions

In this study, we present how smart contracts can be used to create
a decentralized service security protocol for collaborative tasks in the
smart municipal city concept. The main contributions of this paper are
as follows,

(a) A novel architecture that describes the registration of IoT devices
for heterogeneous networks and the secure communication of
multiple heterogeneous networks during collaborative tasks in
municipal smart cities.

(b) An implementable dynamic service security protocol deployed
through smart contracts along with the integration of key and
trust management module based on a combination of Con-
tiki [34,35], Multichain [36], SDNWise [37,38].

(c) A feasibility demonstration of our proposed decentralized ser-
vice security architecture for heterogeneous IoT devices during
collaborative tasks by implementing a proper municipal smart
city use-case with the integration of blockchain and SDN.

(d) The proposed solution is evaluated on throughput, access time
delay, and the service security protocol execution time in each
operation when collaborative services between IoT devices and
heterogeneous networks are taking place. The results show the
performance superiority of our proposed solution.

The rest of the paper is organized as follows. Section 2 presents the
discussion of smart cities’ heterogeneous services along with collabora-
tive services and their security challenges in the smart municipal city.
Section 3 shows the related work and highlights various security solu-
tions that come under the framework of SDIoT. In Section 4, and 5 we
describe the system overview along with the detailed presentation of
the proposed architecture based on SDIoT integrated with blockchain.
In Section 6 we discuss the use case in detail. In Section 7 we present
the testbed and experimentation details. Finally, in the last section
we conclude the study and briefly outline the research challenges and
future work.

2. Municipal smart cities

The concept of a “Municipal smart city” can be described as a collec-
tion of digital services provided by a network of people who are linked
together to share information, resources, expertise, and other assets to
improve the efficiency of municipal services [39]. These digital services
are one of the most crucial components of a smart city since they
connect service providers and users, infrastructures, and communities.
The concept of a “smart city” on the other hand, can be described as a
collection of heterogeneous network services such as smart transport,
smart homes, etc. All of these services must be supported under a
general architecture of the smart city. According to the International
Telecommunication Union Telecommunication Standardization Sector
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Table 1
Summary of identified research gaps through available literature
Research questions Studies Summary
Is the current IoT-based Smart cities [5] [22] Confidentiality, integrity, authentication, non-repudiation, and availability

network secure?

are just a few of the security issues that plague current smart city network
solutions based on IoT. We will need a scalable solution to keep it secure.
SDN and blockchain technology can be used to secure IoT networks.

Can SDN solve the scalability issues
in IoT-based Smart cities network?

[23] [24] [25]

SDN’s centralized control and programmability make it a viable solution
for controlling billions of heterogeneous IoT services that are associated
with the future smart cities. On the other hand, data security, privacy, and
trust in collaborative services require a solution such as blockchain, that
cannot be changed or tampered with.

Can blockchain solve the scalability
issues in IoT-based smart cities?

[26] [27] [28]

IoT network scalability issues can be solved thanks to blockchain
technology’s highly distributed emphasis on peer-to-peer distribution. It is
still a challenge to put it into practise in real-world applications. Simple
blockchain implementations, such as those that use proof-of-work and do
not have lightweight nodes, will always have bad results.

How to trust heterogeneous IoT [29] [30] There are flaws in the trust proposals that are currently available. For

services during collaborative tasks? example, it is not clear how the data on a trust list would be organized,
and it is not clear how the trust values of collaborative heterogeneous IoT
services in smart cities would be calculated.

Is there any security solution [31] [32] A variety of security solutions are available for collaborative services in

available for communication between
heterogeneous IoT networks for
collaborative tasks?

smart cities, such as smart homes, which address different security issues
such as confidentiality, integrity, and availability, but there is a lack of
security solutions between multiple smart cities networks for collaborative
services.

(ITUT) (ITU 2015) [40], the smart and sustainable city (SSC) architec-
ture should be layered consisting of a) sensing layer; b) network layer;
and c) application layer. The sensing layer contains all the supportive
protocols that are required to implement the data sensing unit for the
applications in a smart city, the network layer is responsible to support
all the communication technology that will help to execute any use case
of a smart city, and the data and support layer consists of application
support services, application support server, data service APIs and can
also contain the data repositories related to different services.

2.1. Collaborative services in municipal smart cities

Smart cities are distributed computing environments offering a
large number of smart services. Smart city architecture allows for the
continuous evolution of various services and related ecosystems. The
deployment of the smart city involves a close collaboration between dif-
ferent types of heterogeneous service networks such as (Smart homes,
Smart transport, etc.) [41,42]. Smart e-government services deployed
in the city depend on information systems that integrate all public
sub-services and their provision [43]. For example, forecasting for any
upcoming climate change, such as the prediction of storms that may
severely affect the city’s infrastructure and human life in the city, the
collaboration of multiple sub-services in the smart city can be useful,
as the national disaster service can obtain information from the city’s
smart weather service to broadcast a climate alert message to the city’s
connected citizens. A citizen at the same time can report a problem
with public lighting and provide feedback on the municipal policy.

There are several case studies where the municipal smart cities’
collaborative services can be carried out to benefit from the potential of
IoT in general and smart cities in particular. In a municipal electricity
system in a smart city, the collaboration of smart electric services and
a smart energy grid balances the instantaneous generation and storage
capacities, which smooths out the peaks in electricity demand in the
smart city [44]. The implementation of healthcare services such as con-
nected, smart devices will improve healthcare management in a smart
city. When physical availability of health specialists is not possible,
remotely linked health care facilities backed by data analytics systems
can be provided to the treatment centres. It is also necessary for public
health practitioners to have access to patient’s health information at
any time and from any location. Several problems exist for implement-
ing healthcare services, including the following: collaboration between

healthcare providers, misunderstanding or mistakes in case of insurance
circumstances, data privacy issues, and new standards of operation that
are expected of the healthcare system [45].

2.2. Security challenges for collaborative services

Smart city heterogeneous networks integrate millions or billions of
IoT devices. The cooperating services with the help of a heterogeneous
network in the smart city create several challenges and issues [46] re-
lated to data sources, characteristics, information sharing, data quality,
security, privacy that must be addressed before the deployment some
of them highlighted below,

+ Sharing information: Collaborative services in smart cities dur-
ing data sharing have data privacy and legislation challenges
because data is exchanged between different cross-domain ser-
vices. There is a high need for a systematic trust management
mechanism and data legislation that can ensure privacy of data
during sharing and exchanging of information.

Privacy: In a smart city, privacy is one of the most desirable
features. Procedures should be defined to protect the confiden-
tiality of data because sensitive data about individuals and the
government is gathered and stored in the database to keep the
data safe from unauthorized users, viruses, and bugs. Since there
is a high risk of attacks in smart applications involving data
transmission through different networks, better policies must be
maintained. Data Privacy of connected IoT nodes is vital during
collaborating services because data is moving from one system to
another network.

Agreement between IoT networks: For collaborative service,
there is a need for systematic and transparent cooperation be-
tween the IoT networks. Different collaborative services needs
to sign an agreement for transparency to provide the required
services.

Audit trails: Continuous security audit mechanism is required
during collaborative IoT services, as there can be loopholes in re-
quirements to make various monitoring and management policies.
Security solution: Each heterogeneous network has its security
solution and resource limitation, so when the collaboration of
service is needed, IoT networks need to agree with the security
solution of each communicating network, which can be complex.
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2.3. Security requirement for collaborative services

Heterogeneous smart city networks connect millions or even billions
of Internet of Things (IoT) devices. When services in a smart city work
together, they raise a slew of questions about data sources, characteris-
tics, information exchange, data quality, safety, and privacy. Here are
the security requirements that should be taken into account when IoT
networks are considered for collaborative services in municipal smart
cities.

» Adaptive trust: Secure and controlled collaborative service be-
tween heterogeneous IoT networks is established through adap-
tive trust mechanisms same as in human nature. This mechanism
requires to issue a unique identity and behaviour to each device
in heterogeneous IoT networks.

Incentive Policies: To ensure trust during collaborative services
in heterogeneous IoT networks for the smart city, we required
incentive policies for better interaction.

Cryptographic algorithms: Cryptography can be challenging
keeping in view the IoT devices depending on the types of hetero-
geneous connectives, and aiming to reduce the chances of attacks
from unauthorized end-users during collaborative services.

Data Protection: Data confidentiality and integrity must be
maintained as part of collaborative services during data transfer
and storage. Furthermore, backup and recovery of critical data
(e.g., configuration data) are critical.

Network Security: Data security within a network is equally
critical; therefore, network security is intertwined with data secu-
rity. Data forging, replay assaults, network infiltration, and other
types of network attacks are all possible. As a result, network
security is required within the network. To summarize, in collabo-
rative services between heterogeneous IoT networks of smart city
decentralized security is a big challenge. All the actions during
collaborative service between heterogeneous IoT networks must
be recorded and tracked conveniently for audit authority.

3. Literature review

In this section, we review open problems and challenges associated
with heterogeneous IoT nodes’ security and scalability in smart cities
and the security and scalability challenges during collaborative tasks
between multiple heterogeneous IoT networks.

Managing an immense number of IoT devices is now a technological
challenge due to their extensive use in various areas. Current IoT
management systems are mostly on centralized models and their imple-
mentations have some drawbacks in situations when we have numerous
numbers of IoT Devices [47]. The existing centralized solution, which
is used to manage IoT Devices, creates security and privacy issues in
the management of IoT Devices. Blockchain is used as a decentralized
solution in the management of IoT Devices because traceability is easy
in Blockchain. However, it is not trivial to implement Blockchain on
IoT Devices due to scalability and high resource costs that occur in the
implementation of Blockchain [48].

Sharma et al. in [49] have also proposed blockchain-based Proof of
Work for IoT Devices, which is based on Argon2 for the privacy and
security of data and to maintain the integrity of data. This Proof of
Work is composed of edge and core network which provides support in
achieving decentralized and centralized properties of a network. Alp-
hand et al. [50] proposed a modern solution to network authentication
for IoT applications known as “IoTChain”. They used multiple servers
to hold keys and other records and used Blockchain as an authorization
server. Shen et al. [51] suggested a new system for data sharing known
as MedChain. This system runs on two decentralized networks. The first
one is the storage of P2P, which stores variable data, including data
and session descriptions. The second one is the blockchain network that
holds data that cannot be modified, such as data digest.
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Cirani et al. [52] proposed a security system that includes out-
sourced immunization and authorization over the transport layer to
intelligent devices. The development of their security model was based
on the REST architecture and included the OAS integration with API
services. This architecture was designed to achieve specific security
goals such as CIA, authorization, outsourced authorization; certain lim-
itations were associated with this architecture. It was a computationally
heavy architecture in terms of data processing. Rahman et al. [53] also
proposed a security system consisting of a designed security architec-
ture aiming towards a stable IoT cloud environment. This ecosystem
concentrated on providing transmission encryption, sufficient network
configurability and physical system protection.

Kshetri in [54] describes cloud applications reliance as an enormous
weakness because their data storing and processing functionalities
are centralized. The author encourages the use of the blockchain to
defend digital rights using decentralization and access control systems,
as data will be accessible to the parties performing transactions on
the distributed ledger. Stergiou et al. [55] published a paper out-
lining the feasibility of a decentralized distributed ledger through a
blockchain that would guarantee immunization through digital sig-
natures, cryptographic hashing and permanent data storage during
financial transactions and businesses.

Sahay et al. [56] proposed a framework for providing a network-
level defence for the communication network component with the
help of translating high-level policy language into open flow rules for
the SDN controller. The authors discuss the algorithm of OpenFlow
control for making low-level policy also consider the mitigation en-
gine, which has a repository of network policy. Kalkan et al. [57]
proposed a security architecture for distributed SDN controllers such
as Intrusion controller, key controller, and crypto controller. Each
SDN controller interacts with the domain controller with access rules.
Farooq et al. [58] proposed framework that implemented five different
cryptographic schemes of AES, which demand additional resource re-
quirements. The proposed framework is adaptive and finds the solution
through a weighted value of resource and throughput numbers.

Malik et al. [59] proposed a framework that manages the supply
chain “Trust Chain” via mapping reputation score and trust score of IoT
system in the blockchain. The submitted model has three-layer to stabi-
lize and build trust among the supply chain products and commodities.
At top block chain, it checks the cooperates product entities reputation
and trust, with the help of predefine states and rules of smart contract
blockchain deny or permit products. Finally, the observation layer
sends sensing data of IoT products managed by the top layer. Huang
et al. [60] proposed a decentralized trust-based framework for IoV and
also, introduce the concept of blockchain sharding in their proposed
framework. S. Hameed et al. [31] the authors proposed scalable SD-IoT
decentralized key exchange and trust management for Heterogeneous
IoT Networks. Trust and authentication issues are catered through
blockchain efficiently due to its decentralized property, tamper-proof,
and immutability data construction.

We have different security challenges in centralized security so-
lutions, such as centrality failure, security solution forging, etc. We
identified from the available literature that many researchers are work-
ing to address these issues in centralized [52-54] and decentralized
environments [31,55,59,60]. In a decentralized solution, the literature
suggests a security solution is suggested with the core features of
Blockchain such as immutability, decentralization, traceability, and
verification. In this paper, we used a dynamic security deployment
approach with the help of security contract deployment to individual
heterogeneous IoT nodes for the collaborative task, which works ac-
cording to the trust values in the system. The novelty of our proposed
security solution is a dynamic decentralized distributed smart security
contract execution by the merger of three security features such as
authentication, authorization, and trust.
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Fig. 1. SDN Integrating IoT networks.

4. System overview

The proposed architecture is the integration of three technologies
such as SDIoT, Multichain Blockchain and Smart contract. Our pro-
posed architecture based on smart contract solution will use SDN
to implement service security protocols during collaborative service
between heterogeneous IoT networks in smart municipal cities. The
details about the core technologies involved in the making of the
proposed framework are given in subsequent sections.

1. Software-Defined Internet of Things

SD-IoT, or the Software-Defined Internet of Things, has emerged as
a new paradigm that uses SDN technology to address the well-known
IoT scalability issues. The Internet’s current architecture may not be
able to handle all of the data generated by the IoT. SDN, on the other
hand, is a promising technology that simplifies and scales everything
at the controller level.

The challenges of overseeing the IoT can be mitigated with the
use of software-defined networking (SDN), a potential technological
advance in communication standards [61,62]. Software-defined net-
working (SDN) separates the data-forwarding elements from the IoT
network controller, which simplifies network management. The appli-
cation plane, the control plane, and the data forwarding plane make
up the SDN framework that is integrated with the IoT network. The
control plane, also known as the SDN controller, is responsible for
keeping track of the overall network and monitoring, prioritizing, and
deprioritizing network traffic via programmable APIs. The Data Plane
(DP) is responsible for managing data paths and packets according
to the control plane policies. The data plan is responsible for taking
decisions to forward, drop, or alter packets based on defined policies
by the control plane. The application layer is responsible for executing
an application [37].

1.1 SDN integrating IoT networks

IoT Integrating an SDN makes it easier to gather data, analyse that
data, make decisions, and take action. By utilizing SDN in IoT, network
assets may be monitored and managed, and access can be controlled
based on factors such as the user’s identity, the organization the device
is associated with, and the specifics of the implementation. Network

Journal of Systems Architecture 135 (2023) 102802

control capabilities in the Internet of Things can be improved with the
advent of SDWN (Software Defined Wireless Networking). Flexible and
scalable demand-based IoT networks are made possible by SDN [63,
64]. A typical architecture of integration of the SDN framework with
the 10T network is shown in Fig. 1.

In our proposed framework, SDN is used for routing, flow table
management, trust management, and key management to access col-
laborative smart city services within the smart city and multiple smart
city interactions. To address the SDN controller’s single point of failure
issue, we integrate it with the Local-chain blockchain as a decentralized
application controller, in which end-to-end message flow of the system
is through the controller. The Trust management module is responsible
for calculating the trust of the heterogeneous IoT nodes by verifying
the security parameters in the received message. To provide CIA to
the application message at the controller layer, we implement a key
management module to provide an ECC cryptographic security suite.

2. Multichain blockchain

Multichain is an open-source blockchain platform. One of the main
goals of blockchain technology is to make things less centralized.
Blockchain automatically stores its data in multiple copies in different
places around the world. This makes the data very accessible and makes
it harder to change chained data [65].

With the introduction of smart filters in MultiChain 2.0, custom
logic may now be implemented in a blockchain for the purpose of
authenticating transactions and data. Smart Filters are comparable to
“smart contracts” that other blockchain platforms offer. There are two
types of smart filters, such as transaction filters and stream filters
that support multichain blockchain. In transaction filters, the inputs,
outputs, and metadata of on-chain transactions are examined by a
transaction filter, which verifies the transactions. Transactions that fail
to pass the filter are rejected by all nodes in the network. In a stream
filter, individual items written to a multi-chain stream are checked
against their key, publisher, and on-chain or off-chain data, in JSON,
text, or binary format [66].

3. Smart contract

A smart contract is a computer programme (code) that imple-
ments the agreed-upon business logic among the network members. In
blockchain-based applications, users can access and interact with data.
This code is available to everyone on the network (i.e. orderers, peers).
As with transactions, these smart contracts are included in blocks that
are added by members of a blockchain, just as they are. The next
block that is created after a transaction updates a smart contract’s state
contains a record of the change. Similar to the immutability mecha-
nisms used in transactions, smart contracts can have an immutability
mechanism as well. Since the consent of the majority of participants is
required to override the terms of a smart contract, it is impossible for
one party to unilaterally alter its terms. Smart contracts can be used to
automate the business processes.

5. Proposed security service architecture

The proposed architecture for collaborative services between IoT
devices of heterogeneous networks is based on three layers: the per-
ception layer, the controller layer, and the application layer, as shown
in Fig. 2. In the following subsections, we will describe the overall
architecture providing a brief discussion of the key entities of the
proposed framework for collaborative tasks between municipal smart
city services.

The perception layer is responsible for sensing the intelligent envi-
ronment’s parameters and providing them to the controller layer. At the
controller layer, we used the SDN-Wise architecture, composed of the
SD-IoT controller. Besides the default module in the SD-IoT controller,
we also have the key management and trust module responsible for
providing security features to the incoming and outgoing traffic during
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collaborative tasks. At the application layer, we have a group of decen-
tralized smart applications. In our proposed framework, we used two
types of blockchain such as public and private. The public blockchain
acts as an authoritative unit of municipal government, such as the
National Disaster Management Authority. The public unit is responsible
for providing security policies to the decentralized application running
on the local chain. The local blockchain is responsible for executing
the security policies through service security protocol execution with
the help of smart contracts.

5.1. ECC cryptographic suite

Elliptic curve cryptography (ECC) is public key cryptography cre-
ated in 1985 by Neal Koblitz and Victor Miller [67]. Elliptic curve
cryptography is based on the difficulty of solving elliptic curve number
problems [68]. The mathematical algebraic equation of ECC is defined
in Eq. (1) [69]. In Eq. (1) a and b are the constant variables. Each value
of a and b produces a distinct elliptic curve [70]. The elliptic curve
includes all points (x, y) that satisfy the above equation. The public key
is a point on the curve, while the private key is a random integer. The
public key is calculated by multiplying the private key by the curve’s
generating point [71].

y2 =x>+ax+b where 4% + 276> £ 0 (€D}

In addition to the curve parameters a and b, some additional param-
eters provide security attributes during communication between two
parties called the domain parameter. Generally, the protocols imple-
menting the ECC specify the domain parameters, one of the domain
parameters is the Prime Field, which is discussed in detail in the next

subsection.

5.1.1. Domain parameter for prime field F,

The domain parameters for the prime field are P, a, b, and G, where
P is the prime number defined for the finite prime field, a and b are
the constant variables defining the new curve equation as shown in the
Eq. (2) [72]. Here, G is the generator point Xy, Vgs @ point on the elliptic
curve chosen for cryptographic operations.

yzmodP = (x> + ax + b) mod P (2)

To facilitate identification, domain parameters over F, have been
given nicknames. Each name starts with sec, which stands for ‘Stan-
dards for Efficient Cryptography’, followed by a p, which stands for
parameters over F,, and a number, which stands for the length in bits
of the field size p. The features of the proposed elliptic curve domain
parameters over F, are summarized in . The names of the elliptic curve
domain parameters are provided in the column labelled “parameters”.
The estimated number of bits of security that the settings provide is
shown in the “strength” column. The length of the field order is given
in bits in the column titled “size”. The “RSA/DSA” column provides an
estimate of the size of an RSA or DSA modulus at similar strength.

The major advantage of ECC in our proposed framework is im-
proved performance to tackle the delay-sensitive application. ECC uses
much smaller key sizes than RSA and Diffie-Hellman, but it still pro-
vides the same security level as the RSA and Diffie-Hellman crypto-
graphic suite. ECC cryptographic suite can be applied for various cryp-
tographic mechanisms such as secret key exchange, digital signatures,
and public key encryption [73] (see Table 2).

5.2. Key management

In the controller layer, the key management module is responsible
for generating public and private key pairs for IoT devices and a
symmetric key for SDN controller legitimacy of heterogeneous net-
works for collaborative tasks. All IoT devices have in the framework
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Table 2

Properties of recommended elliptic curve domain parameters over F, [72].
Parameters Strength Size RSA/DSA
Secp128rl 64 128 704
Secp160r2 80 160 1024
Secp192r2 96 192 1536
Secp224k1 112 224 2048

uses lightweight 128-bit ECC asymmetric keys, symmetric key AES128-
bit Fernet cipher for SDN controller legitimacy. The key management
module have also certificate authority through openssl library for gen-
erating certificate to IoT devices. Algorithm-1 shows the steps involving
to generate the keys and certificate.

After generating a key-pair of IoT devices, symmetric key for SDN
controllers, the key management module will need a mechanism to
securely transfer the keys to the IoT devices for heterogeneous network
to other heterogeneous network through controller. This can be done
according to the following sequential steps:

(1) IoT devices of heterogeneous network request the SDN controller
to join the other network.

(2) The key management module in the SDN controller-1 sends a
self-signed certificate to the SDN controller-2 of other heteroge-
neous networks.

(3) SDN controller-2 of heterogeneous network will verify the sig-

nature on the certificate using the public key of the certificate

authority. We assume the certificate authority is already trusted
for both SDN controllers and IoT nodes.

SDN controller-2 of heterogeneous network will create a session

key, encrypt it with the SDN controller-2 AES-128 symmetric

key, and send it to the SDN controller-1.

(5) The SDN controller will generate the key-pair through Key Man-
agement module, encrypt the keypair with the session key, and
send it back to the IoT devices of heterogeneous networks of
both controller.

(6) IoT device of heterogeneous network will decrypt the key-pair
using the session keys that received from the controllers of
heterogeneous networks.

(4

—

Algorithm 1 Keys and Certificate Generation

Input: Node ID

Output: Generate KeyPairs, Self Signed Certificate, AES Symetric Key
Steps:

1: SDNkey = Fernetgeneratekey() //for creating a self-signed certifi-
cate for the session key//

: Certificatekeyl=openssl.generateKey(ECC128.private)

: Certificatekey2=openssl.generateKey(ECC128.public)

: Send Certificate to Session_Key

: while (Node count is less than 0) do

String Private_key, Public_Key

Privat_key=openssl.generateKey (ECC128.private)

Public_key=openssl.generateKey (ECC128.public)

Node.count_PrivateKey=Private key

Node.count_PublicKey=Public_key

Generate Certificate for IoT Nodes

12: count=count+1

13: end while

O ® NI AW

—
= O

5.3. Trust management

To make an accurate judgement of an entity’s trustworthiness, we
require an adaptive trust same as in human nature that continuously
updates its trust value on some parameters. The trust management
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module in the SDN controller is responsible to manage all the trust val-
ues having a method of retrieving the previous trust and calculating the
new trust value. We are using the Boa et al. [74] trust equation, which
uses honesty, cooperativeness, and community-interest trust properties.

T,;(t) = (1 — a)T,;(t — AT)+aD;;(1) 3)

Here, T;;(t) is a trust assessment during the collaborative task of IoT
devices) of heterogeneous services (i), proceeding network (j), at the
time (¢). The T; ;(r) range is between [0,1] and normalizes these values to
trusted, semi-trusted, and untrusted as [1, 0.5, and 0]. A parameter (a)
represents a trust factor range from 0 to 1, the higher trust factor assess-
ment will rely more on direct observations. The term (D, (1)) represents
the direct assessment of trust values between IoT nodes of heteroge-
neous services. We set («) value as 1 in our proposed framework which
means that the trust value is dependent on the value of direct assess-
ment. Here, by direct assessment, we mean observation of controllers
and IoT nodes of a heterogeneous IoT network based on the success
of security operations. In Algorithm-2, we use a parameter in order to
build the trust value based on direct, indirect, or both assessments. We
initially set the trust values for each IoT node to zero, which builds up
to 1 throughout the communication. We do not consider the case of an
indirect assessment of the trust values in the proposed framework. We
will consider it in the future for the use-case attacking scenario. We
set the direct assessment value to 0.001 based on security verification
through security contracts, which means that each IoT node of a hetero-
geneous IoT network required 1000 iterations to build the trust up to 1.

Algorithm 2 Trust Management

Input: Message from IoT Nodes/Node

Output: Add Trust Values to IoT nodes

Steps:

1: Float Trust=0

: Float Node Trust=0

. Set (0)=1

: while (Node.count is less than 0) do

KnowSharekey=Hash(SDN Pre-shared Key)

Decrypt message extracts the SDN Pre-shared Key

PreSharekey=SDN Pre-shared Key

if Hash(PreSharekey)==KnowSharekey then
Node Trust=Node Trust+Trust

10: x=(1-())

11: Trust=x * Trust+(a)*(0.001)

12: end if

13: end while

W ENDT AW

5.4. Multichain as local-Blockchain

We used the concept of local blockchain by using multichain
blockchain as a decentralized distributed service running on a mul-
tichain blockchain in the proposed framework. In multichain, we
have published a subscriber stream module used as a general-purpose
append-only database, including timestamping, notarization, and im-
mutability.

MultiChain has its own key management module that makes private
and public key pairs and stores them away from the node, such as in
another decentralized application. The createkeypairs API command is
used by the key management module to create these key pairs. We used
this module in order to bind the legitimacy of private blockchain with
the SDN controller.

The key management module of Multichain securely transfer the
their keys to the SDN Controllers of heterogeneous networks. This can
be done according to the following sequential steps:

(1) SDN Controllers of heterogeneous network request to the
blockchain to join the blockchain network.
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(2) The key management module in the multichain sends a self-
signed certificate to SDN Controllers of heterogeneous networks.

(3) SDN Controllers of heterogeneous network will verify the sig-
nature on the certificate using the public key of the certifi-
cate authority. We already discuss the assumption of certificate
authority in key management subsection.

(4) The SDN controllers of heterogeneous network will create a
session key, encrypt it with the SDN controller’s AES-128 bit key,
and send it to the blockchain network.

(5) Eventually Blockchain network and SDN controller communicate
with each other through this session key.

We used three types of data streams i.e., certificate stream, reg-
istration stream, data stream. Certificate stream store the certificate
for IoT devices of heterogeneous network which contain the public
addresses of IoT nodes signed by the SDN controller. Registration
stream responsible to store the registration status of each IoT devices
of heterogeneous network. The data stream contains the data logs of
distributed applications during collaborative tasks. In order to maintain
the security of stream data all the content of stream is signed by the
private key of private blockchain.

5.5. Service security protocol

A security protocol is a series of actions performed by two or more
communicating entities in order to achieve some mutually desirable
goal that makes use of cryptographic techniques and allows the commu-
nicating entities to achieve a security goal. A service security protocol
is essentially a secure communication protocol for IoT nodes’ commu-
nication within the network or multiple heterogeneous networks for
collaborative tasks. We have three smart contracts that cover the three
security goals such as,

(a) Authenticity contracts
(b) Trust contracts
(c) Authorization contracts

The authenticity contract is responsible to verify the authenticity of the
IoT device of heterogeneous service and the SDN controller’s as per the
defined policies for authentication in the global chain. After verification
of authenticity, the trust contract is responsible to fetch the trust index
of IoT devices of heterogeneous services from the controller in order
to update the access list to access the heterogeneous services during
collaborative task and return the updated list to the SDN controller.
Algorithm-3 presents the pseudocode for this process of service security
protocol with smart contract.

Algorithm 3 Service Security Protocol with Smart Contract
Input: Message From SDN Controller, Node
Output: List of Trusted Nodes
Steps:
1: KnowShareKey=Hash (SDN PreSharekey)
: Decrypt message extracts the SDN PreSharekey
: PreSharekey=SDN PreSharekey
: NodeTrustedArray[]=Initialize the empty list
: if Hash(PreSharekey)==KnowSharekey then
Fetch Trusts values from SDN Controller
Authorize (Node, Trust values) return NodeTrustedArray
else
Not Allowed
: end if
: while (Node.count is less than 0) do

© O N QU A W
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12: if (node.thresholdTrust is > 0.5) then
13: NodeTrustedArray.append(Node)
14: end if

15: end while
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5.6. Multichain as global-blockchain

An authorized organization’s security policies are a formalized set
of rules for ensuring that users with access to data and information
assets follow rules and guidelines related to data security. These rules
are in place to keep confidential information safe from unauthorized
access, disclosure, modification, or destruction. The policy manual of an
organization is a useful tool for preventing security threats and figuring
out how to deal with them [75]. In Global Blockchain Multichain, we
present a concept of a decentralized network of authorized entities that
pushes security policies. Local chain IoT devices on a heterogeneous
network must adhere to these security policies in order to communicate
with other IoT devices on the same network for collaborative tasks.
We used the python sabac library in order to implement the policy
definition point in the global blockchain. Algorithm-4 defines the im-
plementation of the four policies. In the global chain, we have four sets
of policies such as,

(a) Authentication policy
(b) Authorization policy
(c) Registration policy
(d) Trust rule

Algorithm 4 Global Blockchain Policy Definition Point
Steps:

1: Authentication Rule=Request of authentication verification must
have SDN KEY

2: Trust Rule=IoT node’s trust value must be 0.001 or above

: AuthorizationRule=IoT node’s trust value must be above 0.5

4: RegistrationRule=Request of registration verification must have SDN
key=0

w

5.7. Registration of network to another heterogeneous network

Fig. 3 depicts the architecture and design for the registration process
of IoT devices in one network to another heterogeneous network. Each
step is further elaborated as following,

(1) At the start of the system flow IoT devices providing hetero-
geneous networks needs to register themselves with other het-
erogeneous networks by requesting it from the SDN controller
first.

(2) This request is sent to the key management module by the SDN
controller-1. The module then creates the public and private
key pairs for IoT nodes and certificates for other networks with
different types of nodes. The certificate has both the public key
and the address of the SDN controller-2 that is being asked
to communicate. The SDN controller-1 only needs to sign the
certificate that was made by taking the certificate’s hash and
signing it with its own private key. The certificate must then be
updated with the digital signature and the message encrypted
with the SDN controller-2 public key.

(3) In Step 3, the SDN controller-2 verifies the authenticity of the
SDN controller-1 by comparing the hash values of the pre-shared
key of the SDN controller-1 with the private key of the SDN
controller-2.

(4) The key management module of SDN controller-2 calls this
the request contract, which sends a request to the globalchain
blockchain to get the registration policy. It also generates the
public and private keys for the IoT nodes in a network with
different types of devices. Eq. (4) shows the request message
signed by the SDN-2 controller and encrypts it with the global
blockchain public key.

Message = [(M) + (Certy,) + (PubKey)h]pb @
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Cert,,; = SDN signing the Certificate
b = Encryption With SDN Public key
(M) = RegisterString

(Message)

(5) By comparing the hash values of the pre-shared key of the SDN
controller-2 with the private key of the global blockchain, the
global blockchain first confirms the legitimacy of the SDN-2
controller.

The registration policy is sent to the local blockchain after the
SDN-2 controller’s legitimacy has been successfully verified. It
is signed by the global blockchain’s private key and encrypted
using the local blockchain’s public key.

Check the SDN controller’s legitimacy first in the service security
protocol. Obtain the trust values of IoT nodes from the SDN
controller and pass them to the authorization contract to update
the access service list if the authenticity is confirmed.

Finally, the local chain registration stream updates the hetero-
geneous network’s registration status on other networks.

©

7

—

®

5.8. Communication between heterogeneous Network1 to Network2

The architecture and design for the communication process be-
tween multiple IoT devices of heterogeneous networks involved in the
communication is further elaborated in the following steps,

(1) In our use case, the collaborative task between IoT nodes of
heterogeneous networks is based on automation, which means
that the condition of the collaborative task is triggered under
certain conditions. Therefore, in the communication workflow,
the IoT nodes of heterogeneous networks first publish their data
on the local blockchain of the other network. For this reason,
IoT nodes need to request it first by requesting it from the SDN

(2)

€)]

4

()

(6)

controller-2 to SDN controller-1 through a request message. The
request message includes the message payload, signed certifi-
cate from SDN controller-1 containing the public address of the
global blockchain and the hash of the pre-shared key of the SDN
controller-1 as shown in Eq. (5),

Message = [(M + SData) + (Cert,,) + (PKey),] (5)

pb

Cert,,; = SDN signing the Certificate
(Message),,, = Encryption With SDN Public key
(M + SDAT A) = Collaborative + SensorsV alues

In the next step, the SDN controller-2 verifies the authenticity of
the SDN controller-1 through comparing the hash values of the
pre-shared key of the SDN controller-1 with the private key of
the SDN controller-2.

The key management module of SDN controller-2 then calls
the request contract, which is responsible for sending a re-
quest to fetch the data write access policy from the globalchain
blockchain. It also generates the public and private keys for the
IoT nodes of heterogeneous networks. Eq. (5) shows the request
message signed by the SDN-2 controller and encrypts it with a
global blockchain public key

Global blockchain first verifies the legitimacy of the SDN-2 con-
troller by comparing the hash values of the pre-shared key of the
SDN controller-2 with the private key of the global blockchain.
After successful verification of the legitimacy of the SDN-2 con-
troller the Data write access policy is sent to the local blockchain
which is signed by the private key of the global blockchain and
encrypted with the public key of the local blockchain.

In the service security protocol, first check the authenticity of the
SDN controller. If the authenticity is verified, then fetch the trust
values of IoT nodes from the SDN controller and pass them to the
authorization contract in order to update the access service list.
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(7) At last, the data status of the heterogeneous network on other
network are updated on the local chain registration stream.

6. Use-case discussion

As a use case, we consider the Disaster Management Authority
(DMA) for any municipal smart city deployment. DMA is an organi-
zation that monitors disasters and develops strategies to reduce the
danger posed by them. DMA generally works around many levels of
alert systems, such as drought alerts, flood alerts, and others, and
preparations for various levels of destruction [76,77]. We are currently
concentrating on air quality and environmental alerts in our use case.
We have developed a DMA admin portal that is responsible for fetching
the sensor values from the environment. For that, we use the open
weather API. Sensors will receive data from the environment, such as
latitude, longitude, location, air quality, etc. The sensor data will be
displayed on the DMA dashboard. An air quality index value above
300 is hazardous and can cause serious respiratory problems. As soon
as the air quality index exceeds 300, notification requests will be
generated to smart citizens over heterogeneous IoT networks. A smart
citizen component is a government authority that holds information
on citizens that including their names, addresses, phone numbers, and
other details. In our use-case, the user of the smart citizen component
is a mobile user that will receive an alert message whenever the air
quality index exceeds 300.

In the next section, we are going to discuss the use case in detail
with the architectural depictions of the whole interaction during the
collaborative task. It will demonstrate how heterogeneous networks
communicate with another heterogeneous network from registration to
the final communication processes.

7. Testbed and implementation

The open-source COOJA network simulator [78], which is based
on the Contiki operating system, is used to replicate our use case.
The COOJA simulator is well-known within the WSN (Wireless Sen-
sor Networks) research community [79]. It is used in simulations of
wireless sensor networks and examines the performance of numerous
devices interacting in wireless sensor networks. In addition, the Cooja
simulator allows us to simulate the connection of Contiki OS-based IoT
devices to a wireless sensor network utilizing network-level protocols
such as CoAP and 6LowPAN. It permits simulation and hardware-level
emulation of the Contiki node network. Contiki motes are Internet of
Things devices driven by the Contiki operating system [80].

In order to execute the SDIoT architecture, the COOJA simula-
tor was added to SDN-WISE. SDN-WISE is an SDN solution for in-
frastructureless and wireless networks. It enables wireless devices to
communicate on SDN-based networks using the IEEE 802.15.4 phys-
ical and MAC layers. In its network, there are different nodes and
sinks. Sinks are wired to the network infrastructure, whereas nodes
operate wirelessly [81]. All IoT node data packets are transferred
to the controller using sinks. In addition, it has a forwarding layer
that processes incoming packets according to the inflow tables. The
control plane is responsible for updating the forwarding layer’s flow
tables. Together, they offer us a virtual SD-IoT network on which to
conduct and assess our experiments. MultiChain is ultimately used
as the blockchain alternative [82]. MultiChain is a Bitcoin fork that
can be utilized to construct a permissioned network. MultiChain is
platform-independent. However, as we implemented COOJA simulator
and SDN-WISE on Linux and our SDN controller is likewise on Linux,
and we also installed MultiChain on Linux.

For the test bed, we have installed the COOJA simulator, SDN-WISE,
MultiChain, and MultiChain PHP API on two separate Linux PCs for
executing the use-case. We are configuring multichain as private and
global chains. The sensor nodes were deployed on IEEE 802.15.4 boards

10

Journal of Systems Architecture 135 (2023) 102802

Table 3
Configuration of the two deployed physical machines.

Physical machines 1 and 2

CPU (Processor )

Intel® 6th Gen Intel® Core™ i7 (6700)

Memory 16GBDDR
Chipset Intel® H110 Chipset
Hardrive 512GB Solid State Drive SATA

with 8 KB RAM and 256 KB flash memory. The detailed hardware and
software setup configuration is shown in Table 3.

The proposed solution is evaluated on throughput, access time de-
lay, and the service security protocol execution time in each operation
when collaborative services between IoT devices and heterogeneous
networks are taking place. The throughput will indicate the number
of bytes of data successfully transmitted over the network per second.
The operation’s duration will be determined by the access delay time,
service security protocol execution time, and the running time effi-
ciency of the proposed algorithm. The evaluation method measures the
throughput and delays in access time for the following four processes
that are compatible with the proposed solution,

(a) Fetching policies from the global Blockchain.

(b) Key submission from network-1 to local Blockchain of network-
2.

(c) Send encrypted collaborative messages between networks.

(d) Decryption of publishes data from network-1 to network-2.

We are interested in measuring the throughput, access time delay,
and service security execution running time of the upper operations to
check the scalability of the global blockchain and local blockchain with
our proposed architecture. We first increased the number of requests
per node with delays of 600 ms, 120 ms, 60 ms, 30 ms, and 10 ms in
each operation when heterogeneous [oT network-1 communicates with
other heterogeneous IoT networks-2 having a setup of 50 IoT nodes
each time.

To process [oT node transactions during collaborative tasks, the
memory pool of both blockchains plays a vital role that is responsible
for managing the request and response flow. Both blockchains use
a platform called multichain which has its own memory pool. The
performance of the proposed framework is majorly dependent upon
the working of the memory pool of the multichain blockchain to
process transactions of IoT nodes of heterogeneous networks during
communication, both when they first arrive (in the memory pool)
of the multichain blockchain from the SDN controller and when the
transactions are confirmed within a block.

7.1. Fetching policies from the global blockchain

Our solution begins with fetching policies from the global
blockchain. A policy is a rule that specifies who may access a particular
resource. A single policy can specify authorization using binary or
non-binary options. A binary decision consists of “yes” or “no”. In
order to verify the global blockchain’s authenticity, the fetching policies
must be verified through the services’ security protocol. The high-level
graphical presentation of the fetching operation is shown in Fig. 4. It
shows the flow of how IoT nodes send requests to fetch the policy in
each heterogeneous service.

As the number of requests increases, each request’s throughput goes
up, and the time it takes to process the fetch operation between requests
goes down. Table 4 presents the results of this operation. We also
noticed that the throughput of the operation goes down when the
amount of delay is 10 ms to send 5000 fetching requests from 50 IoT
nodes, which means a total load of requests in one service is 250 000
requests per node, and the time it takes to process the fetch operation
between requests goes up as shown in the graphical representation of
fetching policies operation in Fig. 7. Service security execution time
during policy fetching is shown in Table 5.
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Table 4
Fetching policies request from global Blockchain.

Number of Throughput fetching Access delay
requests policies (requests/s) (ms)
100 1.63 631
500 7.43 137.57
1000 13.67 73.44
2000 24.1 41.47
3000 36.55 27.44
5000 22.06 61.47
Table 5

Service security execution time during policies fetching.

Number of Service security
requests execution time (ms)
100 0.9

500 0.74

1000 0.52

2000 0.32

3000 0.2

5000 1.74

7.2. Key submission from Network-1 to local blockchain of Network-2

The second focus in our solution is the submission of the key to the
local blockchain of the collaborative IoT network that is requested for
collaborative tasks as shown in Fig. 5. This request is sent to the key
management module by the SDN controller-1. The module generates
public and private key pairs and certificates for other heterogeneous
networks. The public key and the address of the requested communicat-
ing SDN controller-2 are both included in the certificate. The process is
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Table 6
Key submission operation.

Number of Throughput key Access delay
requests submission (requests/s) (ms)

100 1.2 667

500 6.25 175.08
1000 11.27 110.91

2000 19.43 91.45

3000 32.02 68.01

5000 18.86 151.45

to simply take the certificate’s hash and sign it with the SDN controller-
1’s private key. The requested message is encrypted with the SDN
controller-2 public key after all the steps of verification at the SDN-
2 controller. The submission of keys of IoT nodes of heterogeneous
network-1 follow the same steps, that is, fetch the policy first, then
execute the service security protocol to publish the key to the stream
of the local blockchain of heterogeneous network-2. Table 6 presents
the results of this operation. We can notice the same pattern of result
as in the previous operation with a difference of the throughput values
as compared with the previous goes down. This is due to execution of
operations is after fetching operation. The service security execution
time during key submission is shown in Table 7.

The access delay of the operation shows the same pattern but the
difference of minor increased in the value of delay operation as shown
in Fig. 9. The execution time of the service security protocol is decrease
when the submission key request is increased as shown in Table 9. We
also noticed at key submission operation throughput compared with
fetching operation goes down. The service security execution time is
little bit increase as compared with fetching operation as shown in
Fig. 8.
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Table 7
Service security execution time during key submission.
Number of Service security
requests execution time (ms)
100 1.93
500 1.58
1000 1.2
2000 0.95
3000 0.467
5000 2.56

Table 8
End-to-end send encrypted messages.

Number of Throughput send Access delay
requests encrypted message (ms)
(requests/s)

100 0.98 695
500 5.2 197.53
1000 8.96 142.44
2000 17.5 111.49
3000 27.02 87.41
5000 16.5 167.52

7.3. End-to-end message sending for collaborative service

The third operation in our solution is to encrypt and send mes-
sages during collaborative tasks between two heterogeneous services as
shown in Fig. 6. In our use case, we have two heterogeneous services in
which one is responsible for sensing sensor values such as the value of
latitude, longitude, and air index value. The other service is responsible
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for providing alert messages to their connected IoT nodes when a
collaborative call is generated from service 1. The work flow of end-
to-end message sending for collaborative tasks of a defined use-case is
given below.

1.

The IoT node of heterogeneous service-1 sends a message to
the SDN controller by sending a sense value along with an SDN
preshared key in a message encrypted with the public key of the
SDN controller.

. The SDN controller first verifies the authenticity of the legitimate

IoT node message by decrypting the message with its private
key and comparing the hash value of the preshared key with
the help of key management module. After verification, the key
management module sends the request to the request contract
from the local blockchain

. The request contract forward the request to execute the service

security protocol

. The service security protocol verifies the message’s authenticity

using the SDN preshared key, then extracts the trust values of the
IoT nodes from the controller and updates the authorized access
list for data publishing of particular IoT nodes.

. When the triggered condition occurs, such as the air index value

crossing the threshold value then Collaborative service request
will called through SDN controller to the requested service SDN
controller

. Here, we assume that both SDN controllers knows public keys

of each other. Therefore when collaborative call is generated
after triggered condition the Service-2 SDN controller first verify
the authenticity of service-1 SDN controller by decrypting the
message with its private key and comparing the hash value of
the pre-shared key of SDN-1 controller with the help of key
management module. After verification, the key management
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Fig. 6. End-to-end encrypted message sending procedure.

Table 9
Service security execution
message sending.

time during End-to-End

Number of Service security
requests execution time (ms)
100 2.3

500 1.94

1000 1.57

2000 1.24

3000 0.89

5000 3.0

module sends the request to the request contract from the local
blockchain.

7. The request contract forward the request to execute the service
security protocol.

8. The service security protocol verifies the message’s authenticity
using the SDN pre-shared key, then extracts the trust values of
the IoT nodes from the controller and updates the authorized
access list for data publishing of particular IoT nodes.

As the number of requests increases, each request’s throughput goes
up, and the time it takes to process the key submission operation
between requests goes down, shown in Table 8. From the result it is also
deduce that throughput of the end-to-end message is less as compared
with other operation because of the encryption process involve during
communication from SDN controller-1 to SDN-2 controller.

On the other hand, the execution time of the service security proto-
col shows a decrease when the load of requests is increased, but it goes
up when the amount of delay is 10 ms to send 5000 fetching requests
from 50 IoT nodes, as shown in Table 9.

7.4. Decryption of publish data from Network-1 to Network-2

The last operation in our solution is the access of collaborative
message from the stream of service-2 local blockchain published by
service-1. The IoT nodes of heterogeneous services-2 send requests
to the SDN controller to access the publish data. The SDN controller
first verifies the legitimacy of IoT nodes of heterogeneous service-2 by
comparing the hash value of SDN preshared key after decryption of the
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Table 10
Decryption of publish data from network-1 to network-2.

Number of Throughput decryption Access delay
requests message (requests/s) (ms)
100 1.52 645.6
500 7.1 142.56
1000 12.15 93.91
2000 23.51 56.45
3000 34.02 35.01
5000 20.08 57.45
Table 11

Service security execution time during decryption of
publish data.

Number of Service security
requests execution time (ms)
100 1.2

500 0.945

1000 0.72

2000 0.63

3000 0.56

5000 0.9

request message with the help of key management module. The key
management module then forwards the request to the service security
module in order to access the data. By using the same method of
evaluation as before the throughput of the operation is much more
better than the previous case because of publish and subscriber model
for data access. The heterogeneous network-1 is only responsible to post
or publish the data on data stream of heterogeneous network-2 when
the alarming condition occur. The user of that network only access the
data through subscription of this alert message. Table 10 shows the
throughput reading on request basis to access the data. The service
security execution time during decryption of publish data is shown in
Table 11.

It is clear from Fig. 7 that the throughput of the decryption opera-
tion of publishing data from heterogeneous network-1 to network-2 is a
little bit similar to operation one, which is a fetching operation. Due to
the publish subscriber model, on the other hand, the execution time of
the service security protocol shows a decrease when the load of requests
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Table 12
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Comparative result analysis of End-to-end send encrypted messages with ECC key length.

Number of Throughput (requests/s) Throughput (requests/s) Throughput (requests/s)
requests ECC-128 key length ECC-192 key length ECC-521 key length
100 0.93 0.75 0.53

500 5.2 4.58 3.21

1000 8.96 5.92 4.21

2000 17.26 14.48 11.21

3000 27.16 18.12 10.01

5000 16.02 12.1 8.01
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—e— Send Encrypted Message operation
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w
o

N N w
S o S

=
«

Throughput/sec

10

0 1000 2000 3000

Number Of requests packets

4000 5000

Fig. 7. Throughput of all operations when changing the number of request messages.
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Fig. 8. Running time of service security execution of all operation when changing the
number of request messages.

is increased, but it goes up when the amount of delay is 10 ms to send
5000 fetching requests from 50 IoT nodes as shown in Table 9. The
graphical representation of service security protocol of this operation
when changing the number of request message is shown in Fig. 8. The
result pattern of the access delay time of the operation represents that
when the number of request goes up to 5000 the access delay time is
increase as shown in Fig. 9.

8. Evaluation

The selection of key length in cryptographic suites for IoT devices
during collaborative services is one of the important parameters that
can determine the details of how much the security parameters have
improved by the proposed solution. We conducted a new experiment
for the case of sending encrypted collaborative messages between net-
works. The main theme for this experiment is to show that the selection
of cryptographic key length is an important variable in order to tackle
the delay in sensitive applications and the execution of dynamic smart
security protocols. We show how important the key length is to the
performance of the system and how well service security protocols work
by comparing the performance of the system with three different key
lengths for the ECC cryptography suite: 128 bits, 192 bits, and 521 bits.
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Fig. 10. Comparative result of End-to-end encrypted message by changing key length.

Table 12 shows the comparative throughput result against different
ECC key sizes of the proposed framework at the particular operation.
We notice from the throughput patterns shown in Fig. 10 that when
the number of sent messages with each ECC key length increases, the
system’s throughput goes down. This is because of the encryption of
messages during the End-to-End send operation. The larger the key
length, the greater the encryption time. The importance of key length
for delay sensitive application during the particular operation can also
be noted in these experiments.

9. Conclusion

As the population continues to rise and the concept of smart cities is
becoming a reality, monitoring and managing the effects of urbaniza-
tion on the environment, improving citizens’ daily lives, and providing
enhanced efficiency for government authorities demand increasingly
innovative strategies. In this paper, the proposed architecture sup-
ports the communication framework of heterogeneous IoT networks
to communicate with each other during collaborative tasks. Our solu-
tion focuses on the implementation of adaptive security mechanisms.



S. Siddiqui et al.

The proposed architecture describes the registration, communication,
and dynamic service security protocol execution between IoT devices
in heterogeneous networks in a municipal smart city concept. Our
evaluations proved that the proposed solution is scalable when the
number of requests is increased during the communication of two
different IoT networks for collaborative tasks. We also present a unique
concept of integrating global blockchain and local blockchain in order
to implement a municipal smart city environment. The strength of
our proposed architecture is shown by how well the service security
algorithms work in real life. The current solution can be extended in
the following directions as future work,

a. Global-chain dynamic policy engine implementation for en-
hanced security mechanisms.

b. Implementation of other added modules such as incentive
schemes and mechanisms in local chains for smart citizens
focusing on various collaborative applications.
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