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ABSTRACT Service provisioning is of paramount importance as we are now heading towards a world of
integrated services giving rise to the next generation of service ecosystems. The huge number of service
offerings that will be available to customers in future scenarios require a novel approach to service registry
and discovery that allows customers to choose the offerings that best match their preferences. One way
to achieve this is to introduce the provider’s reputation, i.e., a quality indicator of the provisioned service,
as an additional search criterion. Now, with blockchain technology in our hands, automated regulation of
service-level agreements (SLAs) that capture mutual agreements between all involved parties has regained
momentum. In this article, we report on our full-fledged work on the conception, design, and construction
of a platform for SLA-minded service provisioning called PenChain. With our work, we demonstrate that
penalty-aware SLAs of general services–if represented in machine-readable logic and assisted by distributed
ledger technology–are programmatically enforceable. We devise algorithms for ranking services in a search
result taking into account the digitized values of the SLAs. We offer two scenario-based evaluations of
PenChain in the field of precision agriculture and in the domain of automotive manufacturing. Furthermore,
we examine the scalability and data security of PenChain for precision agriculture.

INDEX TERMS Blockchain, manufacturing industry, penalty-aware services, precision smart agriculture,
service-level agreements, service provisioning, smart contracts.

I. INTRODUCTION
Service provisioning is still on the rise in today’s information
systems as we are heading for a world of massively
integrated services and the so-called service ecosystem.
Service provisioning is of paramount importance in various
business domains such as precision agriculture, supply chain
management, and smart tourism [1]. For instance, with the
rise of the Internet of Things (IoT), agricultural practitioners
and data engineers expect to benefit from real-time data
provisioning for the sake of advanced analytics. A customer
who wishes to use a data service would choose between

The associate editor coordinating the review of this manuscript and
approving it for publication was Claudio Zunino.

offerings that provide the same data packages (e.g., the pH of
water and humidity) but at different service levels. Similarly,
a tourist might consider multiple tour offerings and pick the
most favorable in terms of service levels. Once the service
offerings that are made available in such a service ecosystem
exceed a critical number, we expect a novel service registry
and lookup mechanism.1

Distinguishing functionally similar services by their qual-
ity is vital for effectively browsing through a large number
of service offerings to finally make a decision [2]. Once the

1Think of such an ecosystem of data services as an e-commerce platform
where shoppers search for shopping items by entering a couple of keywords
and later on add them to their virtual shopping cart. Search results must be
presented in ways that maximize the purchase order placed by the shopper.
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customer has picked an offering, she enters a service contract
with the provider. The service level at which this service
contract comes into effect, hence called the service-level
agreement (SLA), captures the mutual agreements between
the customer and the service provider. Recordings of these
service levels over time, if securely stored using a mutually
trusted mechanism, would suggest how reputable a provider
has been of late. To this end, search results viewed by the
customer should be sorted by the reputation of the service
providers before being further customized to match the
customer’s preference.

The concept of SLA has been investigated to a great
extent in service-oriented cloud computing and telecommuni-
cations. SLA research falls into the following directions [3],
[4]: describing (i.e., formally representing the SLAs taking
into account penalty rules) such as iAgree,2 monitoring
(keeping track of whether an SLA is respected during the
execution of services), negotiation (mutually adapting an
SLA while executing services to avoid a contract violation),
and enforcement (executing the rule-based clauses stated
in an SLA). Compared to research on the monitoring and
negotiation of SLAs, there has been less intensive research
on enforcement of SLAs so far. Recently, due to the emerging
utilization of blockchains in business, the line of research on
the enforcement of SLAs has gained traction in the service
engineering community.

Immediately after its introduction with the cryptocurrency
Bitcoin [5] in 2009, blockchain technology has received
massive, steady attention as a highly potential technology
capable of disrupting established systems in various domains
by overcoming their over-centralized institutional and tech-
nological architectures. Facilitated by this decentralization
narrative, blockchain technology has been widely researched
and has become productive in a wide range of successful
ICT architectures – beyond and often independent of its
original utilization in cryptocurrencies [6], [7]. As described
by NIST (National Institute of Standards and Technology),
‘‘Blockchains are tamper evident and tamper resistant digital
ledgers implemented in a distributed fashion [. . . ]’’ [8]. In this
sense, blockchains has been described as a highly promising
technology for utilization in organizations [9] as well as
between organizations [10], and beyond, at the level of
governments and societies [7], [11]. Currently, the blockchain
mainstream transcends the blockchain vision into the vision
of the so-called Web3.3 The Web3 vision shows all the
ingredients of the blockchain vision and its many initiatives
that are centered around a notion of decentralization of
payments, financial services, digital identities, data and
businessmodels [13], [14], [15]. However,Web3 steps further
and aims at taking blockchain decentralization to a next level
by making it ubiquitous, turning it into a universal ecosystem.
As such, it has been perceived and described recently by
leading analysts such as Gartner [16], Forrester [17], Forbes

2iAgree Specification http://iagree.specs.governify.io/
3Not to be confused with Web 3.0 [12].

Technology Council [18] and Harvard Business Review [19],
[20], [21].

Our research in this realm has resulted in a novel definition
of dynamic SLAs that incorporate human-in-the-loop penalty
rules and measures the percentages of how often a provider s
to the rules stated in an SLA. Eventually, our investigations
led to the idea of realizing and enforcing dynamic SLAs
on the basis of a private blockchain, which we call penalty-
aware SLAs in this paper. In case the provider fails to fulfill
a penalty despite having tried all available alternatives, this
enforcement mechanism records a breach of contract in an
underlying ledger, and thus recalculates the provider’s rule-
abiding rate.

In our previous studies, we advocated for penalty-aware
SLAs in the tourism sector [22], we investigated how
digitizing dynamic SLAs makes the enforcement of the
penalty rules programmable [23], we conceptualized the
SLAs for data service provisioning in smart farming [24].
This article reports on our full-fledged work on the con-
ception, construction, and validation of such a cross-domain
platform for SLA-minded service lookup called PenChain.
Service-oriented computing and service provisioning are
crosscutting concepts with highest relevance for all business
domains [25], [26], [27], and, wherever services are provided,
proper SLAs are a critical success factor. Similarly, in the last
decade, blockchain technology has been successfully applied
in countless projects from all kinds of domains, ranging from
payment services [14], [28] over financial services [29], [30],
insurances [31], [32], real estate [33], [34], manufacturing
[35], [36], [37], agriculture [24], [38], [39], food produc-
tion [40], [41], logistics [42], [43], healthcare [44], [45],
tourism [22], [46], to e-government [7], [11], [47], [48],
public administration [49], [50], [51], and e-court [52], [53],
[54] – just to name a few. Therefore, we argue that PenChain
is relevant to a maximally wide range of domains. Similarly,
as the design of PenChain does not rely on any domain-
specific characteristics, it is not restricted to any specific kind
of domain. Indeed, we see PenChain applicability in, e.g., all
of the above-mentioned domains.

The contribution of our work is threefold.
• First, we provide formality for dynamic penalty-aware
SLAs and devise a ranking algorithm that sorts service
offerings according to the reputation of their service
providers and the customers’ preference.

• Second, we propose a distributed application architec-
ture oriented towards Web3 that enforces penalty-aware
SLAs and objectively calculates the reputation of service
providers.4

• Third, we conduct two scenario-based evaluations of
PenChain discussing its use in the case of high-
precision agriculture and in the case of automotive

4Many intermediary websites that bring customers to businesses today
still rely on customer feedback to calculate the average rating of a service
provider, possibly resulting in unfair assessment and biased reputation
[55], [56].

1006 VOLUME 12, 2024



T.-V. Nguyen et al.: PenChain: A Blockchain-Based Platform for Penalty-Aware Service Provisioning

manufacturing industry. The enforcement mechanism
devised in PenChain proves to be useful for program-
matically enforcing the penalty-aware SLAs in the
presented use cases provided that the underlying private
blockchain comes with a matched capability and the
penalty rules are articulable.

The paper roadmap proceeds as follows. Section II is
dedicated to preliminary and related work. In Section III,
we formulate our research questions. In Section IV, we pro-
pose our general framework for enforcing penalty-aware
SLAs. In Section V, we provide a scenario-based evaluation
of PenChain as a solution for high-precision agriculture. The
scenario offers an in-depth engineering analysis of PenChain
for the provisioning of IoT data services. Furthermore,
as part of this scenario, we explore some architecture
characteristics of PenChain. In Section VI, we provide a
scenario-based evaluation of PenChain as a solution for
automobile manufacturing. In Section VII, we delve into the
potential future directions of our study. We finish the paper
with a conclusion in Section VIII.

II. STATE-OF-THE-ART ADVANCEMENTS
In this section, we summarize the scholarly work on SLA-
enabled service management and its enabling technologies
(blockchains, Web3).

A. SERVICE-LEVEL AGREEMENTS
SLA-related research has been studied extensively in fields
such as engineering, economics, management science, and
psychology. These articles can be categorized into the
following four groups.

• SLA definition. SLA is a set of promises, guarantees,
and obligations that the service provider makes to the
client [57]. SLA provides details not just on service stan-
dards but also on any agreed-upon remedies, penalties,
or level requirements. Many attempts have been made to
explain SLAs, but most of them have focused on online
services and cloud computing. The online service-level
agreement, also known as theWSLA,was first presented
by IBM research as a framework for generating and
monitoring SLAs. [58]. Research on this definition of
SLA is more diversified in many different domains [59].

• Real-time SLA monitoring. The practice of ensuring
that service level agreements are met is known as
SLA monitoring. It might be performed by a third
party or by IT staff. Moreover, SLA monitoring is
a radical resolution strategy in situations of SLA
breaches and key commercial issues for the services
industry [60]. For instance, Labidi [61] described a
semantic SLA modeling and monitoring technique for
cloud computing. Several theories have been proposed
for IoT [62], [63], some focusing on blockchains
[64], [65].

• SLA negotiation. SLA negotiation is the process of
negotiating the level of quality and service that is

acceptable to both parties. It is often used in the context
of information technology and software development.
Some studies have focused on the subject of SLA nego-
tiation, highlighting the responsibilities and problems
involved, and proposing frameworks for resolving the
issue with cutting-edge technology [66], [67], [68].

• SLA enforcement. Research in this area aims to improve
SLA management by creating, monitoring, and encour-
aging users to report service faults. For example, the
work conducted by Nakashima [69] leverages Ethereum
to propose a collection of Web APIs that automate SLA
lifecycle enforcement on a blockchain. Furthermore,
Zhou et al. [70] proposed a witness approach to the
enforcement of SLAs using smart contracts. In the
domain of IoT services, Alzubaidi [71] proposed a
blockchain-based decentralized approach to assess SLA
compliance and enforce consequences within cloud-
based Internet of Things applications.

SLAM [72] is a self-contained, autonomous and trusted
framework for continuous SLA monitoring in a multi-
cloud environment that is blockchain-based and employs
smart contracts to discover SLA breaches. For this purpose,
Abhishek et al. [73] presented a blockchain-based system
that ensures the integrity of client logs and verifies SLA
breaches, resulting in a reliable ecosystem. Neidhardt [74]
introduced a blockchain-based monitoring mechanism to
ensure customer trust in services. Blockchain technology
would help monitor SLAs and improve service trust in cloud
computing [57], [75], [76]. Similar solutions may be found
in fog computing [77], edge computing [78], and 5G, 6G
networks [79], [80]. Viewing the blockchain as a trusted
ledger that records all service attributes, a blockchain-based
service recommendation system [81] and an auditing solution
to protect 5G consumer data [82] are prominent.
Smart contracts are increasingly being used to build

autonomous applications [83], [84]. In [85], the public
Ethereum blockchain platform is recommended for SLA
monitoring and penalty enforcement. Such a framework
has been proposed in [86] to monitor SLA terms and
compensation in an automatic and decentralized manner
using smart contracts and blockchain technologies. They
have recommended that compensation should be set up either
through basic notifications or automatically through a web
application. Singh and Lee [87], [88] provided an approach to
a blockchain cloud based on SLA specifications. It provided a
more in-depth overview of the construction of smart contracts
geared toward SLA. Uriarte et al. [89] presented a distributed
SLA management using smart contracts and blockchain
technology.
The aforementioned research has a common goal: building

more open and egalitarian systems for customers and
providers. While the studies we surveyed mostly examine
SLAs in cloud computing SLAs over specific parameters,
we investigate if a real-life SLA incorporates not only
technically measurable indicators but also penalty rules that
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are contractually articulated to protect the service consumers’
rights in many sectors. We follow the recently emerging trend
that we make the case in this subsection. More specifically,
we utilize distributed ledger technology to determine the
reputation of service providers and whether or not a provider
is responsible for indemnification.

B. BLOCKCHAIN KEY CHARACTERISTICS
NIST (National Institute of Standards and Technology) char-
acterizes blockchain technology as follows: ‘‘Blockchains
are tamper evident and tamper resistant digital ledgers
implemented in a distributed fashion (i.e., without a central
repository) and usually without a central authority (i.e.,
a bank, company or government). At their basic level, they
enable a community of users to record transactions in a shared
ledger within that community, so that, under normal operation
of the blockchain network, no transaction can be changed
once published.’’ [8].

TheNIST description is in accordancewith themainstream
perception, where de-centralization is a key ingredient of
the blockchain technology approach. However, when we aim
to have a more systematic understanding of decentralization
versus centralization, a more sophisticated approach is
needed that also takes into account the differences between
various technology objectives as well as levels of central-
ization – see Table 1. This is important, as decentralization
at the level of institutions and decentralization at the level
of technology are, in general, incommensurable; rather, they
work together to achieve concrete technology objectives.

Disintermediation aims at removing intermediaries ‘‘such
as banks and notaries’’ [90] in service of lowering transaction
costs [91] in the sense of transaction cost economics [92],
[93], [94]. Therefore, disintermediation is about re-shaping
institutions as part of ‘‘complex technological systems’’ [94]
and even re-shaping the institutional stack of the whole
society [95]. Disintermediation is the key ingredient of
the blockchain vision [13] and, subsequently, the Web3
vision [13]. Blockchains are seen as game changers here,
i.e., as key enablers of disintermediation by providing new
trust anchors. The old trust anchors (companies, authorities)
are replaced by utilizing consensus protocols in peer-to-
peer networks. As such, blockchain technology re-combines
concepts and algorithms from the fields of peer-to-peer [96]
networks and cryptography [97], [98].
Fault tolerance (here: tolerance against failure of hard-

ware/software/network infrastructure) and attack tolerance
(tolerance against malicious players) need to be achieved by
decentralization at the level of technology, i.e., by means
of distributed computing [96]. With blockchain technology,
both fault tolerance and attack tolerance are subsumed
under Byzantine Fault Tolerance [99], [100], and are
addressed by consensus protocols; whereas, with established
technology, fault tolerance is addressed by high-availability
clusters [101], [102], [103] and attack tolerance is addressed

by cybersecurity technology products such as firewalls [104],
[105] and VPNs (Virtual Privacy Networks) [105], [106].

High performance is achieved by parallelization. In the
context of databases, parallelization (which is a form of
technological decentralization) is investigated under the label
of sharding, both in blockchains [14], [107], [108] and
established database technology.5,6,7,8

In blockchains, timestamping is a critical technical feature
needed in distributed consensus protocols [109]. Timestamp-
ing has its own right from the perspective of business logic,
which is usually referred to as document timestamping.
Document timestamping does not necessarily need to rely
on disintermediation. For example, the blockchain of KSI
(Keyless Signature Infrastructure) [110], [111] can be run
centrally by a central service provider; still, the KSI
blockchain utilizes decentralization at the level of technology
to address fault tolerance and high performance [112]. The
established (decentralized) base technology for implement-
ing timestamping is public key infrastructure (PKI) [113].
Within a single organization, timestamping can be achieved
by (centralized) database journaling [114], [115].

C. BLOCKCHAIN-ENABLED PLATFORMS FOR DATA
EXCHANGE AND SERVICE PROVISIONING
IoT redefines existing protocols to establish amore connected
network of devices, allowing data to be readily collected
and exchanged even when there is no formal human-to-
human or human-computer contact. That is why IoT data
has a huge potential for software firms and will expand even
more when blockchain technology is used. Liu et al. [116]
asserted that blockchains could provide high-quality and
secure data sharing for industrial IoT applications. In parallel,
many studies are being conducted on blockchain platforms
to address data management and integrity concerns brought
about by IoTs in various industries [117]. Furthermore,
the blockchain was connected to edge computing servers
to improve data quality and securely handle the compute-
intensive activities demanded by IoT devices [118]. Ardagna
et al. [119] presented a reliable data collection method based
on blockchain technology and smart contracts. It attempts to
filter out any untrusted data based on trust criteria. Moreover,
this method would evaluate the state of IoT devices and
the gathered data. Blockchain-based IoT solutions are ideal
for streamlining company automation, achieving substantial
cost savings, and improving user experience [120]. Using
blockchain technology and SDN, Hameed et al. [121]
proposed a scalable method for the IoT device key and trust
management. Simulation demonstrates that this combination
can store the public keys of IoT devices on the blockchain
and efficiently route network traffic using SDN. Similarly,
Siddiqui et al. [122] observed that with the assistance

5https://www.oracle.com/database/sharding/
6https://www.infoq.com/news/2011/02/SQL-Sharding/
7https://shardingsphere.apache.org/
8https://hbase.apache.org/
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TABLE 1. Landscape of various technology objectives; in regards to the main subjects of decentralization, supporting blockchain technology concepts,
and supporting concepts of established technology.

of AI, adaptive resource management frameworks for IoT
networks would be developed, including blockchain-based
SDN frameworks.

Distributed ledger technology has emerged as an enabler
of accountability and transparency in cloud computing [123]
and network service [124]. Expanding on the application
of blockchain technology, Singh et al. [125] delved into
its potential to improve the transparency and security of
electronic health records. This exploration of blockchain’s
capabilities aligns with the broader efforts in various indus-
tries, such as IoT and healthcare, to address data management
and integrity concerns. Recent years have witnessed a
growing research interest in the use of blockchains in
monitoring the service provisioning and enforcing the SLAs
of unmanned aerial vehicles (UAV). Most significantly, the
selection of the best-fit UAVs in terms of reputation and
operational costs is governed using blockchain technology
and machine learning [126].

D. WEB3
According to the current most standard explanation, the web
has emerged in stages of Web 1.0 and Web 2.0 and is
currently to be transformed into Web 3.0 [12]. In parallel, the
vision of Web3 [16] is currently widely discussed by major
technology analysts such as Gartner [16], Forrester [17] and
Forbes Technology Council [18] as well as the Harvard
Business Review [19], [20], [21]. Web3 needs to be
carefully distinguished from the standard Web 3.0 vision9

– although the objectives of Web3 and Web 3.0 share some
commonalities.

According to the (rather minimal) standard explanation,
the web started as a static web, named Web 1.0, which
was about organizations sharing their content. Next, Web
2.0 was about enabling individuals to share their content.
Practically, this can be connected to the emergence of
social media platforms. Additionally, Web 3.0 [12], also
coined the Semantic Web [127], is about turning the web
into a web of knowledge. This means that knowledge
presentation is standardized so that it becomes automatically

9In some sources Web3 might be named Web 3.0; still, it then has to
be distinguished from the standard Web 3.0 vision. But these sources get
fewer and can be neglected. Henceforth, in this article, we use Web 3.0 for
the standard Web 3.0 vision.

processable. Consequentially, Web 3.0 is typically identified
with the W3C (World Wide Web Consortium) standards
RDF (Resource Description Framework)10 and OWL (Web
Ontology Language).11 Albeit this standard explanation
reflects some of the most important aspects of the history
of the Web, it does not adequately grasp some other crucial,
more complex evolvements. In particular, a major stage of
the Web, which is not reflected in the standard explanation,
was the introduction of e-commerce. Technologically, this
was enacted by the introduction of SSL (Secure Socket
Layer), which was the necessary precondition to enable
payments on the Internet [128]. Then e-commerce was also
the driver of web technologies for data exchange and service
computing [129]. Furthermore, Web 2.0 needs a closer look.
The vision was about enabling individuals to create content
on theWeb, however, originally in the vein of the peer-to-peer
(‘‘distributed’’) mentality of the early days of the web. What
we have actually seen, however, is the emergence of tech
giants (Big Tech) getting into control over the individuals’
data – it was exactly this development that has led [130], [131]
to propose the web decentralization project Solid (Social
Linked Data) [132], [133]. TheWeb3 vision takes blockchain
disintermediation to the next level by making it ubiquitous,
encompassing not only payments and financial services but
also digital identities, data, and business models [15]. [20]
have characterized theWeb3 as ‘‘a decentralized, blockchain-
based internet ecosystem owned and operated by its users’’
and their expectations are high towards Web3 being ‘‘our
chance tomake a better internet’’ [20].We summarize a series
of most significant Web3 characteristics as present in the
current discourse by comparing each of them briefly with the
current situation of Web 2.0 [14], [15]:
• Web3 Payments. In the current web, payments are online
bank transfers between accounts that are hosted by
commercial banks. There exist ‘‘digital payments in
existing currencies – through Paypal and other »e-
money« providers such as Alipay in China or M-Pesa in
Kenya’’ [134], however, these digital payments still rely
on bank transfers in the backend. In regards to today’s
tiered monetary system, payments are therefore done

10https://www.w3.org/TR/rdf-syntax-grammar/
11https://www.w3.org/TR/owl-features/
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with M1-money – due to the necessary involvement of
commercial banks [135]. Instead, in Web3, cryptocur-
rencies enable direct payments between web users, i.e.,
payments without intermediaries. The genuine Web3
currencies are neither owned by a central bank nor
collateralized commercial bank money, i.e., they do
not belong to the established monetary system and,
therefore, cannot be classified as being M0- or M1-
money. Note that the central bank digital currency [136]
is usually not considered part of the Web3 vision.

• Financial Services. Currently, financial services are not
considered a part of the web, even though they are made
accessible through web-based e-commerce services.
Instead, the Web3 vision relies on built-in DeFi [137],
[138], [139]. Here, financial services are considered
an integral part of Web3 – disrupting both established
commercial banking and investment banking.

• Identity. In the current web, online identities are created
and linked to real-world identities through legally
trusted entities, which rely on established routines of
personal identity proofing [140]. These online identities
rely on public key infrastructures (KPIs) or cloud-
based identity solutions, each of them with a different
level of technological and organizational maturity [141].
Authorities and companies serve as trust anchors in
the creation of online identities. The Web3 stands
for a paradigm shift and strives for self-sovereign
identity [142], [143] – consequentially extending the
tradition of the peer-to-peer community [96]. Consensus
protocols are seen to replace traditional trust anchors,
and again disintermediation is seen as the crucial notion.

• Data Ownership. In the current Web, data is owned and
utilized by companies. Instead, in the Web3 vision, data
is owned and utilized by the users [20], [144].

• Business Models. From the perspective of Web3, the
current web is dominated by Silicon Valley tech giants
such as Alphabet, Amazon, and Meta. Business models
center around super-scaling e-commerce and social
media/networks that commercialize the data of their cus-
tomers. The Web3 envisions new business models [145]
that are (i) based on new forms of organization such
as the decentralized autonomous organization (DAO)
[146] and/or (ii) rely on the utilization of genuine Web3
currencies (cryptocurrencies) or other Web3 assets such
as NFTs (non-fungible tokens) [147], [148], [149].
Genuine DeFi business models (decentralized payment
services, decentralized fundraising, decentralized con-
tracting) are particularly important [138] for the Web3
vision.

The vision of ubiquitous integration of emerging technol-
ogy has become widely known as the Internet of Things
(IoT) – the Web3 vision can be characterized as the Web
of Everything, and even more, the Web of Everything and
Everybody, since the idea of being ‘‘owned and operated
by its users’’ [20] can be considered the key ingredient
of Web3.

III. RESEARCH QUESTIONS
In service computing, SLA description languages have
gained a lot of research attention. Due to the lack of
technological support, executing an SLA that has been
agreed upon by the provider and its consumers without
human intervention remains one of the most challenging
questions. Before we entered the digital transformation era,
the mainstream thought on the subject was to introduce a
regulatory entity whose main job is to monitor and referee
service provisioning. This agent12 keeps an eye on all service
transactions and, in case of dispute, might invoke a pre-
programmed unit to kick off a negotiation workflow to
avoid a breach of contract. As distributed ledger technologies
continue to advance at a rapid pace, enforcing the SLAs has
now become a technologically supported research attempt.
However, before reaching this point, we will have to address
a few research questions in the following. Let us elaborate
on these research questions in Subsections III-A, III-B,
and III-C.

RQ1: The penalties specified in a dynamic SLA dictate
what the provider and its customers should do in the event of a
dispute. To make these rules computer-interpretable, in what
ground logic or formal languages shall we express them?

RQ2: How to digitize penalty-aware SLAs to enable an
enforcement mechanism and the computation of an objective
unbiased reputation in service provisioning?

RQ3: How to gear up a distributed ledger to enforce
relevant penalty rules during a service transaction?

A. IN WHAT GROUND LOGIC OR REPRESENTATIONAL
TECHNIQUE WOULD THE PENALTY RULES BE
EXPRESSED? (RQ1)
Handling penalty rules becomes increasingly important in
service operations, as evidenced by a great amount of
scholarly work on rule-basedmodeling andmonitoring [150],
[151], [152], [153], [154]. We head for dynamic SLAs
(which incorporate human-mediated factors such as the
penalty) as opposed to static ones (which mainly describe
uptime/downtime and availability constraints). Although a
penalty rule is in place to primarily protect service customers,
it should give the provider multiple chances to repair any
spontaneous SLA violation during a service transaction.
Should the provider run out of opportunities to take action to
fix such a violation, a breach of contract is finally recorded to
report that the customer’s expectation was not met? In other
words, the penalty rule, being triggered by a spontaneous
SLA violation, dictates a path for both the customer and the
provider to follow through with the goal of fixing the said
violation and eventually discarding it. We were in search of
a ground logic or a formal language expressible enough to
represent a penalty rule that articulates cascaded reparation
actions.

12Centralized computing was particularly made popular in the Web2 era.
In light of Web3, we should replace such an agent with a decentralized
application that is meant to perform the same job.
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B. HOW TO DIGITIZE THE PENALTY-AWARE SLAS TO
ENABLE AN ENFORCEMENT MECHANISM AND THE
COMPUTATION OF AN OBJECTIVE UNBIASED REPUTATION
IN SERVICE PROVISIONING? (RQ2)
The dependability of a service system or an ecosystem of ser-
vices is in part linked to how we control the SLAs. We argue
that, unlike many present-day intermediary websites that
rely on subjective customer feedback, the next-generation
service ecosystem should employ a novel technique for
objectively calculating the service providers’ ratings using
logs of computerized SLAs. Digitizing penalty-aware SLAs
is non-trivial for the following reasons: (a) Suppose we
have found an appropriate logic for the representation of
the penalty rules, we are still in need of a computer in
the loop to fire the reparation actions articulated in these
rules without human intervention; (b) Digital evidence of
service provisioning (e.g., breach of contract, service quality
not met, missing items) involving multiple parties has to be
collected from heterogeneous computing devices13 and must
be recorded safely in an integrity-assured database.

C. HOW TO GEAR UP A DISTRIBUTED LEDGER FOR
ENFORCING THE PENALTY RULES? (RQ3)
The enforcement of SLA-bound penalty rules shall not be (a)
tampered with by any involved parties; or (b) operated by
humans despite the possible involvement of anthropomorphic
entities. With distributed ledger technologies now on the rise,
we expect to use blockchain’s smart contracts and ledger
capabilities as technological leverage to execute such human-
in-the-loop penalty rules. A smart contract is essentially a
program stored on a blockchain and executed automatically
when certain conditions are met. Technically speaking,
we need to translate the logic of these human-in-the-loop
penalty rules into the computer-in-the-loop program code of
one or more smart contracts.

IV. THE PENCHAIN FRAMEWORK
In this section, we first describe the top-level components
of PenChain (Subsection IV-A), which is complemented
by Subsection IV-E looking under the hood. In the next
subsections IV-B, IV-C, and IV-D, we lay the groundwork
for the representation of SLAs, how to combine them for the
sake of service bundling, and how to rank service offerings by
their SLA. The algorithms are presented in Subsection IV-F.
In Subsection IV-G, we showcase the chief function of
PenChain.

A. OVERALL ARCHITECTURE
As illustrated in Figure 1, we proceed by defining the
top-level components of PenChain together with those on
the provider’s side and the customer’s side. The nodes of
Customer-Node, Provider-Node, and PenChain-Main each

13IoT wearables, QR code/barcode readers, fingertip sensors, etc. in use
today make a wide range of technical choices to computerize service
encounters during a service transaction.

represent a cloud or a computing server. Customer-Node
refers to a node that hosts the user interface (Browser) through
which customers request a service registered in PenChain.
Provider-Node hosts Browser and another component that
facilitates service provision (Providing Services). As a
customer in PenChain might one day become a provider
following the rationale of Web3, Provider-Node should be
backward compatible with Customer-Node.
PenChain-Main is the node that hosts the following

components of PenChain: service discovery, service log,
SLA enforcement, and quality assessment. The component of
System Log, which captures the log of all service transactions,
is connected to Service Registry and Service Façade via a
ternary connector. The component of Assessment Unit sends
an assessment of artifacts created during a service transaction
to the underlying blockchain, hence a connector that links it
to SLA AutoGovern Blockchain. This assessment is also sent
to System Log for storing the transactional evidence of the
service being consumed. Service Façade is the entry point
for customers to search for individual service offerings or a
service bundling. Service Registry facilitates the discovery of
services and allows the query of their SLA.

According to the principle of non-interference, as we
demonstrate in Figure 1, service delivery actually occurs
outside PenChain-Main. For instance, an accommodation
service is an exchange act that takes place between a hotel
and a group of tourists with the minimum intervention of
PenChain. This concern is even more prevalent in the domain
of data provisioning due to data privacy – data exchange takes
place between the consumer and the provider without having
PenChain-Main participative involved. Though Assessment
Unit in our architecture records transactional evidence
by invoking components Logging (to write in a cloud
database) and Quality Assessment (to obtain an assessment
of the service outcome), it is nevertheless not participatively
engaged in any service transaction mediated by PenChain.

Within the SLA AutoGovern Blockchain structure, two
pivotal components stand out: the Smart Contract for Penalty
Rules and the Smart Contract for Reputation. The former
autonomously enforces penalty regulations, while the latter
systematically evaluates service providers’ adherence to SLA
parameters. By judiciously incorporating smart contracts,
this intricate structure signifies a pioneering step in penalty
rule management and reputation assessment, reshaping SLA
administration.

B. CAPTURING PENALTY RULES TO REPRESENT A
PENALTY-AWARE SLA
Our formal reasoning offered in this subsection is twofold: (a)
the modeling of the penalty rules, which explicitly addresses
research question RQ1; (b) the logic behind comparing the
SLAs, which in part addresses research question RQ2.

A penalty rule represents contractual obligations between
service providers and consumers. Modeling these rules
requires the use of a language designed for contract modeling
that considers them as business contracts. Business contracts
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FIGURE 1. The component view of PenChain’s system architecture.

specify obligations, permissions, and prohibitions as mutual
agreements between business parties [155], as well as the
terms of the contract breach. In the context of our study,
we are more interested in the ways in which the rules are
formulated and the distribution of compensation. Deontic
operators capture the contractual modality (i.e., obligations,
permissions, and prohibitions) [156]. Governatori represents
a contractual rule as r : A1,A2 . . .An ⊢ C where each Ai is an
antecedent of the rule and C is the consequent. Each Ai and
C may contain deontic operators. Specifically, the connective
⊛ can therefore be informally read as ‘‘failing which’’.
This means that the symbol ⊛ can be used to represent a
relationship between two compensations. It implies that if the
first compensation is not fulfilled, the second compensation
will be carried out.Ohotelα ⊛Ohotelσ mandates that a hotel be
required to ensure that α is achieved. Failure to do so results
in a violation, which the hotel can repair by supplying σ .
Governatori offers additional formality to reason about the
merging of contractual rules in his work.
Example 1: Let us consider the situation where a tourist

and her family decided to book a deluxe room at Jade
Hotel for their summer vacation. A penalty rule in this
accommodation service reads: ‘‘Jade hotel will provide a
room with a balcony and a view of the sea. If the hotel cannot
arrange a sea view room as promised, it shall arrange an
alternative room with a luxurious interior design, or a king-
size double bed. If this compensation option is unavailable,
Jade Hotel will offer two adult members of the tourist family
free access to the hotel’s spa during their stay. If neither of
these compensations could be made, the tourist is entitled to
a 50% discount on her accommodation at Jade Hotel upon

checkout.’’. We formally express this penalty rule as,

r : ¬seaview ⊢ OhotelAltRoom ⊛ OhotelFreeSpa ⊛
OhotelDiscountWhenCheckout

where the components are expressed in first-order logic as
follows:

seaview ≡ ∃ro ∈ Jade, t ∈ Tourist : booked(t, ro) ∧
BalconyWithSeaView(ro)

AltRoom ≡ ∃ar ∈ Jade, t ∈ Tourist :

(LuxuryInterior(ar) ∨ KingSizeDoubleBed(ar)) ∧
CheckIn(t, ar)

FreeSpa ≡ ∃spa ∈ Service, ar ∈ Jade, t ∈ Tourist :
FreeAccess(ar, spa) ∧ CheckIn(t, ar)

DiscountWhenCheckout ≡ ∃ro ∈ Jade, t ∈
Tourist, spa ∈ Service : booked(t, ro) ∧

CheckOut(t, ro) ∧ Discount50Percent(t, ro)

Figure 2 elucidates the same penalty rule diagrammatically
by representing all the aforementioned deontic components
as pictograms. The diamond pictogram to the left of this
diagram signifies the triggering condition of the penalty
rule. The three rounded rectangles next to this diamond
stand for compensation actions stated in the rule. A block
arrow corresponds to either a compensated outcome or
an uncompensated outcome. A thin arrow connecting two
compensation actions implies a ‘‘failing which’’ connective,
i.e., should the action at the start of an arrow fail, the action
at its end shall be triggered.
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FIGURE 2. Diagrammatic equivalent of the deontic logic for the penalty
rule publicized by Jade Hotel.

Transitioning to a distinct realm of study, we encounter the
concept of a semiring, an algebraic structure characterized
by two fundamental operations. A semiring can be thought
of as being similar to a ring but without the requirement that
the addition operation be commutative. The two operations
in a semiring are called addition and multiplication. In other
words, it is an algebraic structure that generalizes the
properties of a ring and a semigroup [157].
Definition 1 (Semiring): A semiring is a tuple ⟨A,⊕,⊗,

0̄, 1̄⟩ where,
• A is a set and 0̄, 1̄ ∈ A;
• ⊕, called the additive operation. It is a commutative,
associative operation having 0̄ as its neutral element (i.e.
a⊕ 0̄ = a = 0̄⊕ a,∀a ∈ A);

• ⊗, called themultiplicative operation. It is an associative
operation such that 1̄ is its identity element and 0̄ is its
absorbing element (i.e. a ⊗ 0̄ = 0̄ = 0̄ ⊗ a,∀a ∈ A).
Moreover, ⊗ distributes over ⊕ (i.e. ∀a, b, c ∈ A, we
have a⊗ (b⊕ c) = a⊗ b⊕ a⊗ c).

An idempotent semiring is a semiring whose additive
operation is idempotent (i.e., a ⊕ a = a). This idempotence
property allows us to endow a semiring with a canonical
order defined as a ⪯ b iff a ⊕ b = b. We specify the
meaning of operators ⊕ and ⊗ for reasoning about services
in Subsection IV-C.

In our work, a set denoted A refers to the set of SLAs in
a certain business domain. We consider A = {⟨x1, x2..xn⟩},
where xi represents the i-th most important objective of an
SLA. In particular, we make a case for the three SLA objec-
tives defined below with the objective of penalty rules being
understandably considered the foremost. We acknowledge
that different customers might develop different views on
the significance of these SLA objectives. In other words,
SLA objectives should be flexibly sequenced rather than
rigidly sequenced in what we call the customer-centric
representation14 of SLAs. Now, let us define the notions
of satisfaction, rule-abiding rate, and cost in Definition 2,
Definition 3, and Definition 4, respectively.
Definition 2 (Satisfaction): Informally, the satisfaction of

a service perceived by end users is related to the reliability

14We shall take this customer-dependent representation of SLAs into
account when reasoning about the aggregation and ranking of services in
the next subsections. This flexible sequence of SLA objectives will translate
into the algorithmic dynamics for service ranking in Subsection IV-F.

and empathy of this service [158]. For business services, the
satisfaction is formally defined as the ratio of the number of
successful service deliveries to the total number of service
transactions.
Definition 3 (Rule-Abiding Rate): A service is associated

with several penalty rules, which are supposed to be respected
at run-time. The rule-abiding rate (and the breach rate)
of a penalty rule is defined as the ratio of the number of
times the said rule is respected (unrespected) to the total
number of times the said rule is activated. Formally, we have
rule− abidingrate = 1 − breachrate. A rule-abiding rate
of an SLA, or rule-abiding rate for short (denoted as r),
is defined as the minimum value of rule-abiding rates of all
penalty rules involved.
Definition 4 (Cost): Let C0 = {c1, c2, . . . cn} be the initial

set of values of the cost incurred by services. By closure of C0,
we mean the smallest set that contains all finite summations
of elements in C0: C+0 =

{∑
∞

k=1
(
ci1 + . . .+ cik

)
| cik ∈ C0

}
.

As such, the cost set is defined as C = C+0 ∩ [0, costmax]
where costmax is the highest cost the customer can pay. A cost
(denoted as c) is a payment for a service, which is an element
of C.

C. AGGREGATING SERVICES
The practice of aggregating services, colloquially known as
service bundling, is exercised in various business domains.
The central idea of service aggregation is to offer additional
service offerings as packages at a more competitive price.

To proceed with service bundling, for simplicity, let us
assume that the SLAs of all the atomic services are denoted
as a set of triples A = {⟨r, s, c⟩} where rule-abiding is the
most important objective, satisfaction: the second, and cost:
the least. Now we aggregate the SLAs of the constituent
services. Suppose that we have n services and consider the
i-th service for whichwewrite Li = {ℓij|j = 1, . . . ,mi}where
ℓij represents the j-th level of its multilevel SLA.
Now, let us put αiℓij to denote the j-th level of the i-th

service’s multilevel SLA where i ∈ [1, n]; j ∈ [1,mi]. This
construct is in fact a triple ⟨r, s, c⟩ ∈ R × S × C, where
R,S, C are the sets of rule-abiding rates, satisfactions and
costs, respectively.
Definition 5: To represent the multilevel SLA of service

aggregation, we consider a group of aggregated services as a
subset of k services {soi | i ∈ I ⊂ [n], |I | = k} each of which
comes with multilevel SLA as exemplified in Table 4. Out
of this subset, the cartesian product of the multilevel SLAs
of the aggregated services is represented by a 2-dimensional
array of size (

∏
i∈I mi) × k , where each element is a triple

⟨r, s, c⟩. For each given row consisting of k SLAs in this array,
we already know the fixed level ℓi ∈ Li is defined. Hence we
write ⟨r iℓi , s

i
ℓi
, ciℓi⟩, i ∈ I , for the SLAs in this row. Then we

define the combined SLA (denoted as �), over these SLAs as
follows:

� =
⊙

i∈I⊂[n]

αiℓi = ⟨min
i
r iℓi ,min

i
siℓi ,

∑
i∈I

ciℓi⟩ (1)
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TABLE 2. Service aggregation involves compiling the SLAs of the
constituent services.

Example 2: We request a group of services as subset
{so1, so4, so5} (i.e. k = 3) and I = {1, 4, 5}. Suppose that
we have L1 = {ℓ11 : Intermediate, ℓ12 : Advanced}, L4 =
{ℓ41 : Basic} and L5 = {ℓ51 : Intermediate, ℓ52 : Advanced}.
Of this subset, the Cartesian product of this set is represented
by a two-dimensional array of size (

∏
i∈I mi)× 3 as follows,

⟨r1ℓ11 , s
1
ℓ11

, c1ℓ11⟩ ⟨r
4
ℓ41

, s4ℓ41 , c
4
ℓ41
⟩ ⟨r5ℓ51 , s

5
ℓ51

, c5ℓ51⟩

⟨r1ℓ11 , s
1
ℓ11

, c1ℓ11⟩ ⟨r
4
ℓ41

, s4ℓ41 , c
4
ℓ41
⟩ ⟨r5ℓ52 , s

5
ℓ52

, c5ℓ52⟩

⟨r1ℓ12 , s
1
ℓ12

, c1ℓ12⟩ ⟨r
4
ℓ41

, s4ℓ41 , c
4
ℓ41
⟩ ⟨r5ℓ51 , s

5
ℓ51

, c5ℓ51⟩

⟨r1ℓ12 , s
1
ℓ12

, c1ℓ12⟩ ⟨r
4
ℓ41

, s4ℓ41 , c
4
ℓ41
⟩ ⟨r5ℓ52 , s

5
ℓ52

, c5ℓ52⟩

For each given row consisting of three SLAs, since we
already know the fixed level, we, therefore, have
< r iℓi , s

i
ℓi
, ciℓi >, i ∈ I . Hence, we rewrite the first row as,

⟨r1ℓ1 , s
1
ℓ1

, c1ℓ1⟩ ⟨r
4
ℓ4

, s4ℓ4 , c
4
ℓ4
⟩ ⟨r5ℓ5 , s

5
ℓ5

, c5ℓ5⟩

In this row, we apply Formula 1 to determine the combined
SLA and label it �q, where q serves as row indices.

�1 = ⟨min{r1ℓ1 , r
4
ℓ4

, r5ℓ5},min{s1ℓ1 , s
4
ℓ4

, s5ℓ5}, (c
1
ℓ1
+ c4ℓ4 + c

5
ℓ5
)⟩

= ⟨min{93%, 94%, 94%},

min{94%, 95%, 98%}, ($5+ $10+ $20)⟩

= ⟨93%, 94%, $35⟩

We repeat this task for each remaining row in the two-
dimensional array above. As a result, Table 2 presents the
combined SLAs for the following service aggregation so1
(Intermediate), so4 (Basic), so5 (Intermediate) into �1; so1
(Intermediate), so4 (Basic), so5 (Advanced) into �2; so1
(Advanced), so4 (Basic), so5 (Intermediate) into �3; so1
(Advanced), so4 (Basic), so5 (Advanced) into �4.

D. SEARCH RESULTS RANKING
The set of SLAs for a particular business domain is referred
to as A in this work. We write A = {⟨x1, x2..xn⟩} where
xi represents the i-th most important objective of an SLA.

Again, for the sake of simplicity, let us denote the set of SLAs
as A = {⟨r, s, c⟩} where r : rule-abiding rate, s: satisfaction,
c: cost. In particular, we argue in favor of the three SLA
objectives specified in the following, with the objective of
penalty rules being the one that is, naturally, seen as the most
important. We understand that the importance of these SLA
objectives may be interpreted differently by specific clients at
different times. The SLA objectives should not be rigorously
sequenced and should have some degree of flexibility in the
order in which they are presented in the customer-centric
depiction of SLAs.

We recall that PenChain facilitates service aggregation,
allowing atomic service offerings to be bundled to enrich
the service offerings on offer. They will be mixed up in a
search result, necessitating a polymorphic ranking procedure
that sorts them by the SLA regardless if they are atomic,
bundled or an aggregation of aggregated services. More
precisely, we are in search of an effective comparison
technique that works uniformly for all SLAs denoted as
triples ⟨r, s, c⟩.

To devise a comparison technique, we treat A as a totally
ordered set. The total order on a set is a form of ordering the
elements of the set, assuming that certain elements precede
others, with the understanding that any two elements can be
compared in one way or another. Formally, we have �i ≥ �j
if (r�i > r�j ) or (r�i = r�j ) ∧ (s�i > s�j ) or (r�i = r�j ) ∧
(s�i = s�j ) ∧ (c�i ≤ c�j ).
In order to reason about the SLAs, we utilize the

mathematical construct of semiring where the ⊕ operation
is the max operation concerning this order. The⊗ operator is
a multiplication that acts differently on each component of an
element in A. The ⊗ operator’s action on R, S is taking the
minimum. The⊗ operator’s action on C is ordinary addition.
More precisely, let a = ⟨r1, s1, c1⟩ and b = ⟨r2, s2, c2⟩, then
a⊗ b is defined as follows.

a⊗ b := ⟨min {r1, r2} ,min {s1, s2} , c1 + c2⟩

Example 3: Table 3 shows an ordered list of aggregated
services where �3 ranks first and �2 is the least preferred
aggregation. The column to the right of this table prints the
combined SLA of the listed aggregated services, explaining
why they are ranked first, second, etc. as shown in the leftmost
column.

E. UNDER THE HOOD OF PENCHAIN
Figure 3 illustrates the inner workings of PenChain-Main –
a node where the components of PenChain are deployed
excluding computing from the provider and the customer
sides (see Figure 1). We utilize the layered architecture
style to describe how components could be developed and
deployed in tandem with smart contracts that update the
trusted ratings of the service providers and enforce the penalty
rules in PenChain. They are organized into three layers,
namely Business Layer, Persistence Layer, and Blockchain
Layer.
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TABLE 3. Service aggregations are sorted by their combined SLA in the
same way service offerings are.

1) BUSINESS LAYER
The layer to the top of Figure 3 represents the business logic
of PenChain. It is organized into four groups. Group 1 is
made up of interconnected modules that interact directly with
service providers and give some input to the other modules
in subsequent layers to serialize the service transactions:
Services, SLAs, and Penalty Rules. Group 2 (Aggregator
and Ranking) assists the customers in locating a service
offering or an aggregated service by computing the SLA
parameters in accordance with Definition 5. The modules in
this group send requests to the next layer (Persistence Layer)
to perform data queries on the cloud database. The customer
engagement is carried out by Group 3, which is comprised
of the following modules: Search and Contract. In addition
to allowing customers to view the contractual specifics of the
service they are bound to, including its SLA, the Contract
module makes any in-progress compensation attempt to fix
a breach of contract, which could be activated by invoking
Penalty-Aware SLAs. The key modules in Group 4 invoke
the next two layers to write down the service’s transactional
evidence to both the cloud database and the blockchain.

2) PERSISTENCE LAYER
As the name suggests, the layer situated in the middle
of Figure 3 helps serialize service transactions that were
executed.General handles the transaction log of a service that
is not highly confidential (e.g., location, timestamp, service
participants who were engaged in the transaction, and the
actual SLA that was associated with the service). Logs stores
more sensitive information about the service (e.g., quality
experienced by the customers and whether it falls below or
surpasses a critical threshold value). Both write the service’s
transactional records they receive from Group 1 and Group
4 of Business Layer down to a cloud database (our pick here
is Azure SQL Database).

3) BLOCKCHAIN LAYER
The bottom layer depicted in Figure 3 is dedicated to the
underlying distributed ledger and essential smart contracts
of PenChain. It is designed to store immutable records as
successive blocks, each representing a service transaction.

FIGURE 3. PenChain utilizes replaceable and loosely-coupled units for
keeping track of the service transactions and enforcing the penalty-aware
SLAs. They are conceptually organized into three layers.

Technically, we install a private blockchain using Hyper-
ledger technologies on our cloud. We refer to Hyperledger’s
storage capacity as DB-Blockchain, which is made of two
separate data sources: an internalLevelDB15 and an external
CouchDB.16 The former holds chaincode data as key-value

15LevelDB (https://github.com/google/leveldb) is an open source
database system that is based on concepts from Google’s Bigtable database
system. It could be embedded in the peer process of a blockchain, providing
low-level key-value storage and retrieval capabilities.

16Apache CouchDB (http://couchdb.apache.org) is an open source
database that uses a schema-free cross-platform data model.

VOLUME 12, 2024 1015



T.-V. Nguyen et al.: PenChain: A Blockchain-Based Platform for Penalty-Aware Service Provisioning

pairs, while the latter facilitates sophisticated data queries in
the chaincode.
Logging in Business Layer submits the assessment of a

service transaction and the corresponding hash in Azure
SQL Database to Smart Contracts for Transactions in this
layer through Blockchain API, activating Smart Contracts
for SLAs in order to reassess the SLA’s satisfaction. Upon
receiving this request, the module submits a compensation
request to Penalty-aware SLAs via Penalty Enforcement API
in Business Layer if the assessment falls short, indicating an
instantaneous breach of contract. Now, the control is granted
to the modules in Business Layer again. Acceptable indem-
nification criteria have been incorporated into Contract.
In effect, Penalty-aware SLAs monitors the compensation
workflow that has already been activated and sends a
confirmation to Smart Contracts for SLAs to update the SLA’s
rule-abiding rate. To illustrate that there are requests and
confirmations that go back and forth between the involving
modules, we put two 2-way block arrows to express this
compensation workflow in Figure 3.

4) PROGRAMMATIC ENFORCEMENT
A smart contract, also known as a chaincode in Hyperledger,
is a computer program that defines the rules and conditions
for executing transactions. In this subsection, we walk
through such a chaincode to illustrate why the enforcement
of penalty-aware SLAs is attainable owing to blockchain’s
smart contracts. In other words, we propose a programmatic
enforcement of the SLAs. The chaincode is written rather
straightforwardly in accordance with the general structure of
the penalty rules expressed in deontic logic. Nevertheless,
to fully implement a penalty rule, we programmatically rely
on modules mounted on the provider’s server that are external
to the blockchain. These modules, which are replaceable on
the provider’s side, realize reparation actions of the penalty
rule in question on behalf of the service provider whose rule
is being fired.

Let us turn our attention to Example 1 again while
walking through the chaincode given in Listing 1. We declare
an entry-point function named callPenaltyRule, for
which the arguments are wrapped in an array of strings
called attributes. Let us recall that a typical penalty
rule represented in deontic logic contains a series of
antecedents and a consequent. To be able to programmatically
enforce the said penalty rule, we first fetch the list of
external APIs corresponding to these deontic components
(at line 12 of Listing 1) and store them in an ordered
array named apiList by invoking a user-defined function
called getExternalAPIList. The code comments that
span lines 8–10 exemplify what the array actually holds
when running the chaincode to enforce the penalty rules
described in Example 1. Note that the chaincode presented
here is generic in the sense that it is programmed to
trigger any compensation modules that have been readily
deployed at the service provider involved in the contract
(identified by ContractID). The function then attempts

LISTING 1. This chaincode on Hyperledger Fabric implements a generic
penalty rule, which might trigger human-in-the-loop actions via API calls.

to submit a request to an API-mediated module17 in
apiList (at line 16 of Listing 1) until the compensation is
confirmed. If an error occurs during the request owing to, for
instance, technical failure or the service provider’s inability
to compensate (for example, a situation where a hotel has no
compensation options to make up for a tourist who checked
in a non-oceanfront room). If no post requests are confirmed
at all, which signifies that the penalty rule in question
has not been adhered to, status still holds the boolean
value of false after the loop is terminated. when they
published their penalty rules. At line 26 of Listing 1, function
calRuleAbidingRate is utilized to recalculate the rule-
abiding rates of the involved service provider (identified by
ProviderID) to write down whether the penalty rule in

17All the service providers registered in PenChain are expected to make
their compensation modules accessible via APIs. A compensation module
might be fully automatic (e.g., a discount voucher issued for the subsequent
service transaction) or operated by humans (e.g., by arranging an alternative
room). The character-wise value that represents the API at which this module
is invoked from the chaincode is safely and persistently stored in the ledger.
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question (identified by RuleID) has been respected or not
(indicated by status).
It is worth mentioning how the rule-abiding rate for an

SLA is algorithmically calculated and updated down the
ledgers. Upon the activation of a penalty rule, a dedicated
smart contract in the underlying blockchain of PenChain
immediately increments the total count of rule firings by one,
regardless of the final outcome of this rule that is determined
later on. As the penalty rule approaches its completion, if the
involved customer remains uncompensated after having tried
all compensation actions specified in the penalty rule, the
same smart contract increments the count of SLA breaches
associated with the respective service offering. Finally, a re-
calculation of the rule-abiding rate is performed according to
Definition 3.

F. RANKING ALGORITHMS
We propose algorithms needed for ranking a set of service
offerings, allowing the search result to be sorted in that
best matches the customers’ preferences. Service offerings
are mixed up in a search result – some of them might be
of the same function but are offered by different providers.
Moreover, an element in this list could be either an atomic
service or a service aggregation. The proposed algorithms
materialize our groundwork on the semiring presented in the
previous subsections. The main idea is to devise Algorithm 2
as a comparator function that will be fed into a sorting
function (Algorithm 1).

Algorithm 1 Sorting a Search Result by the SLAs
Taking Into Account the Customer’s Preference

Data: Lserv: a search result that needs to be sorted;
1 begin
2 if the service customer has not interacted with

PenChain yet then
3 Lobjective← the PenChain’s default list of SLA

objectives;
4 else
5 Lobjective← customized list of SLA objectives;
6 Sort Lobjective in descending order by the

number of views received for each objective;
7 end
8 foreach serv ∈ Lserv do
9 if serv is a service aggregation that comes

with the SLA then
10 Compute the SLA of serv in accordance

with (1) in Definition 5;
11 end
12 end
13 sort Lserv using the comparator function defined in

Algorithm 2 and Lobjective;
14 end

Lserv in Algorithm 1 denotes a set of service offerings
listed in a search result. We recall that the SLA objectives are

flexibly sequenced according to the customer’s preference.
Lobjective is an ordered list that determines the relative
importance of constituent objectives in the SLA through the
lens of the service customer. For example, if the rule-abiding
rate matters most to a certain customer, the corresponding
item is placed first on her Lobjective. This list needs to be
re-sorted in descending order when PenChain records a
substantial amount of additional view counts, suggesting that
the service customer has re-prioritized the SLA constituent
objectives in their mind. The algorithm is designed to work
with an unlimited number of constituents, although in this
work we assume that Lobjective is a list of three. The algorithm
addresses two possibilities: a newly registered customer who
has yet to interact with PenChain (e.g., to submit a search
request, to view different service offerings listed in a search
result) and a returned customer whose viewing history is kept
track of her profile. Note that this algorithm treats all elements
of Lserv in the sameway, regardless of whether they are atomic
or aggregated.

Algorithm 2 acts as a comparator function that determines
whether a given service (sla1) should be placed above or
below another (sla2) in a search result. The list represented
by Lobjective is literally passed from Algorithm 1, telling
which SLA objective is the foremost criterion, the second
most important, and so on. To make this algorithm generic,
in the main loop, we iterate through all elements of Lobjective,
not necessarily confined to the three SLA objectives as
we make the case in this paper. We assume that each
objective is associated with an optimization operation, either
maximization or minimization, advising us to retain the
order (e.g., comparing the satisfaction) or reverse it (e.g.,
comparing the costs) when comparing. The loop continues
down the list of Lobjective until we can figure out whether
sla1 is preferred over sla2 or vice versa. This algorithm
returns zero if it passes all the objectives in Lobjective without
decisively determining the order between sla1 and sla2,
suggesting that these two services should be placed in the
same position within the search result.

G. MULTI-CRITERIA SEARCH
In this subsection, we showcase an advanced search feature
of PenChain that allows service consumers to search for and
locate the right service offering. To enable this search feature,
we make sure that the service offerings in PenChain are fully
populated with details including the service location18 when
the providers publish their offerings in the service registry.

As illustrated in Figure 4, a text box with auto-complete in
the right pane allows the geographical location of the service
to be entered. Suggestions of the location in this text box
are sourced from Bing Maps for the customer’s convenience.

18One should not get confused between the location where the service in
question is actually operated and the postal address registered in the profile
of the organization or agent who provides this service. The former usually
points to where IoT sensors are installed for data acquisition, while the latter
roughly identifies the geographic site over which the provider operates its
services.
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Algorithm 2 Comparing a Pair of Service Offerings
by Their SLAs
Input: sla1, sla2: A pair of SLAs to be compared;

Lobjective: a list of objectives sorted in
descending order by the customer’s view
count;

Output: +1 if sla1 is better than sla2, 0 if equal, −1 if
worse;

1 begin
2 foreach fobj ∈ Lobjective do

3 ifMAX is the optimization function for fobj
then

4 if sla1[fobj] is greater than sla2[fobj] then
5 return 1;
6 else
7 if sla1[fobj] is less than sla2[fobj] then
8 return −1;
9 else
10 continue;
11 end
12 end
13 else
14 if sla1[fobj] is less than sla2[fobj] then
15 return 1;
16 else
17 if sla1[fobj] is greater than sla2[fobj]

then
18 return −1;
19 else
20 continue;
21 end
22 end
23 end
24 end
25 return 0;
26 end

The search result is displayed live on the map in the left
pane, with service offerings uniformly shown under the same
teardrop-shaped icon but at various locations. Each of them
comes with a tooltip that pops up when the customer clicks
on it, revealing its name and further details of the service
being represented. To give an example, on the map, there is
a teardrop-shaped icon that is yellow in color representing a
data service that provides periodic readings of the water’s pH
level in a farming site. The customer may find other widgets
in the tooltip useful for viewing the SLA-bound historical
values of the service she is looking at, which is instrumental
in improving the customer’s comprehension of the rating of
its service provider.

An alternative user interface to our multi-criteria search is
depicted in Figure 5. The search dialog here provides several
text boxes that allow the customer to enter the service details:

FIGURE 4. Service offerings in a search result are visually shown on Bing
Maps, offering the service customer a spatial sense when examining
them prior to a possible service binding.

FIGURE 5. A tabular view of a search result that allows the service
customer to comprehensively examine service offerings listed in a search
result before choosing one of them.

keywords, expected costs, and, of course, the service location.
The search result is then shown in a tabular form further
below in the figure, which is sorted according to the core
ranking algorithms of PenChain (see Subsection IV-F). The
text box where the customer enters the location of the service
in Figure 5 is enhanced with auto-complete data fed from
Bing Maps just like its counterpart in the search dialog of
Figure 4.
The service customer may toggle the search mode at any

time as she interacts with PenChain. In both modes, she
should be able to pick a service offering from the search result
to proceed further (e.g., adding it to a service shopping cart
or checking out to enter a service binding contract).

V. SCENARIO-BASED EVALUATION (I): CASE OF
HIGH-PRECISION AGRICULTURE
Data exchange as a service is a common saying in modern
smart farming. For instance, HARA19 is a blockchain-based
platform for data exchange in the food and agriculture
sector. Agdatahub20 operates trusted platforms for secure
data exchange. Centre for Data Sharing21 makes a prominent
use case for data sharing in agriculture.

In the Mekong Delta region of Vietnam, a community of
research institutions, corporations, and agricultural extension
organizations alike forge digital solutions to offset the effect
of climate change on the aquatic environment. They need a
service provisioning platform that allows both in-house and
cloud-based IoT data providers to provision real-time farming

19https://www.hara.ag
20https://agdatahub.eu
21https://eudatasharing.eu/
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datasets. Central to this platform is a multi-criteria search
function that allows a location-based, schema-specific search
request (e.g., looking for all service offerings that report on
the pH levels of all farming sites located in a given province of
Vietnam) to be submitted, for which the search result shall be
sorted – the closer to the top of this search result a provider is
placed, the higher reputation score it has from the requesting
end-user’s perspective.

As more and more data service offerings become available
to these end-users, PenChain’s service registry and discovery
would let them gain access to the right offerings that best
match their intention. Penalty rules captured in the SLA of an
IoT data service may state what compensation the customer
is entitled to (e.g., a discount voucher, a data provisioning
package for free), but should not be unreasonably one-sided.

We proceed with the case as follows. In Subsection V-A,
we describe the need to enforce the SLAs of data provisioning
in smart shrimp farming. We analyze the imperfections of
the supporting IoT sensor technology in Subsection V-B.
In Subsection V-C, we present an uptake of IoT data
services, where our goal is to demonstrate the relevance
of our PenChain framework to the enforcement of penalty-
aware SLAs in a specific business domain as a case study.
Separately, in Subsection V-F and Subsection V-G, we dis-
cuss the scalability and the trustworthiness of PenChain,
respectively. To make this section as a whole self-contained,
we explain the underpinning technologies and their interplay
in Subsection V-D.

A. CHALLENGES OF THE CONTEXT
The Lower Mekong River Basin in Vietnam has a unique
physical terrain with interlaced ditches and canals. The
region’s terrain is well suited for farming and fishing, making
agriculture a significant part of its economy. This busi-
ness sector comprises corporations, private shrimp farming
families, and many other IoT players. In light of precision
agriculture, the productivity of shrimp farming depends on
water quality, fluctuation in water temperature, stability of
dissolved oxygen, etc., necessitating the monitoring and
automated regulation of these parameters. Unfortunately, data
gathering is an error-prone and costly technical process,
particularly when collecting datasets on the sparsely spread
shrimp ponds in the region. With the ubiquity of the Internet
of Things, agricultural professionals and data engineers
expect to benefit from next-generation data provisioning and
service engineering.

B. IMPERFECTION OF THE AVAILABLE TECHNOLOGY
As more and more data service offerings become available to
end users, a novel approach to service registry and discovery
should be in place to let them gain access to the right
offerings that best match their intention. In PenChain for
precision agriculture, we distinguish between a cloud-based
IoT agency and an in-house IoT station, even though they
all utilize sensors to collect data [24], [159]. The former

operates its sensors over a relatively large area, while the
latter usually has sensors installed in a rather small area
(typically confined to its farming site). They both make real-
time farming datasets readily obtainable for the end-users.
To facilitate data delivery, the cloud-based IoT agency relies
on a computing cloud to perform data conditioning and
offer data analytics. The in-house IoT station is equipped
with limited computational power and almost only transmits
instantaneous readings without any fancy analytics tools.
Regarding business goals, cloud-based IoT agencies provide
farm data primarily to earn money. The in-house IoT data
providers may use the data they collect for (a) gaining insight
into, or at least monitoring their own farming activities;
(b) making the datasets collected over their farming sites
accessible to the end-users and other in-house providers at
a significantly lower price compared to that of the datasets
provided by the cloud-based IoT agencies.

Introducing modern IoT facilities to agriculture would
create a marketplace for data exchange and an ecosystem
that fosters the collaboration between farmers, agricultural
engineers, data experts, research institutes on precision
agriculture, etc. PenChain could be tailored to this market
following the so-called data-as-a-service models.

C. THE PROPOSED SOLUTION
In Table 4 we populate the data services offered in PenChain.
Each service is uniquely identified by a label (so1, so2, etc.)
and is referred to by a short name. The service providers
are anonymously denoted as P1cloud , P

2
in−house, P

3
in−house and

P4cloud . To the right of Table 4, we describe the contractually
formulated, multilevel commitments between these service
providers and end users. We show no more than three levels
for each of these service agreements to keep it simple.
The basic, intermediate, and advanced levels are with a
logical progression to monthly costs and data frequency.
Geographically speaking, P1cloud is located in Giang Thanh,
P2in−house in Kien Luong, P3in−house in Hon Dat, P4cloud in Ha
Tien. These proper names refer to the rural districts of Kien
Giang Province in the Mekong Delta of Vietnam.

The service providers P2in−house and P
3
in−house are farmers

who deploy IoT sensors on their farms located in one of
the above-mentioned rural districts. They invest in IoT-
enabled equipment to monitor their crop and optimize their
agricultural production. They rely on on-site sensors to
provide live readings of pH and alkalinity in a localized
area. Due to the lack of computing power and storage, their
readings in the past might not be available for analytics.
In contrast, the other two providers – denoted as P1cloud and
P4cloud , harness cloud computing to provide the end-users
with enriched data (e.g., spatio-temporal extrapolation) about
water temperature and water pollution over a relatively large
farming site, which they do not own. Hi-tech agencies such
as P1cloud and P4cloud obtain the appropriate permission from
the farm owners to operate their IoT devices, networking
infrastructure, and cloud servers in the field crops of farmers.
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TABLE 4. PenChain facilitates the provisioning of IoT data services in the
Mekong Delta.

FIGURE 6. An aggregator business model for data services in PenChain.

Their business is to collect large datasets of agricultural
production and disseminate them to earn money.

As shown in Figure 6, PenChain allows end-users to
request data services offered by the aforementioned service
providers. End-users in this scenario encompass DevOps
developers, research organizations, and government agencies.
They make use of the service offerings listed in Table 4
to compose service-oriented applications, for example,

by combining services so1 and so2. Thanks to PenChain,
the research organizations can obtain agricultural data for
scientific purposes by invoking, e.g., services so3 and
so6. Government agencies rely on numerous data packages
obtained through services so4 and so5 to fine-tune the
agricultural extension for fisheries development in the area.
To give a sense of the ranking of the services, a research
laboratory interested in pH readings would prefer so6 to
so3 because the former comes with an agreement level that
is favorable to the latter.

Over the months, the DevOps developers who compose
a service-oriented application for water monitoring will ask
for additional data services that are not listed in Table 6.
One way to meet this demand is to aggregate functionally
related data services (e.g., both so1 and so2 provide data
readings in the water) to provision more sophisticated data
packages for a farming site (e.g., reporting on the water
temperature and water conductivity of the same shrimp
pond). Speaking of service-oriented programming, so1 and
so2 together as a service aggregation would come in handy
programmatically. The aggregate of so1 and so2 involves
mixing their water-related data and results in their multilevel
SLAs being compiled and rationalized.

D. UNDERPINNING TECHNOLOGIES
In this subsection, we discuss our difficulties in adopting
blockchain technologies and DevOps tools in enforcing any
penalty-aware SLAs that are associated with data provision-
ing. To understand how PenChain facilitates data exchange in
smart farming and guarantees that the agreements stated for
data provisioning are followed through on, let us look under
the hood.

1) MICROSOFT AZURE
We emulate the applications in use for both service providers
and customers on Azure.22 This platform comes with a built-
in monitoring capability for Web services, which we found
useful for stress testing and deploying concurrent emulations.
As for data handling, PenChain utilizes cloud-based rela-
tional database services provided by Azure SQL that perform
relational queries, searching and data synchronization.

2) BLOCKCHAIN
The permissionless mode of public blockchains (e.g.
Ethereum) is at the expense of privacy, performance, and
scalability. A private blockchain eliminates this problem by
running as a permissioned blockchain with flexible, extensi-
ble consensus and access control techniques. As such, public
blockchain networks are not suitable for launching the decen-
tralized program for a business solution [160]. Businesses
can collaborate with distributed ledger developers to launch
their business-to-business and cross-industry applications

22Microsoft Azure is a cloud computing platform and web portal that
lets software developers access and manage cloud resources and services
including Web services and data analytics https://azure.microsoft.com
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using a private blockchain. In line with this approach,
we chose Hyperledger Fabric for its modular architecture,
which facilitates future scalability. Most notably, the latter
versions of Hyperledger Fabric come with Byzantine Fault
Tolerance consensus mechanism to ensure system integrity
by mitigating the influence of malicious nodes and ensuring
continued operation despite failures or malicious actions.

Speaking of the hardware configuration and operating
system of our cloud server that hosts the blockchain network.
It comprises a 4-core CPU and 6GB of memory and has
64-bit Ubuntu Linux 18.04 installed. We deploy a version
later than 2.0 of Hyperledger Fabric featuring a channel and
three nodes as shown in Figure 7. The service providers in
PenChain get represented by two of the nodes in this channel,
whereas the service customers vote for the third node. The
rationale behind having more representatives of the providers
in our private blockchain network is to acknowledge that the
providers who join PenChain are likely to evolve into organi-
zations later in their business cycle while the presence of the
customers is confirmed. We establish three peers within each
node, namely Anchor (enabling self-discovery and cross-
node communication), Endorser (generating signatures to
validate transactions), and Committing (creating ledger-
based transaction storage). Note that Ordering arranges
and constructs the transaction blocks following the Byzantine
Fault Tolerance protocols.

In Figure 7, service transactions originating from the
Logging module in the business layer are dispatched to
Endorsers via Fabric-Client in Step 1⃝. Moving to Step 2⃝,
the Endorser peers within each node jointly validate, sign
and transmit the resulting transaction back to Fabric-Client.
During Step 3⃝, Fabric-Client transmits these endorsed
transactions to Ordering for broadcasting. Lastly, in Step 4⃝,
Ordering distributes the transaction block to the Committing
peers within each node where ledger-based copies of the
transaction block are serialized in a non-undoable way.

3) PROGRAMMING THE SMART CONTRACTS
Smart contracts written and deployed on PenChain’s
blockchain serve two purposes. First, they recalculate the
accumulated rating of a data service provider upon receiving
a confirmation of the quality of the data exchanged or a
breach of the SLA contract. A special module of PenChain
that automatically assesses the quality of exchanged data will
record any irregularity of data exchange caused by sensor
malfunctions, connection timeout, data handling problems,
etc. Such an issue would trigger a smart contract that updates
the rating of the service provider involved in this data
transaction. Second, special smart contracts in PenChain –
illustrated in Listing 1, are programmed to fire workflow
actions scripted in a penalty rule to trigger the compensation
workflow upon detecting an SLA violation.

E. SERVICE PUBLISHING, DISCOVERY AND BINDING
Service-oriented computing involves a wide range of phases,
with service publishing, service discovery and service

FIGURE 7. The endorsement, ordering and commitment in PenChain’s
underlying private blockchain network.

binding being the major phases. We point out to what extent
PenChain would address these engineering phases. To make
the case for PenChain’s usefulness for service provisioning,
we set up eight client apps on a cloud that is separated from
our Microsoft Azure cloud where PenChain was deployed.
• Service publishing. We follow the common architec-
ture of service-oriented computing by which penalty-
aware services should be made available to registered
customers in PenChain. Any client application (i.e.,
software that allows a customer to consume services
in mutually trusted ways via PenChain) linked to
our platform shall access this service registry without
any restriction. Our SLA-oriented service aggregation
technique helps enrich the search space in PenChain,
allowing more service offerings to be listed in a search
query. We require all providers to publicize their penalty
rules when joining our platform. Unfortunately, it is a
shortcoming of PenChain that we do not fully establish
a technical workflow detailing how to publish penalty-
aware services.

• Service discovery. One of the chief functions of
PenChain is reputation-driven service lookup, i.e. how
service offerings are sorted in a search result depends
in part on the reputation of their provider. As can be
seen in Figure 4 and Figure 5, this function has an
intuitive user interface where customers can view their
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search results as: (a) a set of servicesmatching the search
criteria, which are sorted by their SLA; (b) a filtered
list of service offerings displayed on Bing Maps. The
former helps the customer comprehend her search result
by displaying all service offerings together with service
aggregations, while the latter is more intuitive and gives
a spatial sense of the service lookup mechanism in
PenChain.

• Service binding. PenChain was built with the modality
in mind, by which modular clusters will communicate
with each other through APIs. A unit that assesses
customer satisfaction is located in the same cloud as the
‘‘main’’ of PenChain, which will be invoked in every
service transaction23 via a designated API. The ‘‘main’’
of PenChain then triggers a smart contract to update
the provider’s rating according to the confirmation
returned from the assessment unit. As such, PenChain
consists of loosely coupled units that are considered
to be replaceable. To this end, service binding is done
with minimum intervention from PenChain, letting the
service transactions run their course. Yet PenChain is
able to enforce publicized penalty rules (and update the
provider’s rating accordingly) associated with a service
transaction if the situation is not going in an unintended
workflow.

F. SCALABILITY OF PENCHAIN
Whether PenChain scales up to accommodate the increas-
ingly high number of service providers and service consumers
chiefly depends on two factors: (a) the ability of its cloud-
based applications and databases to reliably and elastically
handle a growing number of service transactions; (b) the
capability of the underlying private blockchain to respond
to an increasingly large volume of read/write operations
for the same reason. In this analysis, we investigate the
second factor, acknowledging that the first factor has
been thoroughly studied from the point of view of high-
performance computing and microservices architecture.

Suppose that PenChain harbors n service providers, each of
whomwill at least launchm data service offerings. There may
be several variants of a service offering that differ in terms
of SLA. Let k be the number of times a service offering is
successfully bound to some customer (the more customers
registered who transact via PenChain on a regular basis,
the higher k). Interviewing local farmers at farming sites
where we obtained experimental datasets suggests that the
frequency of data exchange in precision agriculture shall
be no more than four times per day. Therefore, the total
number of service transactions per day can be written as,
G = n × m × k × 4, or n × m × k ÷ 360 transactions
per minute. Let us analyze the load sustained by PenChain

23The invocation will be redirected to another unit that assesses the
practicality of the service consumed when changing the service domain, e.g.,
switching from precision agriculture to air quality monitoring.

FIGURE 8. We offer an analysis on the scalability of PenChain in terms of
the overall responsiveness of its underlying blockchain. The heatmap-like
visualization in each of the four areas represents the burden on the
underlying blockchain.

in a few typical schemes as follows, which are colloquially
depicted in Figure 8.

• Provider dominance. Suppose that there are a large num-
ber of (n = 1000) providers registered in PenChain to do
the business of agriculture data provisioning. They each
exhibit nine data service offerings (m = 9). If a service
offering is bound to at least nine customers (k = 9),
PenChain processes 225 transactions per minute on
average.

• Customer dominance. PenChain attracts a large num-
ber of customers that frequently request data service
offerings from a relatively small number of providers
(n = 100). Each provider offers nine service offerings
(m = 9), each of which is bound to 50 customers
(k = 50). PenChain processes around 125 transactions
per minute in this scheme.

• Balanced & lightweight. This scheme is characterized
by a relatively low number of providers and customers
who transact on a regular basis. For example, there are
only five providers (n = 5) each publishing 15 data
services (m = 15). Service offerings are binding to
at least three customers (k = 3). PenChain sustains a
light load in this scheme, precisely requiring only one
transaction per minute.

• Heavy load. PenChain sustains a high burden of
transactions in this scheme, which is in stark contrast
to the previous scheme, when both the service providers
and customers dramatically increase in number.

In the first two schemas, namely provider dominance and
customer dominance, regardless of what clouds the data
services and customer applications shall be deployed to,
we need to upgrade the server that hosts our Hyperledger
Fabric, which is currently the bottleneck of PenChain, as the
private blockchain database is notoriously unresponsive
under high load. We note that the cloud database counterpart
MS Azure is rather elastic, requiring a hashing mechanism
that links a transaction written down to the blockchain
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database to its extended log entry in the cloud database.
PenChain would scale up in the third scheme.

As analyzed in Section IV, PenChain consists of the fol-
lowing loosely coupled components: data services deployed
either on the provider’s cloud or MS Azure, customer
applications, the ‘‘main’’ and the underlying blockchain.
In all scenarios, the scalability of PenChain depends on
computing resources allocated to the providers’ cloud and the
Azure cloud for its ‘‘main’’ as well as the responsiveness of
Azure SQL database and Hyperledger Fabric in use.

G. ENHANCING DATA SECURITY AND MINIMIZING
BIASEDNESS
Given the dynamic and evolving landscape of security on
blockchain-based platforms, we recognize that a dedicated
analysis would illuminate potential vulnerabilities, threats,
and the overall resilience of the PenChain platform against
malicious activities [161]. A comprehensive security evalua-
tion necessitates an exhaustive exploration of attack vectors,
consensus mechanisms, smart contract vulnerabilities, and
potential data breaches [162]. In our research, we focus
on data security, with the aim of improving trustworthiness
and minimizing unbiasedness when it comes to evaluating
penalty-aware SLAs. Specifically, PenChain was designed
and engineered with the following in mind: (i) the on-
chain database is wired to the off-chain counterpart; (ii)
programmatic enforcement of penalty rules and algorithmic
calculation of the rule-abiding rate; (iii) advocating the use
of scanning devices (e.g., a QR code reader) and dedicated
software plugins (e.g., detecting flawed or useless data cells
in data provisioning) to digitize the satisfaction rate whenever
possible. In this subsection, we elaborate (i) for the sake
of data security while stressing that (ii) and (iii) together
make the evaluation of the SLAs more evidence-based and
unbiased, as opposed to notoriously unverifiable feedback
(baseless feedback in the worst cases) left by humans on
today’s mainstream intermediary websites.

To enhance data security in PenChain, we decouple
a service transaction into a transaction block stored in
Hyperledger (on-chain data) and a transaction log recorded
in Azure SQL (off-chain data). The on-chain block is linked
to the off-chain counterpart via a hash function in the family
of cryptographic functions called Secure Hash Algorithms.
As illustrated in Figure 9, the hash function transforms the
off-chain data record that captures the transaction details24

of a service transaction into a hash string before securely
embedding it into the corresponding block of Hyperledger.
This decoupling enhances the data security as follows: (a)
as the hash code is placed on the blockchain, it possesses an
immutable characteristic – any minor 1-bit change results in a
wholly distinct hash code, effectively shielding the off-chain

24In data provisioning, the execution log of a service transaction includes
the exchanged data together with the IP address and port number through
which the data exchange took place. In service domains other than this,
multimedia data, such as footage videos and images, might be added as
digital evidences to a transaction log.

FIGURE 9. Placing the transaction log in an off-chain database and
having this log entry wired to the corresponding on-chain block using a
hash function.

log from unauthorized alterations; (b) unlike on-chain blocks
that are accessible to all peers in the same blockchain channel,
transaction details stored in an off-chain record shall be
restricted to authorized peers thanks to an off-chain access
control layer.

VI. SCENARIO-BASED EVALUATION (II): CASE OF THE
AUTOMOBILE MANUFACTURING INDUSTRY
In this section, we discuss the usefulness of PenChain
for the automotive industry (Subsection VI-A) and demon-
strate its usability by elaborating an exemplary workflow
(Subsection VI-B).

A. USEFULNESS OF PENCHAIN FOR THE AUTOMOBILES
MANUFACTURING INDUSTRY
An automotive parts supplier is a firm that supplies different
automotive components, parts, and systems to vehicle
manufacturers. Typically, these suppliers specialize in the
production of certain components or systems, including
engines, gearboxes, braking systems, steering systems, elec-
trical components, and more. Automobile manufacturers are
highly dependent on their suppliers to provide high-quality
parts and components that satisfy their precise design and
performance specifications. They collaborate closely with
their suppliers to guarantee that the components are supplied
on time, adhere to stringent quality control requirements,
and are cost-effective. Typically, the relationship between
automakers and their suppliers is long-term, and both sides
collaborate to enhance their products and services. To stay
competitive in the automotive sector, suppliers must be able
to adapt to shifting consumer expectations and industry
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trends. Overall, the job of an auto parts supplier is important
to the success of an automaker. Without dependable and
high-quality parts suppliers, automakers would struggle to
construct safe, efficient, and cost-effective vehicles.

The key SLAs between an automobile parts supplier and
the manufacturer typically include the following:

• Quality standards: The supplier must provide high-
quality parts that meet the manufacturer’s quality
standards, and the manufacturer may specify particular
quality control processes that the supplier must follow.
The SLA may also include requirements for testing and
inspecting automotive parts before delivery. Compatible
parts of the same or higher quality could be sourced from
the supplier’s competitors should the parts originally
shipped to the manufacturer fall short of the quality
thresholds contractually defined in the SLA. The
supplier will face serious consequences when they run
out of options to overcome unacceptably low-quality
parts.

• Delivery time: The supplier must deliver the parts to
the manufacturer within the specified time frame, which
may include deadlines for each shipment and overall
delivery times for the entire order. Some of these
deadlines might be relaxed to give the supplier another
chance if it missed the deadline due to unexpected
circumstances. Failure to respect an extended deadline
leads to a heavy deduction in the payable amount for
those parts.

• Order accuracy: The supplier must ensure that the parts
ordered by the manufacturer are accurate in terms of
quantity, specifications, and other requirements. The
SLA may specify penalties for errors or inaccuracies in
orders.

• Communication: The supplier must maintain open
communicationwith themanufacturer to provide regular
updates on the status of the order, including any potential
delays or issues that may arise.

• Cost: The supplier must provide competitive pricing
for the parts and related services, such as shipping and
handling. The SLA may include provisions for pricing
adjustments based on changes in the market or changes
in the manufacturer’s requirements.

• Intellectual property: The supplier must respect the
manufacturer’s intellectual property rights and maintain
the confidentiality of any proprietary information or
trade secrets. There are no viable reparation actions
to avert a breach of this SLA – heavy penalties
will be applied, e.g. an irreversible termination of the
partnership.

These SLAs help ensure that the automobile parts supplier
and the manufacturer have a mutually beneficial relationship
that promotes the high-quality, timely and cost-effective
delivery of automotive components. By establishing clear
expectations and requirements, both parties can work effec-
tively together to achieve their goals. Blockchain technology

has the potential to provide significant benefits for the
relationship between automobile parts suppliers and manu-
facturers. Here are some potential use cases for blockchains
in this context.

• Supply chain management: A blockchain can provide an
immutable and transparent ledger for tracking the entire
automotive component supply chain, from rawmaterials
to final products. This can help increase visibility and
accountability in the supply chain, as well as improve
traceability and reduce the risk of counterfeiting or
fraud.

• Quality control: A blockchain can be used to record
and verify quality control data for each automotive
component produced by the supplier. This can help
ensure that the manufacturer receives high-quality parts
that meet their specifications and standards.

• Payment and settlement: A blockchain can provide a
secure and efficient platform for managing payments
and settlements between the supplier and the manu-
facturer. By using smart contracts, payments can be
automatically triggered and settled based on predefined
conditions and criteria, reducing the need for intermedi-
aries and minimizing the risk of errors or disputes.

• Intellectual property management: A blockchain can
help protect the intellectual property rights of both the
supplier and the manufacturer by providing a secure
and transparent platform for managing and verifying
ownership and usage rights.

Blockchains can help improve the efficiency, transparency,
and security of the relationship between automobile parts
suppliers and manufacturers. By leveraging the unique
features of blockchain technology, these stakeholders can
work together more effectively to create high-quality, cost-
effective automotive components that meet the needs of
consumers.

B. EXEMPLARY UTILIZATION OF PENCHAIN IN AN
AUTOMOBILE MANUFACTURING WORKFLOW
Suppose Automobiles–X is a manufacturer of automobiles
that sources its parts from various suppliers. One of its key
suppliers, XYZ parts, provides them with engine components
that are critical to the production of their cars. To ensure the
quality of the parts and the shipment standards of suppliers
Automobiles-X has two SLAs: a manufacturer SLA and a
shipment SLA. Under the SLAs, XYZ Parts must ensure
that the engine components they supply meet the quality
standards and shipment standards, as mentioned above,
set by Automobiles-X. To verify the quality of the parts
and shipment, standard Automobiles-X conducts regular
inspections and tests of the components upon receipt. If the
parts fail to meet the quality and shipment standards outlined
in the SLAs after having tried all available repair actions,
Automobiles-X finally fires a penalty consequently. For
example, if the parts are found to have defects, the automobile
manufacturer can deduct a percentage of the payment for
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FIGURE 10. Workflow of the automobile manufacturing industry scenario for PenChain.

those parts or impose fines on the supplier. We formally
express the penalty rule as follows:

Deduction_Amount = item_cost ×

(Percentage_Deduction)+(Time_Delay×(item_cost−
(percentage_of_item_cost)))

Figure 10 shows the overall workflow of the automotive
industry scenario. We unlock the potential of blockchain
technologies in the automobile industry sector, as pointed
out earlier. In accordance with the general architecture of
PenChain, the blockchain is utilized in multiple steps of the
automobile manufacturing scenario. A detailed description of
the steps is given as follows:

(1) At the start, manufacturers put their demand into the
service level requirement, also called the manufacturer
quality standard or SLA.

(2) The requested service requirement contract is posted to
the blockchain as a manufacturing requirement contract.

(3) The requested message is forwarded through the com-
munication channel to the supplier nodes.

(4) The supplier agent receives the request.
(5) If the supplier agent accepts the request, then the

supplier agent forwards the request to the shipping
unit in order to generate a shipment contract for the
manufacturer node.

(6) Shipment units generate the contract for shipment.
(7) The shipment contract has been stored on the blockchain

for verification purposes.
(8) The supplier’s agent sent the shipment contract to the

manufacturer.
(9) The Supplier nodes receive a confirmation token from

the manufacturer
(10) Supplier nodes forward the confirmation token to the

Shipment Unit

(11) After receiving the confirmation token from the sup-
plier’s shipment unit, send the item to the manufacturer.

(12) The manufacturer nodes verify the item’s quality and
shipment contract by fetching the contracts from the
blockchain in order to apply penalties to the supplier
nodes.

VII. FUTURE DIRECTIONS
In the future, we will investigate ways of automatically
transforming the textual description of penalty rules into
deontic logic. The antecedents and the consequent expressed
for a penalty rule suggest what API call modules that
programmatically support the compensation workflow shall
be specified, developed and deployed on the service
provider’s side. While the chaincode that implements the
compensation workflow remains unchanged should a penalty
rule be revised, the corresponding external API call modules
should be reprogrammed and redeployed. Work is currently
underway to devise a tool proposal that allows registered
service providers to edit their penalty rules with text
suggestions, enabling PenChain to generate the APIs of the
needed compensation modules hosted on the provider’s side.

Integration of digitized SLAswith online payment services
closes the loop to full-fledged automatized service provision-
ing. In this study, we did not investigate the realization of
payment services, as the focus of this study was on digitized
SLAs. Following the Web3 vision, payment services become
subject to disintermediation, compared with Subsection II-D.
To handle payments according to the Web3 paradigm,
we currently investigate the integration of PenChain into
the Alphabill platform that we have recently suggested [14].
Alphabill is a platform for universal asset tokenization,
transfer and exchange as a global medium of exchange.
Users of Alphabill can launch new so-called blockchain
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partitions. Each of the Alphabill partitions implements an
individual token and its corresponding transaction system.
The Alphabill platform provides the necessary technological
fabrics that ensure governance, certification, and consistency
with uncapped scalability [14]. In particular, the platform
has inbuilt concepts to realize multi-asset swap transactions,
which are also the key to ultra-scalable decentralized payment
services.

VIII. CONCLUSION
Service delivery stays in the mainstream of today’s infor-
mation systems facing increasingly higher expectations of
trust in service quality, and flexible ways to resolve disputes
that may arise during a service transaction. The scale of
service provisioning and the diversity of service offerings
in various business domains necessitate a digital service
discovery in which the digitized SLAs and the service
provider’s rating are both considered as ranking criteria
for sorting the search results of service offerings. The
ability to distinguish functionally similar services is vital
to implement a novel service lookup mechanism in this
digital service discovery. The digitized SLAs, which capture
the mutual agreements between the service participants and
might incorporate penalty rules – if securely saved by a
trusted distributed ledger, manifest how reputable and reliable
a provider has been from the service consumer’s perspective.

Scholarly work in this realm continues to search for novel
service registries and search techniques to trustfully handle
an ever-growing number of service offerings. As innovative
business and service models receive a boost from the recent
advancement of distributed ledger technologies, we now look
into blockchain-empowered trust mechanisms for service
provisioning. In this line of work, we investigate the
automatic enforcement of dynamic SLAs, which incorporate
not only constraints on the service quality, but also human-
mediated factors such as the penalty. We address the
following three research questions: (i) In what formal or
ground logic should penalty rules be expressed? (ii) How
to digitize penalty-aware SLAs to enable an enforcement
mechanism and the computation of an objective unbiased
reputation in service provisioning? (iii) How to gear up
ledger capabilities and blockchain’s smart contracts for
enforcing the human-in-the-loop penalty rules during a
service transaction?

This article describes the conceptualization, design, engi-
neering, and analytical considerations of PenChain – an
SLA-driven service lookup platform that extensively utilizes
blockchain technology. PenChain programmatically enforces
penalty-aware SLAs and automatically assesses service
providers’ reputations. We present that the blockchain-
empowered enforcement mechanism and the automated
assessment of customer’s satisfaction proposed in PenChain
are key to an impartial and trustworthy evaluation of the SLAs
in two use cases. We come to the conclusion that PenChain
needs to be tailored or geared up for a specific service domain
but the proposed service lookup and enforcement mechanism

remain cross-domain. The rest of this section is dedicated to
an open discussion on the shortcomings of our platform for
SLA-minded service provisioning.
Shortcomings. We chew over the disadvantages of our

proposal, which interestingly stem from the first two elements
of the triplet in the formal definition we propose for the
SLAs, namely the penalty rules and the satisfaction. We will,
however, not delve into the third element of this triplet,
namely the costs, simply because payment-related topics are
not within the scope of our work.

While the penalty-enforcing chaincode in PenChain looks
generic and seems to follow the write-once-run-anywhere
feature that was once made popular in the era of virtual
machines, it still relies on off-chain software components
to carry out necessary compensation actions. Knowing
that the off-chain components are supposedly written and
maintained by the service providers, we implicitly assume
that the providers are honest and will not intentionally take
false compensation actions. In another word, our entire
programmatic enforcement is exposed to their will. Although
this assumption looks safe when executing fully digitized
and verifiable compensation (e.g., discount applied to the
e-payment), it is difficult to confirm human-in-the-loop
compensation that is mediated by an off-chain software
component.

We advocate the use of an automatic assessment to objec-
tively determine the satisfaction level in an SLA. As depicted
in the overall architecture (see Figure 1), Assessment Unit is
an off-chain unit that assesses the outcome of every service
transaction based on the service execution log accumulated
in System Log. This design looks promisingly open and
seems to work across industry sectors and service domains
because, in principle, we can engineer Assessment Unit in
accordance with the specific domain knowledge. Although
this engineering choice proves effective in domains such as
the car rental industry and data-as-a-service business models,
the assessment is notoriously unattainable programmatically
in domains where anthropomorphic entities are heavily
involved (e.g., tourism).
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