Cyber Threats Confronting the Digital Built Environment: Common Data

Environment Vulnerabilities and Block Chain Deterrence

[A Literature Review Paper]
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ABSTRACT

Purpose: Smart cities provide fully integrated and networked connectivity between digital
infrastructure assets and physical infrastructure to form digital economies. However, industrial
espionage, cybarrime and deplorable politically driven cybieterventions threaten to
disrupt and/ or physically damagkee critical infrastructure that suppsrhational wealth
generation and preseshe health, safety and welfare of the populouss Tésearch presents

a comprehensive review of cybiareats confronting critical infrastructure asset management
reliant upon a common data environment (CDE) to augment building information modelling
(BIM) implementation.

Design: An interpretivist methalological approach to reviewing pertinent literature (that
contained elements of positivism) was adopldte ensuing mixed medds analysis: reports
upon casestudies of cybephysical attac reveals distinct categories of hackers; identifies
and repor upon the various motivations for the perpetrators/ actors; and explains the varied
reconnaissance techniques adopted.

Findings: The paper concludes with direction for future research work and a recommendation
to utilize innovative block chain technolp@s a potential risk mitigation meastioe digital

built environment vulnerabilities.

Originality: Whilst cyber security and digitisation of the built environment have been widely
covered within the extant literature in isolation, scant researshhitherto conducted an
holistic review of the perceived threats, deterrence applications and future developments in a
digitized Architecture, Engineering, Construction anpetations(AECO) sector. This review
presents concise and lucid reference guidahat will intellectually challenge, and better
inform, both practitioners and researchers in the AECO field of enquiry.

KEYWORDS: cybersecurity, critical infrastructure, cyligrhysical attack, BIM, digital
assetsblock chain, cybedeterrence.

INTROD UCTION

We will neglect our cities to our peril, for in neglecting them we neglect the nratam F.
Kennedy

Throughout history, buildings and infrastructure (that cumulatively constitute the built

environment) have provided physically secure sanesagsrotectinginhabitants from theft

and malicious at t alsultenvifonmenis,no edcetién)and cdnsed/esy 0 S
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this utilitarian physicalityHowever, contemporary operations and maintenance (O&M) works
have become increasingly dependemton an expansive web of cykanysical connectivity.
Such connectivity has been achieved via an amalgamatismait sersor-based network
technologies(Lin et al., 2006), advanced computerizatioRgrnand Edwards, 2017) and

computational intelligence ¢aniques BessisandDobre2014).

Contextualized asirtual assetsthevoluminous data and information generated throughout a
devel opment 6s whol e | i f e opeatoephdses)censtituttetisei g n
basis for knowledge propagatio insightful business intelligence and an invaluable
commercial commodity Hdwards et al., 2017). Intelligence on infrastructure asset
performance augments decision making via automated anafygmsed towards driving
economic prosperity, business profitability and environmental consenatioet al.,2006;

Ryan, 201% These palpable benefits have steered government reforms globally towards
embedding digitalization throughout thArchitectue, Engineering, Construction and
Operations(AECO) sectori a sector that encapsulates includes the whole lifecycle of a
buil di ng o0 sandsbsequeotpugdpen20T) . For example, the U
mandated policy 0Di gesentadproBioentlegitom# of ambaiouspla@sO 2 5 6
to coalesceligitized economies and infrastructure deploynfeid Gov, 2015)This strategic

vision has been enacted via the building information modellinlyl JB.evel 2 mandateto

extendthe fronties of digitized asset handover fouilding andinfrastructure asset owners

(HM Gov, 2013) BIM has orchestrated a paradigm shift in the way that information is
managed, exchanged and transformeéa stimulaing greater collaboration between
stakeholdersvho interactwithin a common data environment (CD#youghout the whole

lifecycle of a developmer{Eastmaret al.,2011)

Adaptation ofa CDE for critical infrastructure developmen(se. the processes, systems,
technologiesandassets essential to econorsécurity and/ or public safetgpnstitutes a key

facet of effectiveassetligitalizationandofferspotentiald | et negrlifeaycle savings for both
government and private sector funded projects (Braellegl.,2016).1 n t hd ed sndg r ta
precipitous amount dfont-loadedgovernment expendituesrmarked to augmeaperations
managemenineans that concerted effort has been madedevelop accurate BIM asset
information models (AIM) for large infrastructure asset managers (e.g. utiitypanies,

Highways England, Network Rail, Environment Agendyp(, 2014a).



68 Government policy edict will continue to transform thedus operandior developing and

69 maintaining buildings and infrastructure within the smart built environmBasg(s,and

70 Dobre,2014). However, the proliferation ofyberphysical connectivitynherent within a CDE

71 hasinadvertentlycreated opportunities ftvackersand terroristsand an omnipresent threat of

72 cybercrime prevails Boyes 2013) - yet surprisingly, extant teérature is overtly sanguine

73 about the conspicuous benefits accrued from digitalizati®Sl( 2014a, b, and cHM

74  Government, 2015 Infrastructure stakeholders (e.g. clients, project managers and designers
75 and coordinators) are unwittingly confronted lbgnolestine cybeassailantsargetingcritical

76 infrastructures through a digital portal fac
77 support O&M activities Ficco et al., 2017). Curiously, pertinentiterature is replete with

78 examples of public policy consideratiotisat evaluaé critical infrastructureexposed to

79 intentional attacks, natural disasters or physical accid@vits/o, 2016) However, the

80 discourse is comparatively silent on substantidleephysical security risks posed by a

81 wholesale digital shift within th@ECO sector(Kello, 2013) Significant risks posed could

82 disruptthe stream of virtual data produced and in turn, have a profound detrimental impact
83 upon a virtually enabled builhgironment, leading to physical interruption and/ or destruction
84 ofinfrastructure assets (e.g. electricity generation) thereby endangering members of the public.
85

86 Given this prevailing worldwide menace, a comprehensive literature review ofitybats

87 impacting upon the built environmerand specifically critical infrastructurés conducted.

88 Concomitantobjectives are to: i) report upon case studies of eghgsical attack to better

89 comprehend distinct categories of hackers, their motivationthaneconnaissance techniques

90 adopted; and ii) explore innovative block chain technology as a potential risk mitigation
91 measurefor digital built environment vulnerabilitiesThe research concludes with new
92 hypothesis and research questions that will initrateeh needed future investigations and an
93 expanded academic/practitioner discourse within this novel area.

94

95 THE DIGITAL JACQUERIE

96 Globally, an insatiable desire within rural communities for economic migration to cities,
97 continues to engender an upsungerbanizatiori a trend further exacerbated bpmjected

98 9.7 billion population growth by 2050UN, 2014y UN, 2015).For both developed and

99 developing countries, relentless urbanization presents a complexesotiomic conundrum

100 and raises portentous political issues suchdaficiencies in health cargrovisions UN,

101 2014%); lack of resourceand malnutrition UN, 2015); and environmental degradation and
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pollution (ibid). These dystopian challenges can be alleviated through for example, shrewd
allocation of resourcesa social circumscription measur@sN, 2014). However, politicians
worldwide have also contemplatete implicit assumption oftechnologyinertia as an
impediment to government reforr.{. Mokyr, 1992. Policies subsequently developed have
responded accordingly by mandating advanced technologies wittairt city developmeiis

a panacea to these chalies within theAECO sectoili a sectorsensustricto berated for its
reluctance to innovatéBSI, 2014). Despite a notable disinclination to change, the AECO
sectoris widely espoused as beingjaintessentia¢cononic stimulus Eastmaret al.,2011) -
significantly contributing to gross domestic produdi{ Gov, 2015 and providing maskbor
employmentDBIS, 2013. Consequently, the AECO sector was a prime candidate for the UK
government 6s Building I nfor mat iseastohondreel | i
it within a digital economy. Specifically, the Digital Built Britain report (HM Gov, 2015)

aspires that:

fiThe UK has the potential to lead one of the defining developments of the 21st century, which
will enable the country to capture not grall of the inherent value in our built assets, but also

the data to create a digital and smart city economy to transform the livesoof all.

Within this digital insurgency,critical infrastructuresare at the forefront of the UK
gover nment Oagendas Bradiey etgal.c2016§. Unabated advancementsin
computerizationhave widenedthe capability ofdecision supporto providng appropriate
resolutions to pertinent infrastructure challenges sucbmsnizing planning and economic
developmen{Ryan 2017; ensuringresilient clean air, water and food supfilyid); and/ or
safeguardingntegrated data and security systgBSla 2014). Throughouthe various stages
of an infrastructur@ s ss éfécycle this transition is furthdortified by BIM technologyand
the use ofa CDE that canimprove information and performance managenm@&grn and
Edwards, 2017)The palpable benefits d8IM and CDE extend beyonthe design and

ng

constructionphases into the operations phase of asset occupanusarll M t ec hnol oqg)

i nnate capability i eperaienal phadehich tonstitutes umtg80% h e
of the overall whole lifecycle expenditurth congruence with this statistic, ticNulty
(2011) report ambitiously predicthat thepaotential savingsassociated withdigital asset
management and supply chain managemeayreach up to £580m between 2028/19and
will be facilitated through:)ieffective communications; ii) the right speed of actiopa focus

on detail andchange; ad iv) incentives and contractual mechanisms that encourage cost

5
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reduction For the purpose of this reviewdigitization is acknowledged to proliferate
throughougll stages o@ninfrastructurea s s Bfdcylein a smart cities and digital economies
context such has potentiallgevee implicationsbusinesses and governments who may be
exposed taybercrime and-espionage.

Smart Cities and Digital Economies
The British Standards Institute (BSI, 2@)4lefines snart cities as

fiThe effective integration of physical, digital and human systems in the built environment to

deliver a sustainable, prosperous and inclusive future for its citi@zens

Within practice, the terramart citiesis a linguistic locutiontiat encapsulates fully integrated
andnetworked connectivity betweehgital infrastructureassets anghysical infrastructure
assetdo form digital economie¢BSI, 2014a)A perspicaciousive mentality is inextricably
embedded within smatrt city philosophy and serves to augmtefiigert analysis of reatime

data andinformation generated to rapidly optimizdecisionsin a cost effective manner
(Szyliowicz, 2013 Zamparini and Shiftar013) Consequently, smart cities within the digital

built environment form a cornerstone ofligital economythat seeks to i) provide more with

less; ii)maximize resource availability; iifeduce cost and carbon emissions (whole lifecycle);

iv) enablesignificant domestic and international growth; and v) ensure that an economy
remains in the international vanguard (HM Gov, 2015). The unrelenting pace of digitization
worldwide is set to continue with an expected $40Qb8& Dollars)investment allocatecbf

smart city development by 2020; where smart infrastructure will consist of circa 12% of the
cost (DBIS, 2013). Yet, despite this substantial forecast expenditure, scant academic attention
has hitherto been paid to the complex array of interconnectetkearof infrastructural asset
management (e.g. roads, ports, rail, aviation and telecommunications) that provide an essential

gateway to global marketib{d.).

The Omnipresent Threat of Cyber-Espionageand Crime

Prior to meticulous review of papers an established understanding of the omnipresent threat of
cyberespionage and crime is requiréche implementation of smart city technologies has
inadvertently increased the risk of cyiadtack facilitated through eampsive networked
systems(Mayo, 2016) However, cybecrime has been largely overlookedthin the built

environmentand academic consensus concurs that a cavegapusxists between the state of

6
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security in practice and the achieved level of securityuriigtin standardsMarkets and
Markets, 2013 Security specialists and practitioners operating smart buildings, grids and
infrastructures are said to coexist in a redundant dichotbmsyead academic and policy
attention has focused upon eith@r:hypothesized scenarios within international security
studieqe.qg. theprotection of military, industrial and commercial secré®d, 2012)ii) policy
planning for cybemvarfare McGraw, 2013; and/ oriii) the safety of computer systems or
networksper serather tharcyberphysicalattack(activities that could severely impact upon
nuclear enrichment, hospital operations, public building operation and maintenance, and traffic
management)3toddart, 2016 Threats from cybecrime have arisen partially bacse ofthe
increasedadoptionrate of networked devicdsut also as a result afidusty 6aperational

dependency upon IT systerfioyes,2013).

Cybercriminals are particularly adept at harnessing the intrimsangible valueof digital

assetsBSI, 2015 and can deciphehedigital economyand its intricaciesnore perceptively

thanthar counterpartindustrialists and businesstsat are underattack (Kello, 2013) The

most recent OWannaCryd ransomwar e aepldyedck per
by cybercriminals in navigating networks and identifying, extracting amshetizingdata

found Hunton, 2012)While the inherent value of digital assets to owners and creators is often
indeterminate, cybecriminals manipulate data and infornmatito encrypt, ransom or sell it
piecemeal(Marincs, 2016). Several prominent instances of unsecuteal infrastructure
assetdeing physically damaged by persistent cytrdme have been widely reported upon

(Peng et al.,2015. These include: the IXNET worm that disarmed tHeanian industrial/

military assets at a nuclear facilifiyindsay, 2013)and the malwardNVannaCrgthat caused
significant damage to the UKOs National He a
railway operations andusinesses globallyClarke and Youngstein, 2017¢yberattacks

remainano mni pr esent nati onal security threat to
built environmentds functionality and safet"
posedpresents significant challenges, as cyhigacks engender greater anonymity as a
malicious activity(Fisk, 2012) Nevertheless, known cases and revolutionary deterrents will

form the premise upon which this literature review is based.

METHODOLOGY
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The methodologyadoptedan interpretivist research approach to reviewing extant literature
(Walsham, 199pkthat contained elements of positivism, where the latter was founded upon the
assumption that published material has already been scientificallieteny a robust peer
review processA systematic literature review conducted cokecand critically analyze

results emanating from existing studiesind within extant literaturewhere the literature
constituted data and the population frathevy andEllis, 200§. An iterative three stage
process wasmplementedthat consisted oft) a review of cyberspace and cybephysical
attacksi case studies of cybattacks extracted from tHeepository 6 Industrial Security
Incidents RISI) on-line incident databasewere reviewed to identify the motivations for
hacking and to delineate and define the various types of hackers (otherwise known gs actors)
i) a componentialanalysis ofliterature i a mixed methods componential analysiss
conductedo provide a richer understanding of the establishatdfragmentegopic of cyber

crime. A componential analysis is a manual qualitative technique that assigns the meaning of
a word(s) or other linguistic unit(s) to discrete semantic components (Eisiler2018). In

this instance, a cross comparative tabulation mairikey industries studied and recurrent
emergent themes identified weanstructedo present analysis findingand iii) a report upon
innovative cyberdeterrencetechniquesi an iterative process flow diagram utilized to
explainhow O6bl ock ¢ hai refployatoprdvide sigperior pretscsohn agairisty
ensuing cybethreats (when compared to encryption and firewals)lectively, this chain of
documentary evidere and analysis of such, provided a thorough and holistic contextualization

of cyberthreatsconfronting thedigital built environment

CYBERSPACE, CYBER-PHYSCIAL ATTACKS AND CRITICAL

INFRASTRUCTURE HACKS

In the UK security analysts from MI5 and MI6 Ysawarned that industrial cybespionage is
increasing in prevalence, sophistication and maturity, and could enable an entire shut down of
critical infrastructure and services including power, transport, food and water supplies
(Hjortdal, 2011) A numberof preeminent politically driven infrastructure intrusions support
this assertion and serve as illustrative examplesatipatdiction of aglobal pandemienay

prove to bedistressingly accurat@ hese intrusions include: the Russian led cyttacks on
digital infrastructures (banking, news outlets, electronic voting systems) in Estonia in 2007
(Lesk, 2007); the Chinese led hacking of the US electricity network in @gjo&dal, 2011)

and theUS led intrusion of Iranian nuclear plant facilities in 2005 (Dennington, 2012).
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Cyberspaceconstitutesthe global, virtual, computer baseshd networked environment,

consi sti

systems,

ng

of

0 0 p e n 6whiehndatectly ar iindirectlyaimiepcend&& i nt e

net wor ks

and

ot her i nfrastructures

2013) Within the vast expanse of cybspace, Kello (2013) proffers that three partially

overlapping territories coexist, namely: i) the world wide web oesatcessible via URL; ii)
the i

nternet

consi sti

ng of

i nt-arcbnpettagdd

computer systems existing in isolation from the internet residing withircalkw air gap. A

CDE hosted omny of the aforementioned t&aries is precariously exposeddgberphysical

attack

<Insert Figure 1 about here>

Cyberattackutilizes code to interfere with the functionality of a computer system for strategic,

ambiguous, experimental or political purpofége, 2017) Ghandiet al.,(2011) expand upon

this defintion, statingthat cyberattack constitutesi a n y

act by an

nsi der

compromises the security expectations of an individual, organization, or rmat@yber

attacks can take many fornfer example,from publicized web defacements, information

leaks, deniabf-service attack$DoS), and other cyber actions sometimes related to national

security or military affairsCyberphysical attackgan cause disruption or damage to physical

assets thus posingrsous threats to public health and safety, and/ or the desecration of the

environment (Pengt al.,2015) One of the earliest publicly disclosed cyiprysical attacks

took place during the Cold War period, when a Soviet oil pipeline exploded due-tabesb

logic bomb. The NIST (2014) framework for enhancing the ability of critical infrastructures to

withstand cybephysical attacks proposes that two distinct dichotomous domains must be

secured, namelyinformation technologies(IT) and industrial control systems (ICS)

(Rittinghouse and Hancock, 2008lommon threats incurred via IT and ICS includehéft

of intellectual property; ii)massive disruption to existing operations; and déstruction,

degradation or disablement of physical assetisagerational abilitfSzyliowicz, 2013) The

European Union Agency for Network and Information Security (ENISA) outlines multiple

common sources of nefarious attacks in its malware taxonomy, including: viruses; worms;

trojans; botnets; spywares;arewars; roguewaresadwaresand greywaregMarinos, 2016)

Such attacks are made possible via a huge @ftibeek surface within cybepace, where every

ci

rca

2 ’

500

nes

of

code

presents

a

potent
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reconnaisance (Nye, 2017). Reconnaissance is the first and most important stage for a
successful cybeattack and seeks to determine the likely strategy for the intrusion (Marinos,
2016). Strategies vary but prominent methods include: scanning; fingerprinting;jridoy;
sniffing; and social engineering (refer to Table 3).

<Insert Table 3 about here>

CYBER-ATTACK MOTIVATIONS AND CYBER ACTORS AND INCIDENT
ANALYSIS

The RISI database contains a comprehensive record of fbesical attack incidents
categorized as eitheonfirmedor likely but confirmedRISI, 2015. However, prominent
commentators contend that attacks are more prevalent than reports suggest and thateictims
often reluctant to disclose malicious cyatacks against themselves due to potential
reputational damagbkeingincurred Reggiani, 2018 Cyberphysical attacks are therefore
shrouded in secrecy by states and private companies, andstades havalreadyconceded

the current digital arms race agairssparoply of cyberactors ( o r Ohacker sod)
hacktivists, malware authors, cybaiminals, cybemilitias, cyberterrorists, patriot hackers

and script kiddies.

Cyberactors ae frequently classifiedithin one of three thematic categoriaamely: i) White

Hats; ii) Grey Hats; and ii) Black Hats, where the colour of the betgys their intrinsic
intentions White Hats are predominantly legitimbteemployed security reseaets who
perform simulated penetration testing -hacks
enabled system<avelty, 2013 Theydo not have malevolent intentions but rather act on
behalf of security companies and concomitant public inteFeSeCure, 2014 Contemporary
cyberRobin Hood(s)or hacktivist$ fall within the Grey Hat category and act as vigilantes to
puncture prevailing power structures (such as Government) by embarrassing thelemiaith

of dervice (DDos) attacks, web defacert&s malware, ransomware aribjans. These
hacktivists often dabble with illegaleans to hack but believe that they are addressing a social
injustice and/ or otherwise supporting a good cause. Black Hats are often affiliated with a
criminal fraternity othaveother malicious intentGavelty, 2013. These criminals deploy the
same tools used by grey and white hat hackersyitluthedeliberate intetion to cause harm,
vandalism, sabotage, website shutdown, fraud or other illegitimate actiMaey.states have
increasingly focused updbreyHatswho have become the new uncontrolled source of hacking

10
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(Betz and Stevens, 2013)able 4 highlights a number of prominent critical infrastructures

hacks extracted from the RISI database and cross reésrémese against the motivations and

cyberactors.

<Insert Tabled abouthere >

Blurred Lines: Governments and Civilians

State and nostateactors representtavo pronged source of malicious attacks or threats facing

the AECO sectgrmotivations for tlese actors are fueled by various catalysts, including

patriotism, liberal activism, political ideology, criminal intent and hobby intefg$tatdal,

201% Rahimi, 2011) A

state

i s

a

political entity

area of teritory and the people within itifid.). Within this entity state actorsare persons who

(09

are authorized to act on its behalf and are therefore subject to regulatory control measures (Betz

and Stevens,

2013) .

A

st at etstavedtmareats positioe e

ca

policy outcomes through approaches such as social movement coalitions (cf. Stearns and

Almeida, 2004). Converselppnstate actorg@re persons or organizations who have sufficient

political influence to act or participate international relations for the purpose of exerting

influence or causing change even though they are not part of government or an established

institution (Betz and Stevens, 2013). Three key types of legitimatestate actors exist: i)

intergovernmental gianizations (IGOs) such as the United Nations, World Bank Group and

International Monetary Fund, which are established by a state usually through #ilbidgty

i) international norgovernment organizations (NGOs) such as Amnesty International, Oxfam

ard Greenpeace which are nprofit, voluntary organizations that advocate or otherwise

pursue the public good (i.e. economic development and humanitariagUaigt) and iii)

multinational corporations (MNCs) who pursue their own business interests langgtieche

control of national statefUN). lllegitimate norstate actors include terrorist groups and

hacktivists acting upon a range of different motivations including personal gain, digital

coercion, malevolence and indoctrination of others using ideological do@rizetly, 2014)

Since the millennium, goverrents globally have become increasingly aware of cgheare

and threats stemming from such rsiate actors. Some of the more notable actors include:
Anonymous(Betz and Stevens, 20133host Net(Hunton, 2012) The Red Hacker Alliance
(Fisher, 208); Fany Beard te d ¢ ts doiz dat sb{Canfil, 2016) and Iranian Cyber Army

(Rahimi, 2011)

11
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However, the boundary delineation betwestate actors and nestate actors engaging in
cyberphysical attackbas become increasingly blurr@@etz and Stevens, 2013,72a 2013)
Such attribution has wider implicatiorfsr the national security of states and national
responsibility for norstate actorsvho often act on behalf of the state, under incitement of
nationalistic and ideological motivatiofBrantly, 2014) Hencerson (2008)aptly describes
suchblurred lines between governments and civilibpsisingChinese cybepatriot hackers

as an exemplar:

iThe alliance is exactly who and what they
patriotic youth dedicated tdefending China against what it perce\as threats to national

pride. o

A COMPONENTIAL ANALYSIS OF LITERATURE

From an operational perspectiiae review protocol sourcepublishedjournal materials
contained withinScience DiregtWeb of ScienceScopusand Research Gate databases.
Keyword search terms used includexybersecurity hacking and any of the following
variations of the worayber crimé cybercrimé or cybercrime Following a comprehensive
review of the journaldpur prominent andgrtinent clusters of industrial settings were selected

to provide the contextual sampling framework and knowledge base for the analysis, namely: i)
AECQ,; ii) transport andnfrastructureiii) informationtechnology; andv) political science/
internationérelations These clusters were selected because they contained the majority of the
journal publications on cybarime Within the clusters, six recurrereitmotifs were
identified: i) national and global security; iBmart cities; iii) critical infragructure; iv)
industrial control systems; v) mobile or cloud computing; andligitalization of the built
environment. A cross comparative componential analysis was then conducted (refer to Table
1).

<|nsert Table =bout here >

The componentiahnalysis reveals: i) the percentage frequency that each of the identified
thematic groups occur across the four industrial classifications; and ii) the percentage
frequency that each thematic group occurs within each individual industrial clasgifidatio
ascending order of frequency across all four sectors, the most popular discussed topics were:

mobile cloud computing50.5%); national global securitys@.7%) and critical infrastructure

12
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(50%); smart cities40.4%); industrial control systemgl(.4%); ard digitization of the built
environment 28.5%). Yet curiously within the AECO sector, an inordinate amount of effort
was input into mobile and cloud computir#p?q; and digitization of the built environment
(60%) while far less attention was paid to ia infrastructure30%); and national and global
security 20%). Moreover, none of the papers reviewed were heavily focused upon expounding
the virtues and concomitant benefits of digitization but were similarly obvious to the

omnipresent threat of cyberime posed via the vulnerable CDE portal.

A CDE is commonly established during tHeasibility or concept desigphases of a
development BSI2014a, b. An information managewill then manage and validate the
processes and procedures for the erge of informatioracross a network foeach key
decision gatewawtage (including: work in progress (WIP), shared, published and archive
staged Cloudbased CDE platforms are ubiquitous but common solutions include:
ProjectWiseViewpoint (4P) Aconex Asite; and SharePoir{Bhafiget al.,2013. Theinternal

work flow and typical external information exchange in BIM relies upon theseeand sharing

of information in a CDEIntegraing BIM (and otheffile databases e.¢f-C, GBXML, CSV,

DWG, XML) within a CDEensures a smooth flow of information between all stakeholders
and is specified and articulated throutghlevels ofdevelopment odesign Eastman, 2011;

Lin and Su, 2013)Thelevel ofdesign (LOD) is classifiedn a linear scaleangng from LOD

1 (covering a conceptual?7(forlaroasb udielfti nd htii gohn 6d edfe
model).With each incremental increase in LOD, the range and complexity of asset information
within modelsbuilt begins to swelbnd the data contained withbecomes accessible to an
increased amount of stakeholdeA&s a consequencéhe magnitude of potential cyberime

also increaseand it is imperativetherefore that effectivecybersecurity deterrence measures

are set.

Perhaps the most crippling aspettdeterrence is the poor rate of attribution (also known as
tracebackingor source trackinyy where attribution seeks tietermire the identity or location

of an attacker o r (Brarttlyt, 2044 affilidtion furtimet exacenwaids ar y
aattributionrates, for example, nefarious and malicious attacks on critical infrastructure by
nonst ate Opatri ot 6 awarffaceinshe vameof natiomalkst ideologiescanb e r
create ambiguity with state actors (Lindsay, 2015). Extant litexatidely acknowledges that

states actively recruit highly skilled hackers to couatésick other state governed cyber
activities, in particular against critical infrastructure as€et®mas, 2009)Yet the paucity of
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identification or disclosure of atker identities has made the hacking culture even more
enticing for both norstate actors and state actors. Whilst network attribution or IP address
traceability to a particular geographical region is possible, lifting the cydietowevealthe
affiliation between the attacker and their government remains dif(iCaltfil, 2016) In the

case of potential threats to the AECO sector, attribution of industrial-egpeynage remains

an imminent threat not only to the business in operation but alscefoation state security.

CYBER-DETERRENCE

Cyberdeterrence measuresy largely upon good practice adopted fretandard$SO 27001
and 1SO 2703Z1S0, 2013 ISO, 2012. In the context ofhe digital built environment (and
specificallyBIM), recently publisheadybersecurity good practicenanualPAS 1198Part 5
suggestsieploying five measures of deterrengea built asset security manage; a built
asset security strategy (BASS)) a built asset security management plan (BASMP);a
security breachihcident management plan (SB/IMR)Rd v) lilt asset security information
requirements (BASIR)For other sources of cybeecurity guidancePAS 1198Part 5
recommend adherence to other pegistinglegislative documentatioinrefer toTable2.

<Insert Table 2 about here>

Other anbiguous guidance ot es t hat refer to taking obappr
largely ignored the increased vulnerabilty semantic and geometrioformation that is
sustainedvithin a BIM (BSI, 2013 BSI, 2014). For exampldnstitute of Engineering and
Technology(Boyes, 201B) report entittedd6 Resi | i ence and Cyber Secu
the Built dHaegthat onment 0,

AUnaut hori sed access tsecurlyloMsenditvé facilitesy suthdas j eopar
banks, courts, prisons and defence establishments, and in fact most of the Critical National

Infrastructureo

Deterrence measures recommendedP&S 11925 have largely overlooked BIM data
contained within a CDEand the onslaught of cybehysical connectivity in critical
infrastructuresl(iu et al.,2012. Currently the most common means of deterrence for cyber
physical connectivity in criticaBMS infrastructures is viaetwork segregation (the firewall)
(Mayo, 20169 and secure gateway protectia@an¢ryptior) for securing from externahreats
complicit with ANSI/ISA-99 (ANSI, 2007). However, in a digital economyhere over 50
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billion devicesare continuously communicatingeitherfirewalls nor encryptioralone can
guarantee effective cybsecurity. Hencea more robust systemic means of data integrity is

required in the digital built environment.

Block Chain - A New Frontier for Cyber-Deterrence

Under the alias Satoshi Namamoto, the Bitcoin (cryptonagewas published as the first
block chain application on the interndtu¢k, and Klinc,2017). This advancement opened a
springboard of applications that utilize block chain technology to remove third party
distribution of digital assets usimperto-peer sharingil§id). Whilst the majority of current
applications have utilized crypto currency and smart contracts, the applications for digital asset
transference eem | i mi t |l ess. Bl ock chainds eaetliest
al., 2016); software engineeringrk, and Klinc,2017; Internet of Things (Zhang and Wen,
2016); and medicine (Yuet al., 2016 1 albeit, more recently applications within the built
environmentave been explore@@unet al.,2016. Block chain technologhas the potential

to overcoméhe aforementionedybersecuritychallengegaced in the digital environmerds

a result of its distributed, secure and privadgéureof data distributionA positive correlation

exists between an increasing number ofatmirators (or peers) within a CDE and the potential

to secure such assets in a p@epeer environment which thrives and increases in security.

Block chain technology is suitable faectorswith increasedrisk of: i) fraud i such as
susceptiblecrucial infrastructuregontainingsensitive industrial information tha at risk
from industrial espionage, iintermediaries- for example, providers of BMS systems and
other IT software vendors hosting sensitive infrastructure asset detatis;aiphputi such

as operators updating and sharing asset information in a CDE; atalil data for instance,
data generated for built assets can be utilized for up to 40 years post project in&ption.
chain technology offers better encryptiaganst hacking than any other current deterrence
measures available arsommonly suggested in the cykscurity standards availalffeurk,
and Klinc,20179).

<Insert Figure 2 about here >

The application of lock chain technology wiih digital built aset information exchange
suggestediue toits secure framework for data transference. Block chain technology has been
hailed as a hacker/ tamper safe ecosystem for digital asset tramstgré-igure2 delineates
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a ten stage process to demonstrate th@ existing functionality of block chain technology can

be harnessed in a CDE environment when sharing sensitive digital information about assets

viz: i) asset information is securely shared via a network (e.g. url nodes, interconnected

computer netwiks or an air gapped internet); ii) asset dataether a 3D or digital model) is

converted into a block which represents a digital transaction of asset data; iii) stakeholder

interaction within a federated CDE environment will receive a tracked recdnd ofdividual

transaction createby nodes sharing the block; iv) block chain miners (usually computer

scientists) validate and maintain the newly created block chapayment methods for block

chain miners varbut a group of miners enter into a corifpee process where the first to

validate the block chain receives payment; vi) the federated block chain environment is

approved; vii) the new block is added to the existing chain of digital transactions to extend the

block chain; viii) the digital assefan now be securely shared upon validation; ix) to hack the

network, assailants would need to hack every single node within the blocktbligimaking

t he t ask far mor e

di f fi

cul t;

X )

t he

net wor

transactions fvides a more sophisticated and secure approach to protecting digital assets

when compared to encryption and firewaligrein lies the novelty of this revigwblockchain

technology can offer a potential framework to future AECO software applicatiorsystedns

designed to secure the transfer of sensitive project data in a BIM and CDE environment.

DISCUSSION AND FUTURE WORK

Contrary towithin the fields oftomputer science, politicatience/ international relatioasd

international lawcybersecurity is far less understood within the AECO seditaryo, 2016.

Consequently, existing controls are inadequate and poorly manégeéindings emanating

from these other eminent fields provide invaluable insights into the-sgoerrity technologies

and developments that can be successfully transferred and applied to critical infrastructure

within the AECO sectorto address current deficienci€Baumeister, 2000 However,

succeshkl practitioner alignment and knowledgahancement requirésne and nvestment

for additional research and testing of such cond@eskeand Ek| 2010 - suchexcee@dthe

current confines of this review papé&¥ithin the international security research realm, the

following predispositions have weakened scholarly undedstg of cybeithreat occurrences

and the likelihood of attacks on critical infrastructure. These limitations require future work,

namely:
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ii)

Vi)

Improved understanding of motivatiohan inordinateamount ofattention is paido
0cybler eat s @uise af dhalevolenthines of codéet finding a resolution to

the root cause of cyberime requires a deeper understandintpeimotivations behind

such malicious scripts and attacks;

Address the specifioperational threats tdespoke critical infrasticture T each
individual critical infrastructure projecfe.g. hospitals, nuclear facilitiestraffic
management systems$)as bespoke operation&linctionality and hence different
vulnerabilities Mapping of these vulnerabilities is required as a fiegt 86 developing
efficient and effective risk mitigation strategies to better secure assets

Distinguish between physical destruction and tliefiterature and standards have
predominantly focused upon data protection within the contextybkrattack.
However, physical damage has received far less attention even though such could lead
to catastrophic economic damage. Greater distinction between physical destruction and
theft is therefore needed to delineate the scale and magnitude ctoyber

Consnlidate greater international governmental collaboratiencyberattacks can

readily crossinternationalborders anchationallaw enforcement agenciesten find it

difficult to take action injurisdictions where limited extradition arrangementsre
available. Although standard international agreements have besle on such issues

(c.f. theBudapest Convention on Cyberime), which seek tariminalizemalevolent
cyberactivities,notable signatories (such as China and Russia) are absent. Far greater
cooperation between sovereign states is therefore urgently neededelop robust
international agreements that are supported by all major governments.

Gauge practitioner awareness future work should seek to identify existing
predispositions and awemess ofcyberattack and cybecrime amongstAECO
professionals either through in depth interviews or practitioner sur@age studies

are also required to measure and report wommemporaryndustry practice andow

any cybercrime incidents were maged and

Proof of concepti Development and testing ofnainnovative proof of concept
blockchain application specifically designedfor AECO professionals.Such
developmental work would allow the thorough testing of blockchain technology in

practice taconfirm or otherwise its effectiveness.

To reconcile the chignges of future work, researchers and practitioners within the AECO

sectorwill have to investigate howo adoptcyberdeterrenc@pproacheappliedwithin more
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technologically advanced andnsitive industries such as aerospace and autom@iveh
knowledge transference may propagate readily available solutions to chaflesgd€yber
security awareness and deterrence measures withidivhand CDEprocess will help secure
critical infrastructure, developed, built andilized 7 the challenges and opportunities
identified here require innovative solutiosach as block chain technologits transform
standard industry practice and should be augrdemtith far greater industrgcademic

collaboration.

CONCLUSION

Infrastructure providethe essential arteries and tributaries of a digital built environment that
underpins a contemporary digital economy. However, eghiack threatens the availability

and trustworthiness of interdependent networked services on both corporate and national
security levelsAt particular risk are therttical infrastructure assets (such as energy networks,
transport and financial services) hosted on large networks contetiednternet (via a CDE)

to enable cosefficient remote monitoring and maintenance. Any disruption or damage to these
assets could have an immediate and widespread impact by jeopardizing theimgllsafety

and security of citizen3.o combat th@atentialthreat posed,rgaterawareness among AECO
stakeholders is urgently neegdtis mustinclude governments internationally and private
sector partners collaborating togetheexpand upon existing ISO and BiMlated standards

for improvedresponséo a cyber incident. As well as preventative measures, reactive national
plans are requirefl.e. raising cyber security awareness on government funded BIM projects)
to quickly deal with breaches in security and ensure services are provided with minimum

disruption.

It is argued in this paper that the CDE adopted with BIM in the AECO sector acts as a
springboard for the wider stakeholder engagement with networked data sharing in a centralized
manner yielding such systems vulnerable for future epbgsical attacks. The pinnacle of
cybersecurity research breakthroughs in cryptography have resulted in the development of
decentralized block chain technolodyis hypothesized thatitck chain technology offers a

novel andsecureapproach to storingnformation, making data transactions, performing
functions, and establishing trushaking it suitable forsensitive digital infrastructure data
contained in BIM and CDE environmehigh security requirement8dVhilst block chain
applications aréargelyata nascent stage dévelopnentwithin the AECO sectothis review

paper hasighlighted itsnovel application to fortify security of digital asse¢siding withina
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BIM and CDE environmerit thus extendingpplicatiors beyond its origingn cryptocurrency.
Future research will be required psove, modify ordisprove this hypothesis presented.
However, blockchainalonecannot guarantee total immunity to cyteitacksso additional
researclhs required tounderstand theotivationsfor cybe-attack/ crimeidentify the specific
operational threats to bespoke critical infrastructamel develop appropriate strategies to
mitigate thesgdevelop more exhaustiwaternationaktandards (or enhance existing standards)
to distinguish between physal destruction and theftand establish measures needed to

consolidate greater international governmental collaboration.

19



585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617

REFERENCES
Ani, U. P. D., He, H. and Tiwari, A. (2017) Revie# Cybersecurity Issues in Industrial Critical
Infrastructure: Maniacturing in Perspectivdournal of Cyber Security Technology, Vol. 1,

pp.3274.
ANSI (2007) ISA99.00.022007 Security for Industrial Automation and Control SysteRart 1:
Terminology, Concepts, and Modgls  ISA Available via:

https://web.archive.org/web/20110312111418/http://www.isa.org/Template.cfm?Section=
Shop_ISA&Template=%2FEcommerce%2FProductDisplay.cfm&Productid=9661
[Accessed: February, 2018].

Baumeister, T. (2010) LiteratuRReview onSmart Grid Cyber Security, Collaborative Software

Development Laboratory at the University of HawaiiAvailable via:
http://www.tbaumeist.com/publications/LiteratureReviewOnSmartGridCyberSecurity 201

0.pdf[Accessed: February, 2018].

Bessis, N., Dobre, C. (2014) Big Data andiné& of Things: A Roadmap for Smart Environments,
London:Springer International PublishintsBN: 9783-319-050294.

Betz D., J. and Stevens, T. (2013) AnalogiBalasoning an@€yber Security, Security Dialogue
Vol. 44, No.2, pp.147 164

Boyes, H. (2@33a) CyberSecurity of IntelligentBuildings. 8th IET International System Safety
Conference incorporating the Cyber Security Conference ZRdr8ljff, UK.

Boyes H. (201B) Resilience and Cyber Security of Technology in the Built Environment The
Institution of Engineering and Technology, IET Standards Technical Briefing, London.

Available via: https://www.theiet.org/resources/standaifiles/cyber

security.cfm?type=pdiAccessed: February, 2018].

Bradley, A, Li, H., Lark, R. and Dunn, S. (2016) BIM ferfrastructure: ArOverall Review and
ConstructorPerspective, Automation in @struction, Vol. 71, No. 2, pp. 1352

Brantly, A. F. (2014) Th€yberLosers. Democracq Security,Vol. 10,No. 2,pp.132-155.

BSI (2014) PAS 180SmartCities. VocabularyBritish Standards Institution, LondoAvailable
via: https://www.bsigroup.com/e@B/smaricities/SnartCities-Standardsand

Publication/PAS180-smartcitiesterminology/[Accessé: February, 2018].
BSI (2014) PAS 11923 Specification fotnformationManagement for th®perationaPhase of

AssetsUsing Building Information Modelling British Standards Institution, London.
Available  via: https://shop.bsigroup.com/ProductDetail/?pid=000000000030311237
[Accessed: February, 2018].

20


https://web.archive.org/web/20110312111418/http:/www.isa.org/Template.cfm?Section=Shop_ISA&Template=%2FEcommerce%2FProductDisplay.cfm&Productid=9661
https://web.archive.org/web/20110312111418/http:/www.isa.org/Template.cfm?Section=Shop_ISA&Template=%2FEcommerce%2FProductDisplay.cfm&Productid=9661
http://www.tbaumeist.com/publications/LiteratureReviewOnSmartGridCyberSecurity_2010.pdf
http://www.tbaumeist.com/publications/LiteratureReviewOnSmartGridCyberSecurity_2010.pdf
https://www.theiet.org/resources/standards/-files/cyber-security.cfm?type=pdf
https://www.theiet.org/resources/standards/-files/cyber-security.cfm?type=pdf
https://www.bsigroup.com/en-GB/smart-cities/Smart-Cities-Standards-and-Publication/PAS-180-smart-cities-terminology/
https://www.bsigroup.com/en-GB/smart-cities/Smart-Cities-Standards-and-Publication/PAS-180-smart-cities-terminology/
https://shop.bsigroup.com/ProductDetail/?pid=000000000030311237

618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651

BSI (2014c) PAS 754:201380ftware Trustworthines Governancend ManagemenSpecification
Available via: https://shop.bsigroup.com/ProductDetail/?pid=000000000030284608
[Accessed: February, 2018].

BSI (2015) PAS 1195 (2015) Specification forSecurity Minded Building Information

Modelling, Digital Built Environments andmart AssetManagementBritish Standards

Institution, London. Available via:
https://shop.bsigroup.com/ProductDetail/?pid=0000000000303 1Act@ssed: February,
2018].

BSI (2013) PAS 555:2013 Cyb@&ecurity Risk. Governance ananagement Specification
Available  via: https://shop.bsigroup.com/ProductDetail/?pid=000000830261972
[Accessed: February, 2018].

Canfil, J. K. (2016) HoningCyber Attribution: A Framework for AssessingForeign State

Complicity, Journal of International Affairs, Vol. 70No. 1, pp 217. Available via:
https://www.questia.com/read/1&l76843518/honingyberattributiona-frameworkfor-

assessinfAccessed: February, 2018].

Cavelty, M.D. (2013) FronCyberBombs to Political Fallout: Threat Representations with an
Impact in the CybeBecurity Discourse. International Studies Review, Vol. 15, pp1225

Chong, H.Y., Wong, J. S. and Wang, X. (2014)BplanatoryCaseStudy onCloud Computing
Applicaions, Automation in Constructioriol. 44, pp.152-162.

Cl ar ke, R. and Youngst ei n, NaionalHedlthSeiige N&w b er a
England Journal of Medicin&/ol. 377, pp. 40911

DBIS (2013) Smart City Market: Opportunities for the UK, Department for Business, Innovation
and Skills, BIS Research Papers Ref: BIS/13/1217, DBIS: London. Available via:
https://www.gov.uk/government/publications/smeity/-marketuk-opportunities
[AccessedFebruary 2018].

Denning, D. (2012) StuxnétYhat hasChanged? Future Internet, Vol. 4, N&.pp.672-687,

Eastman, C., Eastman, C.M., Teicholz, P., Saék and Liston, K. (2011) BINHandbook:A
Guide toBuilding InformationModeling forOwners,ManagersPesignersgngineers and
ContractorsHoboken:John Wiley & Sons. ISBN: 978-470-541371

Edwards, D. J., Parn, A. E., Love, P.E.D. and3Bhary, H (217) ResearcNote: Machinery,
Manumission, andconomic Machinations, Journal of Business Research, Volume 70,
January 2017, pp. 39394

European Commission (2013) Cybersecusitategy of the European Union: Abpen,Safe and

Secure Cyberspace,JOIN 1 Final, Brussels: European CommissioAvailable via:

21


https://shop.bsigroup.com/ProductDetail/?pid=000000000030284608
https://shop.bsigroup.com/ProductDetail/?pid=000000000030314119
https://shop.bsigroup.com/ProductDetail/?pid=000000000030261972
https://www.questia.com/read/1G1-476843518/honing-cyber-attribution-a-framework-for-assessing
https://www.questia.com/read/1G1-476843518/honing-cyber-attribution-a-framework-for-assessing
https://www.gov.uk/government/publications/smart-city-market-uk-opportunities

652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682

683

https://eeas.europa.eu/archives/docs/policiesydersecurity/cybsec comm en.pdf
[AccessedFebruary 2018]
Eom SJ and Paek-B1 (2006). Planning Digital Home Services Through an Analysis of Customers

Acceptance, ITcon Vol. 11, Special isdlien Facility Management, pg. 69710, Available
via: http://www.itcon.org/2006/49Accessed: February, 2018].

Ficco M., Choras§, M. , a n Blatfakno fori QyherseBurity gn@ 0 1 7 )
Vulnerability Analysis ofCritical Infrastructures, Journal of Computational Scientd,
22, pp. 179186.

Fisher, R., D. (@18) CyberWarfareChallenges and th@creasing use of American and European
Dualuse Technology forMilitary Purposes by thé’e o p IRepaitdic of China (PRC).
United States House of Representatives, Committee on Foreign Afaiadable via:
http://archivegrepublicandoreignaffairs.house.gov/112/Fis041511.pdf [Accessed:
February, 2018]

Fisk, D. (2012) CybeBecurity, Building Automation, and théntelligent Building, Intelligent

Buildings International, Vol. 4, No. 3, pp. 1-481.

Formby, D., Srinivasan, P., Leonard, A., Rogers, J. and Beyah, R. A. (2016) W@olstiial of
your Control System? Deviceringerprinting for Cyberphysical Systems. Network and
Distributed System Security SymposiulSS), February 26 to March 1, San Diego,
California.

F-Secure Labs (2014) Havéitunts for ICS and SCADA System&vailablevia: https://wwwi-
secure.com/weblog/archives/00002718.HitvdcessedFebruary2018]

Gandhi, R., Sharma, A., Mahoney, W., Sousan, W., Zhu, Q., and Laplante, P. (2011) Dimensions
of Cyberattacks: CulturalSocial, Economic, andPolitical, in IEEE Technology and Society
Magazine Vol. 30,No. 1, pp. 2838.

Govinda, K. (2015) Design of Smart Meter Using Atmel 89S52 Microcontroller. Procedia
Technology, Vol. 21, pB376-380.

Hender son, S. RigngHatk8rytarsBlew Doesklah@rChinaReact? 10 Sphere
Journal Fetuary 28", 2008 Available via:

https://www.noexperiencenecessarybook.com/jabie¢Bing-39-s-rising-hackerstarshow-

doesmotherchinareact.htmlAccessed: February, 2018].

Hjortdal, M. (2011) China'5lse ofCyberWarfare:EspionageM eetsStrategicDeterrenceJournal

of Strategic Securityvol. 4, No. 2 pp.1-2400

22


https://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf
http://www.itcon.org/2006/49
http://archives-republicans-foreignaffairs.house.gov/112/Fis041511.pdf
https://www.f-secure.com/weblog/archives/00002718.html
https://www.f-secure.com/weblog/archives/00002718.html
https://www.noexperiencenecessarybook.com/jplV6/beijing-39-s-rising-hacker-stars-how-does-mother-china-react.html
https://www.noexperiencenecessarybook.com/jplV6/beijing-39-s-rising-hacker-stars-how-does-mother-china-react.html

684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716

HM Government (2015) DigitaBuilt Britain: Level 3Building InformationModelling- Strategic
Plan, 26 February 2015 London: HM Publications. Available via:
https://www.gov.uk/government/publicationsfa&nstructionindustrydigital-technology
[AccessedFebruary2018].

HM Government (2013) Buildingnformation Modeling Industrial Strategy: Government and

Industry in Partnership, Government Construction Strategy, London. Availaide
https://www.gov.uk/government/uploads/systemdapls/attachment_data/file/34710/12

1327building-informationmodelling.pdf [AccessedFebruary20183].

Howell, S., Rezgui, Y.and Beach, T. (2017) IntegratinBuilding and Urban Semantics to
Empower Smart Wate3olutions Automation in Construction, VoR1, pp. 434448

Huckle S., Bhattacharya R., White M. and Beloff, N. (2016) Intern&thafgs, Blockchain and
SharedeEconomyApplications Procedia Computer Science, Vol. 98, pp.-468.

Hunton, P. (2012) Dat#@ttack of theCybercriminal: Investigatinghe Digital Currency of
Cybercrime Computer Law & Security Review, Vd8,No. 2,pp.201-207.

IET - Institution of Engineering and Technology (2014) Code of Practice for Cyber Security in the

Built Environment Available via: htips://electrical.theiet.org/books/standards/cyber

cop.cfn? [Accessed: February, 2018].

IET - Institution of Engineering and Technology (2013) Resilience and Cyber Security of
Techrology in the Built Environment, Available via:
https://www.theiet.org/resources/standards/cyheldings.cfm?origin=pr [Accessed:
February, 2018].

ISO(2013)27001 The International Information Security Standberernational Organization for
Standardizton (1SO), Geneva, Switzerland.  Available via:

https://www.itgovernance.co.uk/iso270[Nccessed: February, 2018].

ISO(2012)27032 Informatiomechnologyi SecurityTechnique$ Guidelines foilCybersecurity,
International Organization for Standardization (ISO), Geneva, Switzedamilable via:

https://www.itgovernance.co.uk/shop/productZigd32iso-27032guidelinesfor-

cybersecurityAccessed: February, 2018].

ISO (2011) ISO/IEC 29100:2011 Informatidrechnology- Security Techniques- Privacy
framework, ed.1 Available via: https://www.iso.org/standard/45123.htm[Accessed:
February, 2018].

Jones, L. 2016) Securing th&mart City: Built Environment Cyber Security. Engineeriagd
Technology, Vol. 11, pp.363. DOI: 10.1049/et.2016.0501

23


https://www.gov.uk/government/publications/uk-construction-industry-digital-technology
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/34710/12-1327-building-information-modelling.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/34710/12-1327-building-information-modelling.pdf
https://electrical.theiet.org/books/standards/cyber-cop.cfm
https://electrical.theiet.org/books/standards/cyber-cop.cfm
https://www.itgovernance.co.uk/iso27001
https://www.itgovernance.co.uk/shop/product/iso27032-iso-27032-guidelines-for-cybersecurity
https://www.itgovernance.co.uk/shop/product/iso27032-iso-27032-guidelines-for-cybersecurity
https://www.iso.org/standard/45123.html

717 JaatunM.G., Rgstum/J, Petersen$S.andUgarelli,R. (2014)Security Checklists: A Compliance

718 Alibi, or a Useful Tool for Water Network Operators?, Procedia Engineering,7dopp.
719 872876,

720 Kello, L. (2013) TheMeaning of theCyber Revolution: Perils to Theory andStatecraff
721 International Security, Vol38, pp.7-40.

722  Kochovski, P.andStankovski, V(2017)SupportingSmart Construction with Dependable Edge
723 Computing Infrastructures and ApplicatioAsitomation in Construction, Volume 85, 2018,
724 pp.182192.

725 Koo, D., Piratla, K. andMatthews, C. J (2015). Towards Sustainable Water Supply: Schematic
726 Development of Big Data Collection Using Internet of Things (I0T). Procedia Engineering,
727 Vol. 118, pp.48A97.

728 Levy, Y., and Ellis, T. J. (2006) &ystemsApproach taConduct arEffective LiteratureReview
729 in Support of Information SystemsResearch Informing ScienceVol. 9, pp. 181212

730 Avalilable via:http://inform.nu/Articles/Vol9/V9p18P12L evy99.pdfAccessed: February,
731 2018].

732 Lesk, M. (2007) TheNew Front Line: EstoniaUnderCyber Assaulf IEEE Security & Privacy,
733 Vol. 5, No. 4, pp. 7679, JulyAug. 2007.
734 Lin, S., Gao, J. and Koronios, A. (2006) KBata Quality Issues forEnterpriseAsset
735 Management irEngineeringOrganisations, International Journal of Electronic Business
736 Management (IJEBM), Vol. 4, No. 1, pp. -980. Available via

737 http://ijebm.ie.nthu.edu.tw/IJEBM_Web/IB8_static/Papei4_N1/A10-E684 3.pdf

738 [AccessedFebruary2018].

739 Lin, Y.C. and Su, Y.C. (2013) Developirigobile-and BIM-basedIntegratedVisual Facility
740 Maintenancé&lanagemen®ystem, The Scientific World Journal.

741 Lindsay, J. R. (2013) Stuxnet and thenlts of Cyber Warfare. Security Studies, Vol. R&. 3,
742 pp.365-404.
743 Lindsay, J. R. (2015) Thenpact ofChina onCybersecurity: Fiction anériction. International

744 Security, Vol. 39No. 3,pp. 7-47.

745 Liu, J., Xiao, Y., Li, S., Liang, W. and Chen, C. P. (2012) Cy®emurity andPrivacy Issues in
746 SmartGrids. IEEE Communications Surveys & Tutorials, V4, pp.981-997.

747  Marines, L. (2016) ENISA Threat TaxonomyPool for StructuringThreatlnformatian, European
748 Union Agency for Network and Information Security. Available Vvia:
749 https://www.enisa.europa.eu/topics/thraak-management/threatmdtrends/enisa

24


http://inform.nu/Articles/Vol9/V9p181-212Levy99.pdf
http://ijebm.ie.nthu.edu.tw/IJEBM_Web/IJEBM_static/Paper-V4_N1/A10-E684_3.pdf
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information/view

750
751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782

threatlandscape/etl2015/enidhreattaxonomya-tool-for-structuringthreat

information/view[Accessed: February, 2018].
Markets and Markets (2014) SmarVAC Controls Market by Product Type, Components,

Application, Operation & Geography\nalysis androrecast to 20142020. Availablevia:
http://goo.gl/Ay2Ljl. [AccessedFebruary20183].

McGraw, G.(2013 Cyber War is Inevitable (Unless We Build Security, ligurnal of Strategic
StudiesVol. 36,No. 1,pp.109-119.

McNulty (2011)Realising thePotential of GBRail - Final IndependenReport of theRail Value

for MoneyStudy - SummaryReport,London, UK:Department foif ransport Available via:

https://www.gov.uk/government/uploads/system/uploads/attachment @#20iB/realisi

ng-the-potentiatof-gb-rail-summary.pdfAccessed: February, 2018].

Mayo G. (2016) Bas an@yber Security: A Multiple Discipline Perspective, Proceedings of the
American Society for Engineering Management 2016 International Annual Conference S.
Long, EH. Ng, C. Downing, & B. Nepal eds. Available Vvia:
https://www.researchgate.net/publication/309480358 BAS _AND_ CYBER_SECURITY
A _MULTIPLE_DISCIPLINE PERSPECTIVHAccessed: February, 2018].

Metke, A. R. and Ekl, R. L. (2010) Securifyechnology forSmart Grid Networks. IEEE
Transactions on Smart Grid, Vol.No. 1,pp.99-107.

Mike, T. (2006) Integrate8uilding Systems: Strengthening Building Security While Decreasing
Operating CostsJournal of Facilities Management, Vol.NB. 1,pp.6371.
Mokyr J. (1992) Techrogical Inertia in Economic HistoryThe Journal of Economic History
Vol. 52, No. 2, pp. 328338
National Institute of Standards and Technology (NI&DL7)Framework foimprovingCiritical
Infrastructure Cybersecurity, Draft Vesion 1.1, January™@017. Available via:
https://www.google.co.uk/url?sa=t&rct=j&gq=&esrc=s&source=web&cd=2&ved=0ahUK
Ewiq0orLhOHUAhVKBsSAKHfJLB60QFgg8MAE &url=https%3A%2F%2Fwww.nist.go
v%2Fdocument%2Fdrattybersecurityframework
v11pdf&usg=AFQ|CNGCtebSkMYn_E08A9AN|7TEz2NA&cad=jt [Accessed
February, 201B
Nye J., S. (207) Deterrence and Dissuasion in Cyberspaaernational Security, Vol. 41, No. 3
(Winter 2016/17), pp. 441
Papa, P. (2013) US and EBtrategies forMaritime Transport Security: A Comparative

PerspectiveTransport Policy, Vol28, pp.75-85.

25


https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information/view
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/etl2015/enisa-threat-taxonomy-a-tool-for-structuring-threat-information/view
http://goo.gl/Ay2LjI
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/4203/realising-the-potential-of-gb-rail-summary.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/4203/realising-the-potential-of-gb-rail-summary.pdf
https://www.researchgate.net/publication/309480358_BAS_AND_CYBER_SECURITY_A_MULTIPLE_DISCIPLINE_PERSPECTIVE
https://www.researchgate.net/publication/309480358_BAS_AND_CYBER_SECURITY_A_MULTIPLE_DISCIPLINE_PERSPECTIVE
https://www.google.co.uk/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwiq0orLhOHUAhVkBsAKHfJLB6oQFgg8MAE&url=https%3A%2F%2Fwww.nist.gov%2Fdocument%2Fdraft-cybersecurity-framework-v11pdf&usg=AFQjCNGCtebSkMYn_Eo8A-49ANj7TEz2NA&cad=rjt
https://www.google.co.uk/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwiq0orLhOHUAhVkBsAKHfJLB6oQFgg8MAE&url=https%3A%2F%2Fwww.nist.gov%2Fdocument%2Fdraft-cybersecurity-framework-v11pdf&usg=AFQjCNGCtebSkMYn_Eo8A-49ANj7TEz2NA&cad=rjt
https://www.google.co.uk/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwiq0orLhOHUAhVkBsAKHfJLB6oQFgg8MAE&url=https%3A%2F%2Fwww.nist.gov%2Fdocument%2Fdraft-cybersecurity-framework-v11pdf&usg=AFQjCNGCtebSkMYn_Eo8A-49ANj7TEz2NA&cad=rjt
https://www.google.co.uk/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwiq0orLhOHUAhVkBsAKHfJLB6oQFgg8MAE&url=https%3A%2F%2Fwww.nist.gov%2Fdocument%2Fdraft-cybersecurity-framework-v11pdf&usg=AFQjCNGCtebSkMYn_Eo8A-49ANj7TEz2NA&cad=rjt

783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
812
813
814
815

Parn, E.A. and Edwards, D.J. (2017) Conceptualizing the FINDD ToolkKageStudy of BIM/
FM Integration, Automation in Constructioviol. 80, pp. 1121.

ParidariK. MadyA., E., La Porta S., Chabukswar R.Blancag J..Teixeirg A.,SandbergH.,
Boubekeur M., (2016) CybeiPhysicalSecurity Framework for Building Energy
Management Systeri016 ACM/IEEE 7th International Conference on CyPéysical
Systems (ICCPS), Vienna, 2016, pp. 9.1
DOI: 10.1109/ICCPS.2016.747%D

Patel, S. C., Bhatt, G. D. and Graham, J. H. (2009) Improvin@yber Security of SCADA
CommunicatiorNetworks Communications of the ACM, Vol. 5¥o. 7,pp.139142.

PengY., Wangy., Xiang, C., Liu, X., WenZ. and Chen D. (2015) Cyberphysical Attack
Oriented Industrial Control Systems (ICS) Modeling, Analysis and Experiment
Environment International Conference on Intelligent Information Hiding and Multimedia
Signal Processingp. 322 326.

Rahimi, B. (2011) TheAgonistic Social Media: Cyberspace in th&ormation ofDissent and
Consolidation ofState Power inPostelection Iran. The Communication Review, Vi,
pp.158178.

Rasmi, M.and Jantan, A. (2013) ANew Algorithm to Estimate theSimilarity Between the
Intentions of th&Cyber Crimes forNetwork Forensics. Procedia Technology, VoL, pp.
540:547.

Reggiani, A. (2013 Network Resilience for Transport Security Some Methodological
Considerations. Transport Policy, V@B, pp.63-68.

Reniers, G. L. Land Dullaert, W. (2013) AMethod toAssesdMulti-modal Hazmafransport
SecurityVulnerabilities: Hazmatransport SVA. Transport Policy, V&8, pp.103-113.

Rid, T. (2012) CybeiVvar will not TakePlace Journal of Strategic Studiegol. 35, No.1, pp.5i
32.

Rittinghouse, Jard Hancock, W. M. (2003) Cybersecurity Operations Handbdwoksterdam,
NetherlandsElsevier SciencdSBN: 9781-55558306-4

RISI (2015) The Repository of Idustrial Security Incidents Databasévailable via:
http://www.risidata.com/DatabafaccessedFebruary20183].

Ryan D., J. (2016) EngineeringSustanable Critical Infrastructures, International Journal of
Critical Infrastructure Protection, Vol. 15, ppi-59.

Safavi, S., Shukur, ZandRazali, R.(2013 Reviews on Cybercrime Affecting Portable Devices.
Procedia Technologyol. 11, pp.650-657.

26


http://www.risidata.com/Database

816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849

ShafigM. T., MatthewsJ. Lockley, S. R. (2013) &tudy of BIM CollaborationRequirements
and Available Features inExisting Model CollaborationSystems Journal of Information
Technology in Construction (ITcon), Vol. 18, pg. 14861

Shitharth, SandWinston, D. P (2015 A Comparative Analysi8etween Two Countermeasure
Techniques to Detect DDoS withiiars in a SCADA Network. Procedia Technoloygl.
21,pp.179-186.

Stearns, L.B. and Almeida, P.D. (2004) The Formation of State Actoial Movement Coalitions
and Favorable Policy Outcomes, Social Policy, Vol. 51, No. 4, pp5948

Stoddart, K. 2016) Live Free orDie Hard: U.SUK CybersecurityPolicies Political Science
Quiarterly, Vol.131,No. 4,pp.803-842.

Sun J., Yan J.and Zhang K.Z.(2016) BlockchainbasedSharing Services: WhatBlockchain
Technology car€ontribute toSmartCities, Financial Innovation, Vol. 2, p. 26

Szyliowicz, J. S. (2013) Safeguardirt@itical Transportationinfrastructure: The USCase
Transport Policy, Vol28, pp.69-74.

Tan, S., Song, W. Z., Stewart, M., Yangadd Tong, L.(2018)Online Data Integrity Atcks
Against RealTime Electrical Market in Smart Grid. IEEE Transactions on Smart &ad,
9, pp313322.

Toy, S. (2006) History of Fortification from 3000 BC to AD 1700 (No.Bajnsley, UK:Pen and
SwordMilitary Classics ISBN: 1-88415358-4.

T u r kandKl@ac, R. (2017 Potentials of Blockchain Technology for Construction Management.
Procedia Engineeriny/ol. 196,pp.638-645.

Thomas, N. (2009) Cybeékecurity inEast Asia:GoverningAnarchy Asian SecurityVol. 5, pp.
3-23.

UN (2014 2014 Revision of the World Urbanization Prospects. Available via:
https://goo.gl/xwOSD$AccessedFebruary2018].

UN (2014) World UrbanizationTrends 2014: Ke¥acts.Statistical PapersUnited Nations (Ser.
A), Population and Vital Statistics Repodnited Nations.

UN (2015) World Population Projected to Reach 9.7 Billion by 2050. Available via:
http://www.un.org/en/developm#&desa/news/population/20t8port.html [Accessed:
February2018].

Walsham, G. (1995) Th&mergence ofinterpretivism in ISResearch Information Systems
Researchyol. 6, No.4, pp.376-394.

Wang, S., Zhang, G., Shen, 8nd Xie, X. (2011). An Integrated Scheme for Cybghysical
Building Energy Management System. Procedia Engineeviolg, 15, pp.36163620.

27


https://goo.gl/xwOSDS
http://www.un.org/en/development/desa/news/population/2015-report.html

850
851
852
853
854
855
856
857
858
859
860
861
862
863

Wang, W.andLu, Z. (2013) CybeBecurity in theSmartGrid: Survey andChallenges. Computer
Networks, Vol.57, pp.13441371.

Webe, R. H. and Studer, E. (2016) Cybersecurity in theternet of Things: Legal Aspects.
Computer Law & Security Review, VA2, pp.715728.

Xue, N., Huang, XandZhang, J.(2016) S2Net: A Security Framework for Software Defined
Intelligent Building Networks. 2016 IEEE Trustcom/BigDataSE/ISPA283Aug. 2016
2016.pp.654-661.

Yue, X., Wang H., Jin D., Li M., Jiang W.(2016)HealthcaredDataGateways: Founéliealthcare
Intelligence orBlockchain withNovel Privacy Risk Control, Journal of Medical Systems,
Vol. 40,No. 10,p. 218

Zhang Y.andWen J. (2016) The IoElectric Businessviodel: UsingBlockchainTechnology for
loT, Peerto-Peer Networking and Applicationgpl. 10, No. 4pp. 112,

Zamparini, L.andShiftan, Y.(2013 Speciallssue- TransportSecurity: TheoreticaFramewrks

andEmpirical Applications Transport Policy\Vol. 28, pp.61-62.

28



Table 1- Emerging Thematic Groups in Extdrterature

Thematic group
- - o 2 =
- S = E =T 5 %n é g
Industrial Sector Author(s) Journal £ % v E g é E g Dy g @ % g
23| E | 28 |55 | EE5 | 82
Z 0w ) o5 SO0 =00 A %B A
Percentage Frequency Across the Four Journal Types 54.7% 40.4% 50% 40.4% 59.5% 28.5%
Chong et al., 2014 Automation in Construction v v v
Howell et al., 2017 Automation in Construction v v v v
Kochovski et al., 2016 Automation in Construction v v v
22;‘3?::;;?:1’ fr:ldgig::;g:g, Fi§k, 2012 Intelligent BujAltliiAngs International v
operated (AECO) Mike, 2006 Journal of Facilities Management v v v
Eom and Pack, 2006 Journal of Information Technology in Construction (ITcon) v v
Jaatun ef al., 2014 Procedia Engineering v v v v
Koo et al, 2014 Procedia Engineering v v v v
Nicat and Wodynski, 2016 Procedia Engineering v v
Wang et al., 2011 Procedia Engineering v v v
Percentage Frequency in AECO Journals 20% 40% 30% 50% 90% 60%
Patel ef al., 2009 Communications of the ACM v v v
Wang and Lu, 2013 Computer Networks v v v v
Liuetal, 2012 IEEE, Communications Surveys & Tutorials v v v
Jones, 2016 IEEE, Engineering & Technology v v v v v
Paridari, ef al., 2016 IEEE, International Conference on Cyber-Physical Systems (ICCPS) v v v v
-I[nrfe:':g::zt?:;g Ryan, 2016 International qournal of Critical Infrastructure Protection v v v
Papa, 2013 Transport Policy v v
Reggiani, 2013 Transport Policy v
Reniers and Dullaert, 2013 Transport Policy v v
Szyliowicz, 2013 Transport Policy v v
Zamparini and Shiftan, 2013 Transport Policy v
Percentage Frequency in Transport and Infrastructure Journals 54.5% 54.5% 81.8% 27.2% 36.3% 18.1%




Table 1¢ o n t- Engerging Thematic Groups in Extant Literature

Thematic group
e g = & &
ndustrial Sector Author(s) Journal g E g £ @ Z é g g i g 2, E 3 £

Hunton, 2012 Computer Law & Security Review ' v v
Weber and Studer, 2016 Computer Law & Security Review v v v v
Metke and Ekl, 2010 IEEE Transactions on Smart Grid v v
Tan et al., 2018 IEEE Transactions on Smart Grid ' v v

fiformation Tecimoligy Xue et al, 2016 IEEE Trustcom/BigDataSE/ISPA v v v v
Ani etal, 2016 Journal of Cyber Security Technology v v v v v
Govinda, 2015 Procedia Technology v v v v
Rasmi and Jantan, 2013 Procedia Technology v v
Safavi et al., 2013 Procedia Technology v
Shitharth and Winston, 2015 Procedia Technology v v v v

Percentage Frequency in Information Technology Journals 40% 60% 80% 20% 90% 30%
Brantly, 2014 Democracy and Security v v v
Kello, 2013 International Security v
Lindsay, 2015 International Security v v v ' v
Nye, 2017 International Security v v v

. . Cavelty, 2013 International Studies Review v

fr?tl;?:::iﬁ;l:ln lc;:a/la i CE-lI]fll, 2016 Journal of Interna_tional A_ffairs v
Hjortdal, 2011 Journal of Strategic Security v v
McGraw, 2013 Journal of Strategic Studies v e
Stoddart, 2016 Political Science Quarterly ' v
Betz and Stevens, 2013 Security Dialogue v v v
Lindsay, 2013 Security Studies v v

Percentage Frequency in Political Science/ International Relations Journals 100% 9% 18.2% 63.6% 27.2% 9%

30



Table 271 Industry Standards and Codes of Best Practice on Cyber Security in the AECO Sector.

31



