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ABSTRACT High definition video application has drawn a lot of interest both from academy and industry.
The relevant latest video coding technology, H.265/HEVC has been a promising area for video steganogra-
phy. In this paper, we present a novel and efficient video steganography method based on transform block
decision for H.265. In order to improve the visual quality of carrier video, we analyze the embedding
error of data hiding with modifying partitioning parameters of CB, PB and TB, and modify the transform
block decision to embed secret message and update corresponding residuals synchronously. In order to limit
embedding error, we utilize an efficient embedding mapping rule which can embed N (N>1) bits message
and at most modify one bit transform partitioning flag. Our experimental results show that the proposed
method can achieve better visual quality, larger embedding capacity and less bit-rate increase than state-of-
the-art researches.

INDEX TERMS H.265/HEVC, transform block decision, transform partitioning flag, video steganography.

I. INTRODUCTION
THE latest video coding standard H.265/high efficiency
video coding (HEVC), published by the ITU-T Video
Coding Experts Group (VCEG) and the ISO/IEC Moving
Picture Experts Group (MPEG), has drawn a lot of
research attractions due to its high compression performance,
increased video resolution and abundant application scenar-
ios. As declared in [1]–[3], H.265/HEVC standardization
could improve compression performance with 50% bit-rate
reduction for equal perceptual video quality when compared
to the preceding standard H.264/AVC. Along with increasing
diversity of H.265/HEVC based applications, the need for
video security is also becoming stronger, especially for high
definition (HD) and beyond-HD (4k × 2k, 8k × 4k, etc. )
format video [1]. Video steganography technology provides
an efficient solution to protect video copyright, video trace-
ability, even video based covert communication, etc.

Video steganography is a technique that utilizes human
visual redundancy on digital signals to embed secret mes-
sage [4]–[6]. It might be also presented as watermark-
ing or steganography derived from different applications [6].
Watermarking focuses on copyright protection related areas,
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such as declaration of owner rights, authentication of media
contents, trace back of illegally spread, etc. However,
steganography puts more emphasis on covert communica-
tion due to its large embedding capacity. There are sev-
eral attributes that determine whether video steganography
research performs successfully or not, including percep-
tual video quality (imperceptibility) and embedding capacity
(payload). Based on these attributes, video steganogra-
phy methods can be mainly divided into three categories
derived from characteristics of coding structure. They
are discrete cosine/sine transform (DCT/DST) coefficients
(residuals) [7]–[12], prediction modes [13], [14], [21]/
motion vectors [15]–[18], entropy coding [19], [20], [27]
and coding block structure decision [21]–[24], etc. Practi-
cally in the earlier researches, there are several methods that
embed secret message prior to video coding [25]. However,
these methods make the embedded secret message easy to
be lost after compressing, especially when video carrier is
transmitted on the limited network [6]. Thus, combining
video steganography and characteristics of coding structure
are more favored in the researches of more efficient video
steganography methods.

DCT/DST coefficients are active embedding area for video
steganography due to its majority in the compressed video
bitstream. This category method usually utilizes alternating
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current (AC) coefficients to embed secret message after
integer transform and quantization. In order to improve
perceptual video quality, other coding characteristics are
integrated with DCT coefficients, such as diagonal direc-
tions [7], intrapicture (intra) prediction modes [8]–[10], his-
togram shift [11], etc. DCT/DST based video steganography
methods usually chose non-zero coefficients to embed secret
message [8]–[10], [26], since a full zero coefficient block
will not be transmitted in the compressed bitstream. However,
the majority of block residuals are full zero. This restricts
embedding capacity of DCT/DST based video steganog-
raphy methods in covert communication scenarios. Intra
prediction modes have also been used for video steganog-
raphy researches [13], [14]. This category method usually
embeds secret message by modifying prediction modes.
However, prediction modes only exist in intra prediction
process, which cannot be applied to inter prediction (i.e.
motion vectors). Motion vectors are the syntax elements
after motion estimation process and have been embedding
positions for many video steganography methods [15]–[18].
These methods mainly modify motion vectors or adjust
motion vector search process. As the distortion introduced by
video steganography will propagate to subsequent prediction
blocks with the motion estimation and compensation process,
the embedding error will accumulate, which makes motion
vector based video steganography methods generate large
embedding error. Entropy coding based video steganography
methods [19], [20] mainly embedding secret message by
modifying syntax elements of CAVLC or CABAC. How-
ever, these methods might not achieve high perceptual video
quality and even lead to decoding failure in some cases [6].
Coding block structure decision based video steganography
methods are promising research areas. Especially when the
traditional macroblock in H.264/AVC is replaced by adap-
tive coding tree block (CTB) structure in H.265/HEVC, the
partitioning of CTB provides sufficient space for embedding
secret message.

Actually there have been several related works on coding
block structure decision. The main idea of these methods is
that the coding block structure is classified or directly modi-
fied, according to pre-defined map rules between secret mes-
sage and characteristics of block partitioning. Yang et al. [21]
utilizes block types and modes of intra-coded blocks to
embed secret message for H.264/AVC. In this method,
the intra-4× 4 coded blocks (I4-blocks) are divided into two
groups, then the modes of I4-block are modified according
to the map between watermark and intra-prediction modes.
In this work, I4-block structures have been chosen as thresh-
olds for the selection of embedding position, however, mod-
ification is only manipulated on intra-prediction modes. Tew
and Wong [22] utilizes the partitioning of prediction blocks
(PB) in H.265/HEVC to embed secret message. The parti-
tioning of PBs are divided into two groups: 2N × 2N ,N ×
2N , nR×2N , 2N ×nD and N ×N , 2N ×N , nL×2N , 2N ×
nU , which are mapping to secret message 1 and 0, respec-
tively. Shanableh [23] proposed a method that embeds secret

message by modifying splitting decisions of 32 × 32 and
16× 16 coding blocks (CB). First, a model weights between
split decisions of coding block and its feature variables (e.g.
mean and variance of motion vector, depth of CB ) are estab-
lished, then the secret message is embedded with a function
between the predicted (computed by model weights) and
true split decisions per CB. When the embedded message is
‘1’, the true split decision is constrained to be identical to
predicted split decision. In addition, when the embeddedmes-
sage is ‘0’, the true split decision is constrained to be different
from the predicted one. In addition, Shanableh [24] proposed
a more effective method which represents the partitioning
of 16 × 16 sub CBs as a sequence of binary flags. Then,
6 or 4 secret message bits can be embedded with maximum
2 partitions modified in single CB. These previous researches
mainly utilize the CB or PB partitioning structure to embed
secret message, which performed effectively in embedding
capacity and perceptual video quality, and the results reveal
that video steganography based on coding block structure
could be a promising area in H.265/HEVC.

In the former block structure based researches [21]–[24],
secret message is always embedded with the modification on
partitioning decisions of CB or PB. However, as CB may be
directly or recursively inherited from the partitioning of CTB,
and both of PB and transform block (TB) have their root at
CB level. Modification on CB may introduce extra embed-
ding error on subsequent PBs and TBs. Another challenge is
that partitioning of PBs only manipulates once from its root
CB level, modification or restrictions imposed on PB may
affect the subsequent prediction process. Moreover, the resid-
uals which will be processed later in transformation and
quantization process are also affected, which has also been
proven in [22]. Based on above consideration, in this paper,
we chose TB (the minimum processing unit in the processes
of intra/inter prediction, transformation and quantization) as
the embedding carriers, which is targeted at less embedding
error for carrier video, sufficient embedding capacity and less
increment for bitstreams. The contribution and novelty about
this paper are highlighted as follows:
(i) Adaptive Modification on TB Partitioning: With the

goal of minimizing the embedding error and improve the
perceptual video quality, this paper utilizes TB as embedding
carrier, which has guaranteed that the embedding error is
only restricted to TB region and other external process and
syntax elements (e.g., prediction modes choosing, motion
estimation, partitioning of CTB and PB partitioning struc-
ture) are not affected. Additionally, the subsequent residual
coefficients are updated synchronously with new TB parti-
tioning structure and a fast traversal algorithm is provided for
the effective implementation of video steganography on TB
block decision.
(ii) A Hybrid Effective Embedding Scheme: With the goal

of minimizing the modification on TB partitioning along
with embedding maximum secret message, a hybrid effective
embedding scheme is proposed in this paper. Themain advan-
tage is that in most cases, multiple (N > 1) secret message

VOLUME 9, 2021 55507



H. Zhao et al.: Video Steganography Method Based on Transform Block Decision for H.265/HEVC

FIGURE 1. The partitioning structure of CTB in BasketballPass.

could be embedded while the partitioning of TB is modified
at most once. Additionally, the embedding scheme could be
alternative with different needs between embedding capacity
and perceptual video quality.

The remainder of this paper is organized as follows.
Section II introduces relative key characteristics of HEVC
coding block structure decision. Then embedding error anal-
ysis among CB, PB and TB, the proposed method of modifi-
cation on TB partitioning and hybrid embedding scheme are
provided in section III. The experimental results are presented
in section IV and conclusion is provided in Section V.

II. PARTITIONING STRUCTURE IN H.265/HEVC
H.265/HEVC employs coding tree unit (CTU: an integration
of CTB and coding syntax) as the basic processing unit
instead of fixed size macroblock in prior video coding stan-
dard. One advantage is that partitioning picture into larger
CTB (more than 16 × 16) is beneficial in compression effi-
ciency when encoding high-resolution video [1]. The CTB
size is specified by the sequence parameter set (SPS), with
optional size of 16, 32 or 64, and 64 × 64 is mostly used
as default size. Fig. 1 gives an example of partitioning one
picture into 64 × 64 size blocks (BasketballPass 416 × 240
resolution, partitioned into 4 × 7 dimension CTB and every
CTB covers 64 × 64 square region with raster-scan order as
shown in Fig. 1 except picture boundary).

Partitioning decision for CB is initiated from CTB. The
square region of CTB can be directly as one CB or further
partitioned into multiple CBs with the loop of quadtree iter-
ation. The quadtree partitioning will be iterated until the size
of CB has reached the allowed minimum CB size specified
in the SPS. In most case, minimum CB size is restricted to
8 × 8 in luminance (luma) component. As a result, the final
decision for CB partitioning is chosen from all possible iter-
ation partitioning and the most optimized partitioning mode

FIGURE 2. The partitioning structure of CBs in BasketballPass.

is determined by calculating and comparing the cost of dis-
tortion (weighted by sum of squared differences-SSD) and
estimated number of encoded bits. The calculating model
includes subsequent prediction, transform and quantization
processes in this CB region. The calculating model can be
represented as following [3]:

min JCB, JCB =
∑

D(i, j)+ λ
∑

R(i, j) (1)

where JCB depicts the search process for the cost of distortion
and number of bits with one partitioning structure of CBs
rooted at CTB, D(i, j),R(i, j) depicts distortion and number
of encoded bits when attempting to compress ith CB with
jth partitioning structure. One typical example is shown in
Fig. 2, where the tree structure has been quadtree-structure
partitioned three times at most, and the minimum CB size is
8× 8 derived from the top-left CTB.

PB is based on the partitioning of CB, and can be divided
into intra and inter prediction. Different prediction will gener-
ate different partitioning structure on PB. Generally speaking,
in intra prediction, PB size is identical to CB size except when
CB size meets the minimum value, where PB will has its
root at CB and might be partitioned into four quartering sub
PBs. In inter prediction, there are eight types of partitioning
structure. It is noted that PB size of 4 × 4 is not allowed in
inter prediction process, and when CB is partitioned into two
PBs with the asymmetric size of N × N/4,N × 3N/4 and
N/4×N , 3N/4×N , the CB size of N is restricted to be 16 or
higher. Fig.3 depicts these partitioning structures including
intra and inter prediction.

After prediction process, TB is the basic process unit for
residual transformation. Likewise, TB has its root at CB
and employs equivalent quadtree-like partitioning structure.
That means a CB might be recursively split into quad-
rants or just one TB directly, which are determined by calcu-
lating the cost of distortion and estimated number of encoded
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FIGURE 3. Partitioning structure of PB with intra and inter prediction.

bits with current TB partitioning structure. The calculating
model is the same as CB in form and can be presented as
follows:

min JTB, JTB =
∑

D(i, j)+ λ
∑

R(i, j) (2)

where JTB presents the search process for the minimum cost
of distortion and estimated number of bits rooted at CB,
and D(i, j) indicates sum of SSD with ith TB attempting j
partitioning decision. Likewise,R(i, j) indicates the estimated
number of encoded bits of quantized residual coefficients,
partitioning syntax elements, etc., which are used for the
representing of this specified TB in the decoder or recon-
struction process. It is noted that partitioning CB into TBs
is also restricted by the maximum and minimum TB size
specified in SPS. The enforcement is that when CB size is
identical to the maximum, CB is enforced to be split into
quadrants and when CB size reaches the minimum value, CB
is enforced to be non-split. Moreover, if the prediction mode
is intra and partitioning decision of PB is N/2× N/2, CB is
also implicit to be split into quadrants. And in inter prediction
mode, a TB might cover several PB regions for the maxi-
mum coding efficiency. Fig. 4 provides one TB partitioning
structure marked as red lines in BasketballPass on the top-left
CTB.

III. PROPOSED TRANSFORM DECISION BASED VIDEO
STEGANOGRAPHY METHOD
In this section, we elaborate the scheme of transform
block decision based video steganography method for
H.265/HEVC. The architecture of the proposed scheme
is depicted in Fig. 5. The proposed video steganography
scheme consists of three components, including embedding,
carrier bitstreams transmitted, and extraction components.
First, prior to embedding, the partitioning structures of CB,
PB and TB need to be obtained from coding decision
of H.265/HEVC, where the partitioning structures are the
results, which could achieve the minimum cost of distor-
tion and number of bits with adopting current partitioning
structures. And then, selective hybrid embedding modules

FIGURE 4. The partitioning structure of CTB in BasketballPass.

are established according to different applications. If we
need large volume of secret message to be embedded,
single-embedding module can meet this demand. If we need
high security and perceptual video quality, collaborative-
embedding module can be applied. Second, when the secret
message has been embedded into carrier video, there are two
alternative processes. One is ultimately encoded the carrier
video to bitstream by entropy coding and enjoyed by the audi-
ences via network transmission. Another is the reconstructed
digital video which is constructed for the future prediction
process of subsequent PB, with the similar process of the
decoder. Finally, when the carrier video bitstream has reached
to receiver, the partitioning structures of CB, PB and TB are
obtained and analyzed for the search of targeted embedded
TBs after entropy decoding. Selective extraction module is
confirmed from two alternative extraction modules of Single-
and Collaborative-extraction. As the result of extraction pro-
cess, the embedded secret message depended on TB block
decision is extracted.

A. PROPOSED HIDING DATA INTO TRANSFORM
BLOCK DECISION
Transform Block Decision indicates embedding secret mes-
sage into the partitioning structure of 8 × 8 TBs. The par-
titioning on TB is not only dependent on the search for the
minimum cost of distortion and number of bits representing
the residual samples in the decoder, but also associated with
values of secret message which will be embedded. Weight-
ing a tradeoff between the cost and secret message is one
targeted goal in this work. To clearly depict the mechanism
of the proposed method in maintaining high perceptual video
quality and low bitstream increment for carrier videos, both
of embedding error (distortion) analysis on TB block decision
and key technical improvements of the proposed method are
illustrated as follows.
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FIGURE 5. Architecture of the proposed transform block decision based data hiding method in H.265/HEVC.

1) EMBEDDING DISTORTION ANALYSIS ON
TB BLOCK DECISION
Embedding distortion emerges during the process of embed-
ding secret message into carrier videos, which can decrease
the perceptual video quality and increase the volume of com-
pressed bitstream compared to videos without embedding
(original video). Embedding distortion on TB block deci-
sion would be accumulated with adoption of the modified
transform partitioning structure. Embedding secret message
on TB block decision might change the optimal transform
partitioning structures, according to the binary sequence of
secret message and mapping rules of embedding module.
The transformation and quantization processes, would be
processed depended on the new TB block size. However,
compared to embedding secret message on CB or PB block
decision, embedding on TB block makes less distortion
because of smaller embedding regions in block size and less
influenced processes. The smaller embedding regions indi-
cate that embedding is only restricted in TB blockwhich is the
smallest process unit in H.265/HEVC encoder. As depicted
in Fig. 6, the selected 16×16 CB is located at z-scan address
160 in the left-top CTB of Basketballpass. In the worst cases
of embedding, embedding on CB and PB block decision will
fill the whole 16 × 16 block as embedding regions marked
as yellow regions. However, the embedding region of TB

will be restricted to 8 × 8 block region (blue regions) while
embedding the same secret message. In addition, embedding
on CB block will bring an impact to the subsequent processes,
including CB partitioning, prediction, transformation and
quantization in the whole CB region. Likewise, embedding
on PB would also bring an impact to the prediction, transfor-
mation and quantization processes in the PB region. However,
modification on TB block only affects the transformation and
quantization processes, and the embedding distortion is only
filled in the specified TB region.

In order to further decrease the embedding distortion and
bitstream increment, the size of embedded TB is confined to
be 8× 8, which is the minimum transform block that can be
used to embed secret message. Since 8× 8 TB can be further
partitioned into four quadrants of 4 × 4 blocks or just one
8 × 8 block, it can adaptively map to the binary sequence
of secret message. Fig. 7 provides the distortion performance
of mean squared error (MSE) and bitstream increment ratio
while encoding Basketballpass into 50 frames with group
structure of IPPP. The average discrepancy of MSE is 0.166,
and increment ratio of bitstream is 2.9%, which are referred
to the comparison between H.265/HEVC compressed video
and carrier video with the proposed method. The results also
indicates that the distortion embedding on TB block decision
is restricted to a small scope, and in most cases the distortion
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FIGURE 6. Embedding influenced regions among CB, PB and TBs.

FIGURE 7. Distortion of MSE and bitrate on TB block decision.

introduced by embedding is approximately approaching to
the distortion by standard H.265/HEVC compressing.

2) SELECTION CONSTRAINTS FOR TB BLOCK
The embedded TB block is confined to be 8 × 8 size block.
There are two categories of 8 × 8 TB blocks that can be
selected as the candidate blocks for embedding. One cate-
gory is directly 8 × 8 size CB, where the subsequent par-
titioning structure of PB is restricted to only NxN mode
in intra prediction, and the coding block flag(cbf) of three
components: cbf_luma, cbf_cb and cbf_cr are restricted to be
not all zero in inter prediction. When the 8 × 8 CB block

meets the N/2xN/2 partitioning of PBs in intra prediction,
the subsequent TB blocks are enforced into quadrants, which
cannot adjust the transform partitioning structure according
to the embedding module. If all cbfs of three components are
zero, the syntax elements of transform partitioning will not be
entropy encoded into bitstream, which would make the secret
message loss at the decoder. Another category is 8×8 or 4×4
size TBs, which are sub-regions of larger CB block (> 8×8).
That is, rooted at CB level, there exists 8 × 8 or 4 × 4
TB blocks determined by H.265/HEVC encoder. Then these
8 × 8 or 4 × 4 TB blocks can be selected as candidate
embedded carriers. The constraint on this category block is
that only in inter prediction, three components cbfs (including
cbf_luma, cbf_cb, and cbf_cr) are confined to be not all zero,
which is similar to the first category. The typical example
referred to these two categories of candidate embedded TB
blocks is shown in Fig. 8. It is noted that 8× 8 CB located at
Z-scan address 96 cannot be selected as candidate TB block
due to its N/2xN/2 PB partitioning structure in intra predic-
tion. In addition, 21 candidate embedded TB blocks in one
CTB provide sufficient embedding capacity for embedding.

3) SYNCHRONIZATION OF RESIDUALS AND CBF
Since different transform block sizes employ different trans-
formation matrixes [1], the corresponding residuals, which
will be probably mismatched to the new transform block
partitioning structure, and bring an extra distortion to the
carrier videos. In order to eliminate the mismatch error
and improve the visual quality, the prediction residuals, are
recomputed by calling the transformation, scaling and quan-
tization processes with new transform block partitioning.
Moreover, as the QDCT/QDST residuals may be zero after
re-transforming and quantizing in some worst cases, the
corresponding transform partitioning with embedding secret
message, will not be encoded into carrier bitstreams by
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FIGURE 8. Typical example of two categories candidate embedded transform blocks.

FIGURE 9. Proposed fast traversal algorithm for locating selected candidate TBs.

entropy encode, especially for inter prediction cases. Thus,
each component of cbf _luma, cbf_cb, or cbf_cr should be
constrained to be synchronous with the former cbfs deter-
mined by the encoder with H.265/HEVC.

4) FAST TRAVERSAL OF QUADTREE-STRUCTURED
CBs AND TBs
To guarantee the transform partitioning carriers are encoded
into bitstream during multi-level iterations for the optimized
partitioning structures for CB, PB and TB, we provide a
new fast traversal algorithm for locating the most optimized
transform partitioning structures. As depicted in Fig. 9, when
the encoder begins the iterations for CB partitioning, only
the most optimized CB partitioning needs to be traversed and
other partitioning attempts for current CB coding are set to be
skipped. During the most optimized CB partitioning decision

process, only the most optimized PB partitioning and predic-
tion modes/motion vectors need to be traversed, and other PB
partitioning or prediction decision are set to be skipped. After
prediction process, only the most optimized TB partitioning
decision needs to be continuously traversed and other TB par-
titioning attempts are set to be skipped. During the process of
most optimized TB partitioning, the current most optimized
TB partitioning needs to be adjusted according to the map-
ping rules as illustrated in section 3.2 for candidate embed-
ded TB, and for other non-candidate TB, the current most
optimized TB partitioning remains unchanged. For embed-
ded candidate blocks, the residuals and cbfs also need to be
re-transformed, scaling and quantizing with new adjusted TB
partitioning structures.

The main advantage of this fast traversal algorithm is that
only the most optimized CBs, PBs and TBs partitioning loops
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are fast traversed, which will greatly reduce the computing
resources and time consuming for embedding secret message
in the encoder.

B. PROPOSED HYBRID EMBEDDING &
EXTRACTION SCHEME
The proposed hybrid embedding scheme embeds secret mes-
sage into the partition structures of selected candidate TB.
That is, after scanning the most optimized partitioning struc-
ture of CB and PB, the practical embedding is manipulated
on the process of TB partitioning decision. According to the
mapping rules of hybrid embedding scheme in this section,
the secret message can be embedded with the adjustment
of the most optimized transform partitioning of embedded
candidate 8×8 TB. Themain advantage of hybrid embedding
scheme is that multiple bits of secret message can be embed-
ded while at most one transformation partitioning of 8×8 TB
needs to be changed. The proposed hybrid extraction scheme
is an inverse process of embedding scheme.

1) PROPOSED HYBRID EMBEDDING SCHEME
The proposed hybrid embedding scheme mainly includes
single- and collaborative- embedding modules. The embed-
ding scheme is determined by the count numberN of selected
candidate 8 × 8 TBs in one CTB, where CTB is a basic
process unit for the proposed embedding scheme. In addition,
the embedding threshold 0is also pre-defined to determine
the embedding scheme type. If N < 0, single-embedding
module is selected. If N ≥ 0, collaborative-embedding
module is selected. The value of pre-defined threshold 0 is
determined by the tradeoff between the embedding capacity
and visual quality. High embedding capacity can be achieved
with large 0, and high visual quality can be achieved with
small 0.
The single-embedding module is dependent on the most

optimized transformation partitioning characteristic deter-
mined by the encoder, where each embedded candidate 8× 8
TB embeds one bit secret message. The characteristic is a
sequence that depicts whether each scheme candidate scheme
TB is split into quadrants not. The mapping rule is that secret
message bit ‘0’ indicates that the scheme candidate scheme
8× 8 TB is not partitioned. Otherwise, secret message bit ‘1’
indicates that the 8× 8 TB is enforced to be partitioned into
four quadrants of 4× 4 TBs.
The collaborative-embedding module is developed from

matrix encoding, and needs the collaboration of all candidate
embedded 8 × 8 TBs. The collaboration means that each
transformation partitioning of candidate embedded TBs is a
contributor to jointly embed secret message. In collaborative-
embedding module, the characteristic sequence of candidate
embedded 8 × 8 TB blocks Pk = (P1,P2, . . . ,PN ) is estab-
lished, where each element p ∈ Pk indicates whether the
candidate embedded 8×8 TB block is further partitioned into
four 4×4 TB blocks or not. That is, signal ‘1’ presents further
partitioning is employed and signal ‘0’ presents further parti-
tioning is discarded. Each signal in sequence Pk is organized

as z-scan order. Another sequence is the embedded secret
message Sk = (S1, S2, . . . , Sl), where l is the count number
of secret message in one CTB, which is determined by the
number of selected candidate 8× 8 TBs N . The relationship
between them is illustrated as

l = floor(log2(N + 1)) (3)

after we have acquired sequences Pk and Sk , the final embed-
ded positionE_P is computed according to successive bitwise
operations with each element in Pk and Sk , which is formu-
lated as

E_P = (
N
⊕
k=1

p× k)⊕ (
l∑

k=1

s× 2k−1), p ∈ Pk and s ∈ Sk

(4)

where E_P indicates the position of 8× 8 TB that is needed
to be modified in the sequence Pk . It is noted that in the best
case, the value of E_P will be zero, which indicates that the
current partitioning structure of candidate 8 × 8 TB will be
maintained as the same as the original partitioning structure
determined by the encoder. However, in other cases, the trans-
formation partitioning of candidate 8×8 TB indexed by E_P
should be changed to the opposite partitioning structure. That
is, if the partitioning characteristic indexed by E_P is 1, then
this candidate 8 × 8 TB should be confined to be non-split
into four 4 × 4 TB blocks. Otherwise, if the partitioning
characteristic is 0, the corresponding 8 × 8 TB is confined
to be split into quadrants.

The single- and collaborative-embeddingmodules are usu-
ally exclusive with each other in single CTB, which are
determined by the pre-defined threshold 0 and the count
number of selected candidate 8× 8 TBs N . After the hybrid
embedding scheme, the following QDCT/QDST residuals
and CBF should be synchronizedwith the new transformation
partitioning structures. In the end, the new embedded parti-
tioning syntax referred to candidate 8×8 TBswill be encoded
into bitstream by entropy encoding and the following CTB
will be processed with similar embedding loop. The proposed
hybrid embedding scheme within one CTB is depicted with
algorithm 1 as follows.

2) PROPOSED HYBRID EXTRACTION SCHEME
The proposed hybrid extraction scheme is an inverse process
compared to embedding, which is manipulated at decoder.
The extraction module is also divided into two categories,
single- and collaborative- extraction, which is determined
by the pre-defined threshold 0 and the count number of
extracted candidate 8× 8 TBs N. In addition, the constraints
on the selected candidate extraction 8× 8 TB blocks are the
same as the embedding, including intra or inter prediction
cases. However, fast traversal process are canceled, because
the decoder only reconstruct video samples according to the
received bitstream, which is the same to the synchronization
of QDST/QDCT residuals and CBF.
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Algorithm 1 Proposed Hybrid Embedding module

Input: Transformation partitioning sequence of selected candidate 8× 8 TB blocks Pk
Sequence of embedded secret message Sk

Output: Embedded transformation partitioning sequence of candidate 8× 8 TB blocks P̂k
BEGIN
Confirm Pre-defined embedding threshold 0
Count the number of selected candidate 8× 8 TB blcoks N
IF N < 0 THEN
Single-embedding module is chosen
FOREACH P, s in the sequence Pk , Sk DO //p ∈ pk , s ∈ Sk

IFs == 1 THEN
P− > 1
Enforce current candidate 8× 8 TB blcok partitioned into quadrants
QDCT/QDST residuals and CBF are synchronized
IFs == 0 THEN
p− >0
Enforce current candidate 8× 8 TB blcok non-partitioned
QDCT/QDST residuals and CBF are synchronized

ELSE
Collaborative-embedding module is chosen
Confirm the count number of embedded secret message l : l = floor (log2(N + 1))
FOREACH p in the sequence Pk DO
fi = (p × i)

⊕
fi−1 // ith iteration, f0 = 1

Calculate the decimal value of Truncated Secret message ST =
l∑
i=1
, s× 2i−ls ∈ (s1, s2 . . . , sl)

Locateded embedded position E _P = fN
⊕

ST
FOREACH p in the sequence PK DO

IF p == E _ P THEN
Change current partitioning structure to opposite partitioning
QDCT/QDST residuals and CBF are synchronized

ELSE
Maintain unchanged to the current partitioning syntax element
CONTINUE

END


Fast traversal


Fast traversal

If the count number N is less than threshold 0, the signal-
extraction will be applied in the current CTB. Let P′k =
(p′1, p

′

2, . . . , p
′
N ) be the partitioning characteristic sequence

of candidate extracted 8× 8 TBs, and S’k = (s′1, s
′

2, . . . , s
′
N )

be the extracted binary secret message sequence. Then the
corresponding mapping rules referred to signal-extraction
can be depicted as follows:

if p == 1− > s′ = 1
if p == 0− > s′ = 0

p ∈ P′k , s
′
∈ S ′k (5)

where p ∈ P′k presents each partitioning structure in the
sequence of candidate 8× 8 TBs.
If the count number N is more than threshold 0, the

collaborative-extraction module will be applied. Similar to
the process of embedding, the length of truncated secret mes-
sage sequence l should be confirmed according to the count
number of extracted candidate 8 × 8 TBs with formula (3).
Then the extracted secret message sequence can be initially
created as S ′k = (s′1, s

′

2, . . . , s
′
l) According to the partitioning

characteristic sequence P′k = (p′1, p
′

2, . . . , p
′
N ), the decimal

secret message S ′T can be formulated as

S ′T =
N
⊕
k=1

p× k, p ∈ P′k (6)

where p ∈ P′k presents each partitioning structure in the
sequence of candidate 8×8 TB blocks. In the end, the binary
sequence S ′k can be filled by the decimal value of S ′T in current
CTB. The proposed hybrid extraction module is depicted in
algorithm 2.

C. PRACTICE FOR DATA HIDING METHOD BASED ON
TRANSFORM BLOCK DECISION
In this section, one typical example is provided, which depicts
a whole process of the proposed selection and constraints for
candidate 8×8 TBs, residuals andCBFs synchronization, fast
traversal and hybrid embedding /extraction scheme.

The left-top CTB (raster-scan address 1) of the first
frame in Basketballpass is selected, where the partitioning
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Algorithm 2 Proposed Hybrid Extraction Module
Input: Transformation partitioning sequence of selected candidate 8× 8 TBs P′k
Output: Sequence of embedded secret message S ′k
BEGIN
Obtain −→ Pre-defined embedding threshold 0

The count number of extracted candidate 8× 8 TBs N
IF N < 0 THEN

Single-extraction module is chosen
FOREACH (p, s) in the sequence (P′k , S

′
k ) DO //P ∈ p′k , s ∈ S

′
K

IF p == 1 THEN
1− > s

IFs == 0 THEN
0− > s

ELSE
Collaborative-extraction module is chosen
Obtain the length of truncated secret message sequence l : l = floor(log2(N + 1))
FOREACH P in the sequence P′k DO

f ′i = (p × i)
⊕

f ′i−1 // ith iteration, f ′0 = 1
Obtain the decimal value of Truncated Secret message S ′T = f ′N
S ′T −→ S ′k , S

′
k = (s′1s

′

2, . . . , s
′
l)

END

structures of CBs, PBs and TBs are the same as Fig. 8. There
are 21 candidate embedded 8 × 8 TBs for embedding after
the constraints are imposed on the selection. If the pre-defined
threshold0 is set to 2, the collaborative-embeddingmodule is
used to embed secret message. Then the sequence Pk referred
to candidate embedded 8 × 8 TBs will be formulated as
Pk = (0, 0, 0, 0, 0, 0, 1, 0, 0, 0, 1, 0, 0, 0, 0,
0, 0, 1, 0, 0, 0, 0, 0),P ∈ Pk According to formula (3),
the count number of secret message l is computed to be
4 and the secret message sequence can be established as
Sk = (1, 1, 0, 1), s ∈ Sk , where each element s in Sk
is the binarization format of secret message. Based on the
sequences of Pk and Sk , the embedding position E_P can be
computed as follows

E_P = (
21
⊕
k=1

p× k)⊕ (
4∑

k=1

s× 2k−1), p ∈ Pk ands ∈ Sk

= 12⊕ 13 = 1

Then the transformation partitioning, indexed by embedding
position E_P, are enforced to be changed to the opposite
transformation partitioning. As depicted in Fig. 10, the trans-
formation partitioning of the first candidate embedded 8× 8
TB is changed to be four 4 × 4 TBs instead of non-splitting
with 8 × 8 TB. In addition, fast traversal algorithm is also
manipulated during the process of locating and actual modifi-
cation on the transformation partitioning structure indexed by
E_P. The following QDCT/QDST residuals will be updated
synchronously with new transformation partitioning struc-
ture. At last, the new transformation partitioning syntax ele-
ments which have carried secret message, and the updated
residuals will be encoded to bitstream by entropy encoding.

Secret message extraction is implemented after the entropy
decoding, where the corresponding partitioning syntax ele-
ments referred to CB, PB and TB have been obtained. After
the reconstruction of partitioning structures for CB, PB and
TB, the partitioning characteristics sequence of candidate
extracted 8 × 8 TBs P′k is generated with the same selection
constraints as in the embedding scheme, where each element
p ∈ P′k indicates whether the current 8×8 TB block is further
partitioned into quadrants of 4× 4 blocks or not in the same
way as embedding. The sequence P′k is formulated as

P′k = (1, 0, 0, 0, 0, 0, 1, 0, 0, 0, 1, 0, 0, 0, 0, 0,

0, 1, 0, 0, 0, 0, 0),P ∈ P′k

The partitioning structures of CB, PB, TB and the can-
didate embedded TB blocks are depicted in Fig. 10. It is
noted that the transform partitioning of 8× 8 CB with z-scan
address 100, which has been selected as embedding position
in embedding process, has changed to further split into 4× 4
quadrants instead of 8×8 TB. In addition, since the length of
is 21 larger than threshold 2, collaborative-extractionmodule
is chosen. According to formulas (3) and (6), the sequence
of binarization secret message can be extracted from a sim-
ilar series operation of successive bitwise XOR as shown
in Fig. 11.

IV. EXPERIMENTAL RESULTS
The proposed method is conducted in the H.265/HEVC ref-
erence software HM16.0, which supports adaptive quadtree-
structured partitioning for CBs and TBs.We can configure the
main experimental parameters as follows: The maximum CB
size, maximum and minimum TB size is set to 64, 32 and
4, respectively. Maximum depth for TB is set to 3, where the
total maximum depth for CTB is set to 4. Moreover, the group
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FIGURE 10. Embedding practice for the proposed method.

FIGURE 11. Extraction practice for the proposed method.

of picture (GOP) size and period of intra frames are both set
to 4 in inter prediction cases, and the quantization parameter
(QP) is set to 32, except for embedding capacity evaluation
in a range of 32 to 50. A series of typical video sequences,
in which the resolution is varied in the range of 416× 240 to
1920×1080, are used as tested samples and are encoded into
30 frames at 30 frames/s.

A. VISUAL QUALITY PERFORMANCE
In order to evaluate the visual quality performance, we use
three GOP structures of all intra (IIII), P frames (IPPP),
B frames (IBBB), where the pre-defined threshold 0 is set
to be 2. Fig.12 depicts the visual quality performance of
three video samples, BasketballPass (416 × 240), Kriste-
nAndSara (1280 × 720), ParkScene (1920 × 1080) with

different POC frames, where POC presents the display order.
It can be seen from Fig. 12 that the proposed method can
achieve a high visual quality performance, where the distor-
tion introduced by embedding (represented as the PSNR dis-
crepancy between H.265 and proposed method) are 0.02dB,
0.03dB and 0.01dB in BasketballPass, 0.48dB, 0.32dB and
0.33dB in KristenAndSara, 0.16dB, 0.03dB and 0.2dB in
ParkScene, respectively. In some cases, the PSNR with the
proposedmethod is a little higher than H.265/HEVC encoder.
The reason is that the cost of transformation partitioning
is determined by the distortion and bit-rate as declared in
formula (2), higher visual quality always needs larger vol-
ume bitstream. Thus, as a result, the final cost of modifica-
tion on TB with embedding is getting worse than without
embedding.
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FIGURE 12. Visual quality performance of the proposed method with different GOP structures.

Subjective quality is also shown in Fig. 13, where original
video samples, compressed samples with H.265 and car-
rier samples with embedding are all compared. In addition,
different video sequences meet different POCs, where Bas-
ketballPass, KristenAndSara and ParkScene meet POC of 0,
5 and 10, respectively. It can be seen that the discrepancy on
subjective quality is too slight to be observed, and the dis-
crepancy of PSNR between compressed and carrier samples
are 0.08dB, 0.32dB and 0.32dB, respectively.

The average visual quality performance of the proposed
method (average value in 30 frames) is depicted in Table 1,
where 1MSE , 1PSNR and 1SSIM are computed by the
video samples without embedding and carrier samples with
embedding. It can be seen from Table 1 that the proposed
method can achieve a high visual quality performance in three
different GOP structures, where the maximums of 1MSE ,
1PSNR,1SSIM are 0.46, 0.48dB, 0.001, and the minimums
are 0.07, 0.02dB, 0.0001, respectively.

B. EMBEDDING PERFORMANCE
We use different thresholds 0( 2 ∼ 64) to test the embedding
performance of the proposed method in Table 2. In addition,

TABLE 1. Average visual quality performance of the proposed method.

we also provide a comparison of embedding performance
in Table 3. In order to evaluate the influence of different
QPs to embedding capacity in the proposed method, Fig. 14
provides the experimental results in the end.
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FIGURE 13. Subjective performance of the proposed method.

TABLE 2. Embedding performance of the proposed method.

We use the average values of 1PSNR for visual quality
measurement, and bit-rate increase for bitstream increment of
embedding. Table 2 provides the embedding performance of
the proposedmethodwhen different thresholds are employed.
The average discrepancy 1PSNR is 0.82dB, embedding
capacity is 38.55kbits/s, and the bit-rate increase is 0.98%.
It can be discovered that better visual quality can be achieved
with a smaller threshold, where collaborative-embedding

FIGURE 14. Embedding capacities of the proposed method in
different QPs.

module is mostly employed. However, larger volume of
embedding capacity can be achieved with a higher threshold,
where single-embedding is more likely employed. In addi-
tion, the bit-rate increase is also increasing with the increment
of threshold 0. As a result, the value of threshold 0 can be
adaptively updated according to different practical demands.
For example, the scenario of stricter demands on high visual
quality can adopt theminimum threshold 2, and themaximum
threshold 64 can be applied to the scenarios of large volume
secret message transmitted.

Table 3 describes the comparison of embedding perfor-
mance among the proposed method and researches [4], [26].
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TABLE 3. Comparison of embedding performance among the proposed
method and [4], [26].

During the experiment process, threshold0 is set to be 8 in the
proposed method. For the visual quality, the average1PSNR
of proposed method are 0.36dB, However, the corresponding
1PSNR of [4] and [26] are 1.07dB and 0.93dB. It can be seen
that the proposed method can achieve a higher visual quality
performance when compared to the researches [4] and [26].
It is noted that for video sequence BlowingBubbles, which
is sensitive to embedding, the proposed method outperform
better than [4] and [26]. For embedding capacity, the average
embedding capacity of the proposed method is 18.875kbits/s,
while [4] is 8.211kbits/s and [26] is 14.370kbits/s, respec-
tively. Compared to [4] and [26], the proposed method can
achieve a higher embedding capacity, and less distortion
on visual quality at the same time. For bit-rate increase,
the average bit-rate increase of the proposed method is
0.61%. However, the average bit-rate increase of [4] is 1.50%,
and [26] reaches 1.94%. It can be seen that the proposed
method can achieve the least bit-rate increase when compared
to [4] and [26]. In addition, in order to further evaluate the
embedding performance of the proposed method, a summary
of comparative analysis of the proposed method, [4], [7]
and [28]–[30] has been shown in Table 4. Compared to [4]
and [7], The proposedmethod achieved a higher capacity, and
due to the embedding location of the transform partitioning
syntax, embedding scope of the proposed method could be
applied to both of intra and inter process rather than only intra
in [4] and [7]. Compared to [28] to [30], which emphasized
on the robustness of the video steganography, the proposed
method puts more attention on the high visual quality of
the carrier videos, which enhance the imperceptibility (high
PSNR approaching to original video) and capacity.Moreover,
the proposed method is more compatible for compressed
video bitstream distributed on the internet scene. The robust-
ness consideration of the proposed method would be our
future work as depicted in conclusion section.

Fig. 14 provides the experimental results about the embed-
ding capacities of the proposed method with different large
QPs (30<QP<51), where the threshold 0 is set to be 8. For
BasketballPass, the embedding capacity varies from 3254 bits
to 904 bits when QP varies from 32 to 50. For Blowing-
Bubbles, the embedding capacity varies from 3574 bits to

TABLE 4. Summary of the comparison analysis of the proposed method.

TABLE 5. Proportions of candidate TB blocks with different GOP
structures.

578 bits. For KristenAndSara, the embedding capacity varies
from 16616 bits to 6566 bits and for ParkScene, the embed-
ding capacity varies from 52057 bits to 10015 bits. It can
be discovered that the embedding capacity is getting smaller
when QP is getting larger. However, for these four test video
samples, when QP is set to be a large number (e.g., 50),
the proposedmethod can still embed secret message into 8×8
TBs. In this worst case, more video frames are needed to
embed large volume secret message.

C. STATISTIC CHARACTERISTICS
Table 5 provides the proportions of selected candidate embed-
ded TBs, which are occupied in the whole 8 × 8 TB blocks
when meeting different GOP structures. The average propor-
tion of candidate TBs with all intra is 61.04%, with IPPP
is 52.70%, and with IBBB is 53.06%, respectively. It can
be seen that the proportion of candidate TBs with all Intra
is larger than others, as there are more all zero residuals
(CBF = 0) of TBs with larger size (more than 8× 8) in inter
prediction. The number of all 8×8 TBs in one specified video
sequence (presented as All Blocks Num) is also provided
in Table 5. The experimental result shows the sufficiency of
the candidate embedded TBs, which can provide a strong
support to embed large volume of secret message with the
proposed method.

The proportions of single- and collaborative- embedding/
extraction modules with different threshold 0 are described
in Fig. 15. It can be seen that the proportion of collaborative
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FIGURE 15. Proportions of Single and collaborative with different
threshold 0.

module is getting smaller along with the increase of threshold
0, however, the proportion of singlemodule is becoming big-
ger, which indicates that the embedding capacity is increasing
and the visual quality is dropping at the same time. When
the threshold 0 is set to be 2, the proportion of collabora-
tive module reaches to the maximum value, and the visual
quality of carrier video outperforms best than other cases.
However, when the threshold 0 is set to be 64, the proportion
of collaborative module is becoming to be zero, and the
embedding capacity could achieve the maximum values. As a
result, a simple way to the tradeoff between visual quality
and embedding capacity of the proposed method can be
conducted with adjusting threshold 0 under various needs.

V. CONCLUSION
In this paper, we propose a novel and efficient video
steganography method utilizing transform block decision
for H.265/HEVC. To improve the embedding performance,
we employ one adaptive modification mechanism on TB
partitioning and one hybrid embedding/extraction scheme.
To guarantee the superiority of the proposed method, we
employ several technical improvements, including selection
constraints for TB Block, synchronization of residuals and
CBF, fast traversal for the quadtree-structured CB and TB.

As shown in this work, the modification of TB partition-
ing can be a desirable technique to decrease the embedding
error, and hybrid embedding/extraction scheme is a power-
ful technique to improve the embedding performance. The
experimental results also show that the proposed method
can achieve better visual quality, lower bit-rate increase and
higher embedding capacity when compared to other relevant
state-of-the-art methods. However, since the video steganog-
raphy is vulnerable to various attacks, such as compression,
upscaling, rotation, and cropping, more consideration for the
robustness of the proposed method will be our future work.
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