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Abstract—We focus on a scenario that we call SmartBnB: smart
homes rich in devices that are rented for a short period of time
such as holidays. Such frequent rotation of different users raises
two types of mutually dependent challenges. First, we have a
permissioning challenge since devices are commonly designed
with a single user in mind; yet, given our shared scenario, we
need to grant the necessary, yet minimum, access to devices and
just for the duration of the stay. Secondly, privacy challenges arise
given the shared and externally managed nature of the devices
(e.g., on the cloud). Other challenges exist such as the lack of
user-interfaces that make difficult to serve a privacy notice.

This paper discusses how such a familiar scenario can bring
stringent requirements. After characterising and discussing the
emergent challenges, we present a conservative and bottom-up
architecture (e.g., by reusing existing protocols) that we evaluate
on a realistic scenario. We conclude that, while it is able to meet
current functional requirements, a SmartBnB scenario raises
technical gaps. 1

Index Terms—Privacy, smart devices, Internet of Things,
Sensors, Transparency, Control, Consent Receipts

I. INTRODUCTION

We discuss a scenario that we term SmartBnB. Similar to
the familiar online platform that allow booking of rooms and
whole properties for holidays (e.g., AirBnB), a SmartBnB
is a space that people can rent for a period of time and
that takes full advantage of the Internet-of-Things (IoT) and
Smart Homes paradigms. Such a smart space can dramatically
increase the quality of the experience of both guests and hosts,
while creating new ecosystems and business models. It follows
the increasing commoditization of smart technology and com-
munications. The key differentiating factor in SmartBnB is
that the devices are shared over time. Whereas the platform,
devices, the host, etc., are fairly static over time, guests come
and go over short periods of time (e.g., over one single
weekend). What was previously a space consisting of “dumb”
and “single-feature” devices, we see now a proliferation of
cheap internet-enabled devices that go far beyond the delivery
of the basic functionality to deliver added-value services. For
example, a smart light bulb can have different modes of
operation, be controlled remotely with a mobile app, and be
scheduled based on the time of the day. Whereas a simple
lightbulb, by itself, raises (relatively) little risk for a temporary
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stay, a smart lock recording habits and status on a front door
or an indoor camera are much more problematic.

A SmartBnB is thus a problem of dynamic, in alternation,
sharing of devices within a smart space. We are interested
in two primary aspects. First, there is a dynamic process of
selective delegation of access grants and permissions that we
call permissioning; second, it is expected that most devices
will collect some form of personal data thus raising privacy
and data protection considerations. The work was done un-
der Project CASSIOPEIA (Contextually-Appropriate Selec-
tive Sharing IoT Open-standard PErmIssioning Architectures)2

within a techno legal team. The baseline setting is a smart
home containing a range of common devices for sensing and
automation purposes: thermostats, video-enabled door locks,
entertainment systems, robot vacuum cleaners, environmental
sensors, security cameras, etc.

The core challenges in the SmartBnB scenario are two-fold.
From an Access Control, or Permissioning, perspective, we (1)
deal with how to give temporary access to the required devices
for a guest, and, for a pre-defined period of time, (2) how to
retain scoped access to devices and how to manage access
delegation from a single, user-friendly control point. From
a privacy and data protection perspective, other challenges
exist such as how to isolate the personal data generated
by all participants or how to comply with Data Protection
regulations; furthermore, we look at how to assure users
remain in control of the data collected. For example, in terms
of Data Protection, a number of questions are unclear as the
typical roles (e.g., Data Controller and Processor in EU’s
GPPR) became unclear.

The project adopts a user-centric and use-case design ap-
proach. Furthermore, and as a strict requirement for our proof-
of-concept, we used real-world, commercial devices, mature
protocols, and open source software to build our testbed. This
requirement was strictly enforced so we could test how far
current technologies and products could support SmartBnBs.
The project contemplates the full renting lifecycle: booking
a property, accepting all privacy notices for the devices, con-
trolling and accessing devices, checking-out, and requesting
deletion of personal data. To the best of our knowledge, this
specific angle to smart homes is novel.

2Funded by EU Horizon 2020, NGI grants.
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This paper is structured as follows. In Section II we present
and explore the SmartBnB scenario and show the non-trivial
challenges that a smart space with alternating tenants raise –
technical, implementation, societal and regulator. In Section
III we review related work but note that more work is needed
across the different disciplines such as Law and Technology.
In Section IV-B we present how we envision the user journey
and interfaces: from booking a property to accepting Privacy
Notices per device to managing thier personal data post-stay.
In Section IV we propose an architecture that implements the
user journey addresses while mitigation gaps we identified
and noting limitations. As a design principle, we reuse as
much as possible common off-the-shelf technologies. An im-
plementation of this architecture on a testbed is then evaluated
in Section V. From the design and implementation lessons,
we raise gaps in Section VI which will also draw our final
conclusions and identify future work. All the code used in
this project is open-source and publicly available3.

II. THE SMARTBNB SCENARIO

Figure 1 shows our primary use-case. It reflects the familiar
experience of booking a property for a short duration with
the difference that there are a number of devices guests
need access to and that there are data protection and privacy
requirements. Ahead of the stay and soon after the end of
the previous stay, the Host will roll-over any current access
delegations and, connected, manage any personal data. Once

Fig. 1. SmartBnB use-case.

devices have been reset to a default state, the Guest checks-in.
A crucial point is connected to Privacy for two reasons. First,
the Guest should review the Privacy Notices of all devices –
noting that there are many devices making this exercise time
consuming. Secondly, guests must give consent for collection
of personal data. The Host records consent against each device

3https://github.com/catarinaacsilva/cassiopeia

and the overall SmartBnB. Only now the Host is able to allow
Guests to use the devices. We further note that there are two
broad types of devices depending on its role: (1) devices that
are under full (temporary) control of the Guest and the Host
cannot access (excluding emergencies), and (ii) devices that
the Guest cannot access or has only limited permissions such
as fire alarms.

The project also integrates Consent Receipts with exten-
sions: upon giving consent, per device and against a particular
Privacy Notice, the Guest receives a set of receipts which
should be preserved as they will potentially be used later
to request (e.g.) erasure of personal data – see Figure 3.
CASSIOPEIA designed the Consent Receipt as an active
digital object: the receipt is no more than a javascript object
with authenticated data with a button to issue requests.

A. Challenges and Open Questions

Regardless of how familiar a SmartBnB scenario feels, a
number of open challenges exist.

1) multi-stakeholder: Part of the complexity of this sce-
nario stems from the intrinsic diversity of stakeholders which
create a complex environment of access delegation and pri-
vacy. Direct stakeholders are the property owner (Host) and
the renters (Guests). We then have the Platform where the
booking happens and is, usually, a third-party. Note that, while
the Guest can have full access and use of the devices, the
Host will still have, very likely, administrative rights that may
collide with Privacy directives. For example, there must always
be an overriding administrative access for safety reasons (e.g.,
a fire emergency).

Another critical stakeholder is the Device Manufacturer
which usually involves a cloud provider, often attached to
a subscription that collects personal data – e.g., an indoor
camera has an app to access the video stream remotely.

Other stakeholders we envision in our SmartBnB scenario
are Authorities (Law Enforcement, Data Protection authorities,
etc.) or sub-Actors, such as parents giving access to children.

2) Integration of Devices and Identities: IoT is notoriously
difficult to integrate as there is no agreed overall standard,
with solutions relying on Zigbee Home Automation, or custom
protocols over WiFi. Existing standards such as OneM2M are
uncommon, and custom solutions proliferate. ONVIF may be
an exception for security cameras. However, low end devices
tend to use custom solutions. MQTT provides the means for
integration, but still not common in home products as com-
mercial solutions seem to prefer the use of custom protocols.
As such, integration frequently uses large cloud providers
such as Google or Amazon with full stacks covering devices
to services. The net result is a fragmented landscape with
islands of compatibility around vendor infrastructure. In this
view, several initiatives exist to add a shim integration layer
– e.g., Domoticz, Home Assistant, SmartThings, OpenHab or
Homekit. Integrations are made in an ad-hoc manner or as
agreements are established.

3) Identity and User Management in IoT: The notion of
identity in home IoT is usually weak, as often simply centred
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on a hub and mobile application supporting a single user. More
than functional, this sits at the core of our alternating, multi-
tenant SmartBnB. Data collected is often managed at device
level, far unsuitable for multi-tenancy. Related, delegation of
access is equally limited.

4) Consent: Consent, as modelled in EU’s GDPR, is only
valid if explicit, informed, freely-given, unambiguous and spe-
cific [1]. For example, the data subject must be notified about
the controller’s identity, what kind of personal data will be
processed, how it will be used, or the purpose of the processing
operations – among other requirements. When sharing devices,
Consent gains an unexpected level of complexity. For example,
devices need now to support multi-tenancy which, as said, is
not the normal case.

Our project uses Consent Receipts [2] to this aim. A Consent
Receipt is an artifact that records a data protection transaction
similar to a conventional shopping receipt. If designed with
strong auditability properties [1], it can empower individuals,
make organisations compliant and more ethical, and allows
authorities and watchdogs to effortlessly monitor the market
and resolve disputes. The challenge is to embody auditability
in the objects. Perhaps the starting point is that they need to
be standardised – e.g., with the upcoming ISO/IEC 27560 [3].

5) Regulatory questions: SmartBnB raises important ques-
tions about privacy and data protection for the guest, including
obtaining valid consent to store and process personal data
when roles are either unclear or new [4]. When a Host buys
a smart device and first sets up, they must give consent to the
device manufacturer to collect personal data. However, they
are not, strictly speaking, the Data Subjects and there is, thus,
an implicit delegation of consent which most data protection
laws forbid. Our project addresses this issue by obtaining ex-
plicit consent from a guest on behalf of device manufacturers
prior to the guest arriving at a property. Nevertheless, unclear
legal areas are equally raised.

6) Device Integration and Hardware Access: As discussed
later, we use Home Assistant as the integration platform. One
challenge we faced was to guarantee that, during the stay,
the Host does not access devices during a stay. This is a
limitation across common integration platform. To mitigate
this problem, we embedded access tokens to every call to the
platform. We note this is a weak approach that due to the lack
of native access control. Access sub-delegation the delegation
between the primary Guest and sub-Guests (e.g., from parents
to children), is a further challenge. A similar problem consists
of direct access to the hardware, often enabling a user to
completely bypass a device (e.g., by resetting it) which can
only be solved by integrating hardware security [5], very rarely
seen in hom IoT.

III. RELATED WORK

In this section we review related work from the perspectives
of data protection, privacy and consent, and the legal aspects
in IoT and Smart Homes.

A. Permissions and Access Control in IoT

Access control mechanisms can monitor the access events
to resources and restricting only to authorised users [6] de-
pending on a set of pre-defined policies, particularly useful
when regulatory questions are important [7]. The notion of
role is also key, and supports a notion of data lifecycle.

Internet of Things (IoT) access control solutions can
be roughly classified as centralized, hierarchical, federated
or distributed [8]. More recently, decentralised approaches
have been developed such as Distributed Ledgers Technolo-
gies (DLT) [9]–[12] or certificate-based ones [13] such as
Lightweight Access Control and Key Agreement Scheme for
IoT devices (LACKA-IoT) [14], [15].

Access delegation [16] is more challenging. Traditional
access control models, such as Access Control Lists (ACL),
Role-based Access Control (RBAC), or Attribute-based Access
Control (ABAC), are not particularly fit for IoT environments,
due to lack of centralised administration or simply complexity
and unavailability of enforcement modules in constrained op-
erating systems. Delegation architectures for IoT have, never-
theless, been proposed [17]. BlendCAC [18], in particular, was
proposed as decentralized, federated capability-based access
control mechanism to enable effective protection for devices,
services and information in large-scale IoT systems. DLTs
have also been considered for delegation [19].

B. Consent and Legal Aspects in IoT and Smart Homes

User-centric, intuitive architectures so data subjects control
consents is a current research problem; see, e.g., ADvo-
CATE [20]. Specifically for IoT and Smart homes, consenting
is an open topic [21] from which the usability/transparency
problem is perhaps the most difficult to tackle [22] – e..g,
there may not be a screen to show a privacy notice. It can
be argued that, past the early stages of setup and collection
of personal data, the problem is not significantly different,
or more complex, then other scenarios such as the web [23]
or mobile phones. Serving notices and seeking valid consent
[24], [25] is thus the most challenging scenario, along with
the distributed nature of the scenario, with numerous devices
(and points of collection) available.

IV. ARCHITECTURAL APPROACH

This section presents our proposed architecture. We start by
presenting the integration platform, taking a user-centric per-
spective by showing how a Guest navigates the permissioning
and privacy controls, and then we elaborate on the technical
architecture.

A. The Integration Platform

To facilitate a unified control platform for smart devices, we
selected Home Assistant4 as it is free, open-source, extensible,
actively developed, and supports a large number of devices.
Devices, services and IoT technologies are supported using
a range of protocols such as Queuing Telemetry Transport

4https://www.home-assistant.io



Fig. 2. Accepting Privacy Notices for each device.

(MQTT), Bluetooth, or ZigBee. The front-end dashboard
(”Lovelace”) offers different predefined layouts to display
information and control devices, and has native web and
mobile support. The interface is fully customizable using the
integrated editor or by modifying the underlying configuration
code (in YAML). The baseline goal of Home Assistant is
to act acts as a central smart home controller hub. The
provided rule-based system for automations allows creating
custom routines based on a trigger event, conditions and
actions, including scripts, which can be used programatically.
Community contributed add-ons get a security rating based on
their access to system resources.

B. User Journey

The user interface is seen as critical as explained. This
section focus on the user journey aspect and it will be
complemented in Section V (Evaluation).

On logging in, and ahead of the stay, the first key action
concerns accepting the Privacy Notices of all the devices
involved. This is shown in Figure 2.

Fig. 3. Consent receipt

At this point, it should be clear how cumbersome the process
is: the user should open all Privacy Notices and accept all or
some. For each Notice accepted a Consent Receipt is sent
(Figure 3). After the stay, the user can utilise the Receipt to,
among other actions, request deletion of personal data. A copy
of each receipt is sent to the Data Controller, who often is the
manufacturer of the device.

Fig. 4. Control panel for the user (floor plant view).

Fig. 5. Control panel for the user.

When the Renter checks-in to the property, the platform
is ready to use and screens similar to Figures 4 (plant floor)
and 5 (control panel) become available. The figures are taken
from our testbed. Only devices whose associated Privacy
Notices were accepted will be shown which ties IoT to legal
requirements. On checking-out, permissions are revoked; the
user can then request the erasure of their data through their
consent receipt (Figure 3).

C. Architecture

Our proposed architecture has three different modules (Fig-
ure 6): Data Manager Service (DMS), Privacy Manager Ser-
vice (PMS) and Receipt Manager Service (RMS). Home As-
sistant is used as the middleware and unified control platform.
The user is in control of the complete data flow from moment
of consent. At the initial stage, the Guest interacts with PMS
to set up the stay. This service is responsible for requesting a
consent receipt (see Figure 3) and provide it to the user (sent
by email in the form of a link). The receipt contains all relevant
information about the consent and its integrity is ensured by
signing it and returning to PMS, which then forwards to the
RMS and is stored.



Fig. 6. Architecture.

The PMS is primarily a local service that is deployed on
premises (ehte Smart Home) and is controlled by the Host.
As a module, it has no (direct) access to Guest’s data but it is
responsible for the initial setup and for communicating with
the remaining components. In contrast, the DMS is a remote
service that allows the Guest to have control over his personal
data independently from the physical location. DMS manages
the Guest’s personal data, supervises the first interactions (cre-
ating the stay), interacts with the RMS and provides the ability
to the Host to decide to remove or anonymize the Guest’s
personal data, should the Guest so request. Moreover, this
component is responsible for interacting with the Signature
Application.

In terms of implementation, we chose PostgreSQL5 as the
relational database, InfluxDB6 for the time series database for
IoT data, a Cassandra7 for the Distributed Hash Table (DHT)
database (for scalability) which also stores consent receipts.

The three main services (Privacy, Data and Receipt Manage-
ment) communicate over a REST API implemented in Python
using the Django framework; the Signature Application was
developed using Flask8 framework.

1) Privacy Manager: The PMS handles creation of new
stays which is associated with a new guest; the email address
is the identity. The PMS provides information about the dates
of the stay, check-in and check-out dates (see Figure 2), as
explained.

The final step of preparing the stay is the receipt signature
which works as a proof of consent. The system creates a new
receipt which the guest must sign and return. As a realistic
demonstration and proof-of-concept, the RMS validates the
signature using the certificate of the Portuguese Citizen Card,
a smart card.

2) Data Manager: A key aim of CASSIOPEIA is to
enhance privacy controls directly to Guests. DMS is the key
module by offering features such as data transparency (by
offering detailed reports of data flows), data portability (e.g.,
by exporting data in CSV format), anonymisation (in case
of data retention); DMS further offers data isolation between
the roles of Guest and Host. For example, the Host cannot

5https://www.postgresql.org/
6https://www.influxdata.com/
7https://cassandra.apache.org/
8https://flask.palletsprojects.com/en/2.0.x/

change the information displayed to the Guest. In addition,
DMS directly manages raw data from the IoT platform helping
to mitigate a malicious Host.

At the end of the stay, the Guest still has access to DMS to
request data deletion, pending a decision from the Host (e.g.,
data needs to be kept for regulatory purposes). In both cases,
the Guest is notified and can check using their own means the
status of their personal data.

3) Receipt Manager: As mentioned, the RMS has the
ability to generate and store signed receipts which is proof
of consent. Since the receipt contains information that can be
used to infer sensitive data about the guest, we implemented
the following:

• The receipt should be sent to the service that requested
it and should only be stored after the signature process;

• The identity of the data subject should be validated to
ensure its integrity;

• The receipt should be signed and stored in a distributed
way using a DHT structure to ensure availability.

The key design principle is that the service that requests
the receipt should be the one providing the information to
populate the fields in the receipt structure. In practice, the
PMS should invoke the method to generate a new receipt
(as a read-only GET request), and passing Host-populated
receipt fields such as version, manufacturer, privacy notices,
devices, etf. Receipts fields that are generic (e.g., language
and jurisdiction) can have default values. The consent field
should also be supplied but it only has two possible values:
consent or not consent. The timestamp field uses the current
time of the receipt generation using a trusted software library,
thus offering some assurance. The receipt ID field is unique
to high likelihood (UUID libraries).

Since Privacy notices are key to (in GDPR) meet the
requirement of informed consent, it is integrity-protected so
that no modifications post-consent are undetected. Since it is
associated with a device, the receipt has a field ”device” with
a dictionary where the key is the name of the devices availavle
at the smart home and the value is the privacy notice; a field
”entity” with a dictionary where the key is the name of the
entity and the value is the notice. In this way, we can decouple
”entities” and ”device” from privacy notices.

To protect the integrity of the whole receipt, a fingerprint
of the receipt is created with SHA-256 and is stored in the
receiptFingerprint. The Guest associates their identity to the
receipt by signing the receipt with the Signature Application
(e.g., using a smart card). The DMS only stores a reference to
the receipt. The RMS stores the receipt and responds to all the
requests by other services involving the receipts. Moreover,
this service can verify the validity of the signature, which
is verified by the PMS before storing in the RMS. At any
moment, it is possible to request a verification using the
signature validator in the RMS.

D. Home Assistant integration

The integration of the smart devices with Home Assistant is
straighforward in the sense of following any other integration



with an IoT environment. However, CASSIOPEIA has further
requirements that required custom extensions.

As previously mentioned, it is important to guarantee data
isolation between the Host and the Guest: the Host should not
access data about the Guest during the stay. Home Assistant
does not provide any method to restrict the views depending
on user roles. Our approach, rather pragmatic, was to create a
new user group in homeassistant/.storage/auth.

This approach is not ideal and raises the limitations of
existing platforms when handling multi-tenancy and roles. In
particular, every time a new device was added the whole
Home Assistant server, and all the modules we developed,
had to be cold restarted so to load the new configuration. Our
workaround, however, was functional.

We implemented three different roles. An Administrator can
see all the devices and update the configurations; during Guest
stays, Hosts can only access the disabled devices (not in use
by the Guest); after the Guest leaves, the Host can access
all available devices in the smart home again. Furthermore,
during a stay, the Guest has access only to the consented
smart devices. Afterwards, all Guest permissions are revoked
automatically. The content for each role is configured in a
homeassistant/.storage/auth file.

Both Guest and Host cannot change the configurations of
Home Assistant by programatically removing a button. This
workaround measure is only a soft control, ammountable to
obfuscation, and is a further example of the limitations of cur-
rent Smart Home platforms for multi-tenanted environments.

V. EVALUATION

In this section we show evaluation results of our imple-
mentation. Our testbed implemented the decribed services as
follows:

• the PMS and the DMS are in the same virtual machine but
in different virtual environments using Docker-Compose,
emulating the fact that the PMS is deployed locally at
the smart home and the DMS is publically available as a
remote service;

• Home Assistant and the InfluxDB are in the same virtual
machine;

• the RMS and the Cassandra database are in the same
virtual machine due to the high required computational
capacity to run the Cassandra database; and

• the PostgreSQL runs in the same virtual machine than the
PMS and the DMS with two different instances for each
service. The prototype setup assumes that the Signature
Application runs on the user device to sign the receipt.

We report on two aspects: the user interface, complementary
to Section IV-B, and the functional properties.

A. User interface

Whereas we previously described the user journey before,
we detail now the process of singing a receipt at the end of
the creation of the stay. The user identification (in this case,
the user’s email) is associated to a new stay and new consent
receipt is generated and sent to the user (Figure 7). The final

step is to sign the receipt, by the user, to validate the receipt
as proof of the given consent. DMS provides the methods to

Fig. 7. Signing a new receipt.

user access to the application and check all stay and consent
information such as receipt data containing the privacy notices,
list of entities and consented devices, or dates of stay and stay
identification (Figure 8.

Fig. 8. Retrieving a stay from the DMS.

B. Functionality

The exchanged messages between the different services to
create a new stay are depicted in Figure 9. The Client is the
device accessing the service; in this case, it is the Owner’s
device such as a browser. Initially, the Client requests the reg-
istration of a new stay. The PMS request a new Receipt from
the RMS. After creating the Receipt, it is stored temporarily
in the PMS, while it waits for the signature of the guest. The
signature process uses a local plugin and involves no network
communication (hence not visible in the figure). When signed,
the receipt is removed from the temporary storage and sent
to the RMS for permanent storage. Finally, PMS sends all
the necessary stay’s information to the DMS. During the
stay, the guest’s personal data are collected and stored in
InfluxDB time-series database. Figure 10 depicts the data from
a temperature sensor considering that the only sensor chosen
by the guest was this sensor. The Guest uses the receipt to



Fig. 9. Packet capture for a new registration.

Fig. 10. Readings of a temperature sensor.

have access to the DMS, as depicted in Figure 11. The receipt
contains the endpoint of the DMS, by accessing that endpoint
the guest can upload the receipt, the Signature Application
validates the signature on it using the Portuguese Citizen Card.
The guest is granted access to the stay information and data
if the signature is valid. When the Guest requests a data

Fig. 11. Data Manager access using the receipt.

deletion through the DMS then the Owner is notified through
the PMS (Figure 12). In order to ensure that only the guest
can control his personal data, the DMS is the unique service
that can access the database where the data from sensors are

Fig. 12. Notification about data deletion request.

stored. The data deletion operation includes the interaction
with personal data thus the DMS (data manager) accesses the
InluxDB database (home.cassiopeia) to request data deletion
and as we can see, is the unique service that interacts with the
database where the personal data were stored. Moreover, the
operation to export data to a CSV file also interacts directly
between DMS and InfluxDB database.

VI. GAPS AND CONCLUSIONS

An approach to address the SmartBnB problem was pro-
posed in this paper, focusing on developing a user-centric
approach where the individuals can decide about what happens
with their own personal data and manage it by controlling
who can access it by using consent receipts. Three impor-
tant components were developed with specific functionalities:
stay management (create stays or associate users to stays);
data management (distributed service to centralize the user’s
personal data control over their personal data); receipt man-
agement (generate and store the receipts also in a distributed



way). Moreover, additional components were developed and
integrated to simulate a very complete SmartBnB scenario:
Home Assistant was integrated as a unified control platform
to manage the smart devices in the simulated smart home; and
a signature application was developed to provide the ability to
sign the receipt as proof of the consent ensuring its integrity.

Unfortunately, the current approach also considers a very
restrictive scenario and only makes it possible to control
the data inside the home. Controlling data inside the home
is strictly important to restrict the content available across
different individuals based on their roles. In the proposed
solution, it is considered two different privacy breaches: the
owner cannot access the renter’s data; and different renters
cannot access the previous renter’s data. For the first case,
the Home Assistant was adapted and we can ensure that the
owner cannot access the renter’s data by creating two different
views (one for the renter with the consented devices and
another one for the owner with the non-consented devices
by the renter). For the second case, also through the Home
Assistant configuration, we automatically change the password
to the renter’s view when the stay ends. In this way, the
previous renter cannot access the future renter’s data. However,
this approach does not consider when the smart home has
different renters at the same time. A clear definition of the
permissions across different renters should be considered due
to the possibility to have families with more than one member
including children. In this way, a more efficient delegation
service should be integrated to facilitate the management of
different views and functionalities depending on the consented
entities, consented devices, and user’s identity.
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