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ABSTRACT

Machine learning (ML) models are becoming integral in
healthcare technologies, necessitating formal assurance meth-
ods to ensure their safety, fairness, robustness, and trustwor-
thiness. However, these models are inherently error-prone,
posing risks to patient health and potentially causing irrepara-
ble harm when deployed in clinics. Traditional software as-
surance techniques, designed for fixed code, are not directly
applicable to ML models, which adapt and learn from curated
datasets during training. Thus, there is an urgent need to adapt
established software assurance principles such as boundary
testing with synthetic data. To bridge this gap and enable ob-
jective assessment of ML models in real-world clinical set-
tings, we propose Mix-Up Boundary Analysis (MUBA), a
novel technique facilitating the evaluation of image classi-
fiers in terms of prediction fairness. We evaluated MUBA
using brain tumour and breast cancer classification tasks and
achieved promising results. This research underscores the im-
portance of adapting traditional assurance principles to assess
ML models, ultimately enhancing the safety and reliability
of healthcare technologies. Our code is available at https:
//github.com/willpoulett/MUBA_pipeline.

1. INTRODUCTION

Recent advances in Artificial Intelligence (AI) have resulted
in a rapid uptake of AI-based algorithms in healthcare with
applications in areas including radiology, pathology, and
complex surgery. The high-risk nature of the industry and
the prospective impact (positive or adverse) of AI algorithms
on the lives of patients means they must be rigorously tested
before deploying them for use by clinicians [1]. These health-
care professionals can only be confident in AI-empowered
healthcare tools if they are cognisant of the fact that they have
been developed and tested using a proven and robust method-
ology. Unfortunately, many traditional software testing and
assurance techniques can not be directly applied to AI models
as these systems are data-intensive, self-adapting, and contin-
uously evolving [2]. Hasty deployment of AI-based solutions

Fig. 1. Interpreting decision boundaries of ML-based binary
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in healthcare without reliable assurance can result in a heavy
price of compromising patient safety [3].

The AI community currently creates and shares summary
statistics to assess model performance for quality assurance
[4]. These statistics provide a good starting point to empiri-
cally justify the model’s performance. However, these alone
are insufficient to verify the models’ behavioural subtleties. It
is likely that in the pursuit of improving the model’s accuracy,
one might reintroduce previously fixed bugs, or incorporate
ethical issues like gender bias in the model’s behaviour. AI as-
surance involves measuring, evaluating, and communicating
various information from model training through validation
up to deployment and monitoring while ensuring governance
and compliance with laid-out standards and regulations. AI
assurance is largely uncharted territory for healthcare solu-
tions and a robust AI assurance methodology for Deep Learn-
ing (DL)-based medical solutions is lacking.

Many healthcare datasets are plagued by issues like sub-
stantial class imbalances. This can lead to the development
of models that are both biased, unreliable and unethical [5].
When such models are applied in clinical settings, where clin-
icians make critical care decisions, the resulting unjust AI pre-
dictions could endanger patient lives. Recent research empha-
sises the essential requirement for robust internal and exter-
nal validation measures for AI models in medicine [6]. Al-
gorithmic audit techniques play a crucial role in revealing
the limitations of models and enhancing trust in their pre-
dictions. Xiaoxuan et al. [7] have outlined a comprehensive
framework for medical algorithmic audit, detailing processes



and documents produced by various stakeholders in the prod-
uct design. While traditional software assurance provides es-
tablished principles that can be adapted for ML assurance,
such as the use of non-live-like, synthetic test data, there is a
scarcity of studies applying these principles. This study ad-
dresses this gap by demonstrating the application of boundary
testing to gain a deeper understanding of model behaviour.
As illustrated in Fig. 1, we put forward Mix-Up Boundary
Analysis (MUBA)—a novel interpretability method for iden-
tifying the model’s decision boundary for assuring medical
image classification models. Our method utilizes mixed-up
images (a combination of class 0 and 1 images), to establish
the model’s decision boundary by finding edge case images.
Specifically, the following are the salient contributions of this
paper.
1. We present MUBA, a novel interpretability method to

evaluate the prediction boundaries of binary classification
models.

2. We empirically evaluate the use of MUBA analysis in as-
suring DL-based binary and multi-class classifiers.

2. MIX-UP BOUNDARY ANALYSIS (MUBA)

2.1. Mixup Image Generation

In traditional software testing, boundaries often harbour de-
fects and thus are scrutinised rigorously to confirm that the
software behaves correctly in these areas. We apply this anal-
ogy to the case of testing a binary image classifier where there
is an effective decision boundary between the two classes, i.e.,
a tipping point at which the model will move from predict-
ing one class to the other. To achieve this, we proposed a
novel technique MUBA, which is inspired by the well-known
mix-up augmentation technique to train image classifiers [8].
For a binary classifier with class sample sizes of n and m,
N mixed-up images are generated between each data point
in both classes, resulting in N × n × m total mixed-up im-
ages. The generation of mixed-up images from two classes,
i.e., (x(0)

i , y
(0)
i ) and (x(1)

j , y
(1)
j ) from the training data can be

mathematically expressed as:
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where α is the random mixing coefficient, selected from a
uniform distribution within the bin size of 1/N , ensuring an
even distribution of α values per mix-up image x

(0,1)
m . Mixed

images are then used to infer the models to get insight into the
model’s decision boundary. Examples of mixed-up images
using two classes can be seen in Fig. 2.

2.2. MUBA Histograms Generation and Interpretation

Deep neural networks are vulnerable to small perturbations of
the input data, which can completely change the predicted la-
bel [5]. These can be intentionally created adversarial exam-
ples but can also be caused by distributional shifts or image

Fig. 2. Mixed-up images for different α values (dotted box)
using original images of two classes (solid box).

noise [9]. Mixed-up images are a direct mix of features from
two separate classes, therefore, perturbations pull the image
towards the decision boundary, even in latent space. A deci-
sion boundary at α = 0.5 has the lowest risk of misclassifying
test images with small perturbations and hence is the most ro-
bust. When predictions change between two mix-up images,
the middle α value between the two images is considered as
a boundary point. These values can be plotted as a histogram
to generate a Boundary Distribution Curve (BDC). For this
reason, we expect BDCs to be centred at α = 0.5. More-
over, incorrectly classified images have been shown to lie on
average closer to the decision boundary [10]. Similarly, we
count the number of incorrect predictions across different α
values to produce an Error Distribution Curve (EDC). These
curves both have the benefit of working on black box models
where only the final predicted label is known. If a model pre-
dicts both classes equally well, we expect both curves to be
approximately symmetrical.

3. RESULTS AND DISCUSSIONS

3.1. Data Description and Experimental Setup

To evaluate MUBA, we used Brain Tumour1 and Breast Can-
cer classification2 datasets that contain labelled images for
binary and three-class classification problems. Specifically,
the brain tumour dataset consists of 253 images (i.e., 98 im-
ages in normal and 155 in tumour class), and the breast can-
cer dataset contains 891, 421, and 266 in benign, malignant,
and normal classes, respectively. To address the class im-
balance issue, we performed data augmentation of minority
classes using random horizontal flips and rotations. We used
ResNet152V2 pretrained on ImageNet as our baseline and
stacked two convolutional and two fully connected on top of
the base model (before the classification layer). Furthermore,
to overcome the overfitting issue and to ensure stable training,
we added batch normalisation layers after these newly added
layers. These layers were only finetuned using our custom
datasets using a split of 70%, 15%, and 15%, for training,
validation, and testing. We first finetuned the model using a
learning rate of 0.001 and batch size of 32 for a maximum of

1https://tinyurl.com/582sfhmb
2https://tinyurl.com/mt5pkm9f



Fig. 3. Demonstrating effectiveness of mixed-up images to
interpret decision boundary (for brain tumour classification).

60 epochs, which was further finetuned for 60 more epochs
using a learning rate of 0.0001. We keep the best-performing
model for analysis using the MUBA method. We used Ten-
sorFlow ML library and Python for our implementation.

3.2. Interpreting Decision Boundaries using MUBA

We first trained a best-performing baseline model for the bi-
nary brain tumour classification, achieving an accuracy of
97% and an F1 score of 0.98. Secondly, we generated mixed-
up images using our test set of 38 images to infer the trained
model and demonstrate intuitive reasoning for MUBA. Pre-
cisely, 60 mix-up images were generated using random α val-
ues between each of the 17 images in the “no tumour”, and the
21 in the “tumour” class within a bin of width 1/60 to ensure
an even distribution. Thirdly, we extracted the embeddings
of the underlying model from the last layer (before the classi-
fication layer) and used t-SNE to visualise high-dimensional
embeddings corresponding to inference images in 2D space.

Fig. 3 illustrates the embedding space for model predic-
tions using original and mixed images including correct and
incorrect predictions. We can see from the figure that predic-
tions using mixed-up images filled the gap between the true
classes in the latent embedding space. The green points in
Fig. 3, indicate the model’s decision boundary point (these
points refer to the the mixed-up images where the predicted
label was changed). This indicates that although mixed-up
images are not necessarily the same as true test images, they
can help identify or add detail to the actual decision bound-
aries within latent space. For instance, we see incorrect pre-
dictions generally around the model’s decision boundary.

3.3. Model Evaluation using MUBA Histograms

The dimensionality reduction analysis showed that the distri-
bution of errors and the mixed-up images where the model
changes its decision can be used to describe the model’s be-
haviour around the boundary in the latent space. Therefore,

(a)

(b)

Fig. 4. Boundary distribution curve (BDC) and error distri-
bution curve (EDC) for a 97% (Fig. 4(a)) and 71% accurate
binary brain tumour classification model (Fig. 4(b)).

plotting these predictions in histograms can provide the distri-
bution of errors and boundary points with respect to the given
value of α. Below we present the analysis of binary (brain tu-
mour) and multi-class (breast cancer) image classifiers using
MUBA histograms that include BDC and EDC.

Brain Tumour Classification: Fig. 4 shows MUBA his-
tograms (i.e., BDC and EDC) for two sets of brain tumour
classification models having an accuracy of 97% (Fig. 4(a))
and 71% (Fig. 4(b)). It is evident from Fig. 4(a) that er-
rors are distributed normally, with the most errors occurring
around the α value of 0.5. Also, we can see that there are
comparatively more errors on the left side of the histograms;
this is where the images were mostly “without tumour” but
were classified as “tumour”. Moreover, Fig. 4 shows that
the model mainly changes its predictions slightly to the left
of the α = 0.5 mark, which indicates a propensity to say an
image contains a tumour when it does not. On the other hand,
for a 71% accurate model (Fig. 4(b), we see a mean bound-
ary closer to α = 0.3, indicating a bias towards predicting
an image as to having no tumour; therefore, the boundary ap-
pears to be closer to the “no tumour” class. Moreover, it is
evident from Fig. 4 that the EDC of a model performing rea-
sonably well is more symmetrical than the model with less
performance (e.g., see Fig. 4(b)).

Breast Cancer Multi-class Classification: In addition to
evaluating MUBA for binary image classifiers, we also as-
sess its efficacy against three-class classification models (i.e.,
breast cancer classification). For instance, in Fig. 5, we
demonstrate that EDC and BDC can be effectively generated



Fig. 5. EDC curves (top) and BDC curves (bottom) for an 80% accurate three-class breast cancer classifier.

by considering a pair of classes from N total classes. The
figure shows the MUBA histograms for an 80% accurate
model trained using a breast tumour dataset containing three
classes. Fig. 5 reveals that the mean boundary for errors in
EDC plots is shifted towards the “normal” class due to the
high proportion of “normal” class images. Also, we see that
for pairs containing the “normal” class, BDC shows a mean
boundary closer to α = 0.5. Moreover, there are spikes in
the BDC curves between α = 0.8 and α = 1 for images
with a high proportion of “normal”. This indicates that some
images incorrectly labelled as “normal” do not need a high
proportion of another class to be predicted differently. This
insight into a model’s decision boundary without knowing
the confidence of a model’s prediction is unique to MUBA.

4. CONCLUSIONS

This paper presents a Mix-up Boundary Analysis (MUBA)
that leverages mix-up augmentation to fortify machine learn-
ing (ML) models during the training phase, particularly by
challenging the decision boundaries with synthetic test data.
We show that images synthesised from mixed classes inhabit
the models’ latent decision space, providing a new means for
boundary testing. MUBA does not seek to replace but rather
complement quality testing by exposing the model to intri-
cate synthetic test images that may reveal biases, especially
around decision boundaries. Notably, MUBA’s methodol-
ogy is uniquely beneficial because it requires no access to
the internal model weights or confidence scores, thus offer-
ing a distinct advantage for third-party assurance in sensitive
fields such as medical image classification. Our study con-
firms that while traditional software testing strategies are in-
sufficient for assuring ML-based medical image classification
systems, the systematic application of MUBA, possibly with
more advanced mix-up methods, could be used for algorith-
mic audit, thereby enhancing the understanding, performance,
and fairness of predictions in these models. Moreover, our re-

search highlights the critical need for collaboration between
traditional software assurance professionals and ML experts
to innovate testing methods, paving the way for the broader
adoption and trust in ML within healthcare specialities. In
our future work, we plan to thoroughly investigate the per-
formance of MUBA using different mix-up techniques and
diverse medical image classification datasets.

5. REFERENCES

[1] A. V. S. Neto, J. B. Camargo, J. R. Almeida, and P. S. Cugnasca,
“Safety assurance of artificial intelligence-based systems: A system-
atic literature review on the state of the art and guidelines for future
work,” IEEE Access, 2022.

[2] S. Martı́nez-Fernández, J. Bogner, X. Franch, M. Oriol, J. Siebert,
A. Trendowicz, A. M. Vollmer, and S. Wagner, “Software engineering
for ai-based systems: a survey,” ACM Transactions on Software Engi-
neering and Methodology (TOSEM), vol. 31, no. 2, pp. 1–59, 2022.

[3] F. A. Batarseh, L. Freeman, and C.-H. Huang, “A survey on artificial
intelligence assurance,” Journal of Big Data, vol. 8, no. 1, p. 60, 2021.

[4] G. Fujii, K. Hamada, F. Ishikawa, S. Masuda, M. Matsuya, T. Myojin,
Y. Nishi, H. Ogawa, T. Toku, S. Tokumoto et al., “Guidelines for qual-
ity assurance of machine learning-based artificial intelligence,” Inter-
national journal of software engineering and knowledge engineering,
vol. 30, no. 11n12, pp. 1589–1606, 2020.

[5] A. Qayyum, J. Qadir, M. Bilal, and A. Al-Fuqaha, “Secure and robust
machine learning for healthcare: A survey,” IEEE Reviews in Biomedi-
cal Engineering, vol. 14, pp. 156–180, 2020.

[6] M. Ghassemi, L. Oakden-Rayner, and A. L. Beam, “The false hope of
current approaches to explainable artificial intelligence in health care,”
The Lancet Digital Health, vol. 3, no. 11, pp. e745–e750, 2021.

[7] X. Liu, B. Glocker, M. M. McCradden, M. Ghassemi, A. K. Denniston,
and L. Oakden-Rayner, “The medical algorithmic audit,” The Lancet
Digital Health, vol. 4, no. 5, pp. e384–e397, 2022.

[8] H. Zhang, M. Cisse, Y. N. Dauphin, and D. Lopez-Paz, “mixup: Be-
yond empirical risk minimization,” arXiv, 2017.

[9] R. Volpi and V. Murino, “Addressing model vulnerability to distribu-
tional shifts over image transformation sets,” 2019.

[10] D. Mickisch, F. Assion, F. Greßner, W. Günther, and M. Motta, “Under-
standing the decision boundary of deep neural networks: An empirical
study,” 2020.


