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Abstract 3D Anaglyph system is among the most pop-
ular 3D displaying techniques thanks to its simplicity
and the cheap glasses that it uses. Anaglyph generation
and watermarking are two essential techniques that at-
tracted researchers in 3D anaglyph domain where sev-
eral techniques have been proposed. However, most of
the previous anaglyph watermarking studies focused on
the robustness and the visual difference between origi-
nal and marked content and they have not considered
the three deficiencies caused by the generation step,
which are the distortion of colors, the retinal rivalry and
the ghosting effect. In this paper, we propose the first
watermarking technique that protect 3D anaglyph con-
tent before its transmission by embedding the signature
simultaneously with generation step. In this technique,
three signatures were embedded before, during and af-
ter the generation process using different domains to
obtain robustness to several manipulations, especially
against malicious attacks. Moreover, the chosen gener-
ation process avoids generation deficiencies and allows
obtaining high visual quality of the marked content.
The experimental results illustrate robustness against
attacks such as compression and collusion where the
minimum value of NC is close to 0.7 and the maximum
value of BER is close to 0.2. Besides, the suggested
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technique provides high invisibility where PSNR and
SSIM values are respectively close to 58 and 0.9, and it
minimizes the generation deficiencies.

Keywords 3D anaglyph watermarking - color
distortions - signature robustness - ghosting effect -
collusion attack - retinal rivalry.

1 Introduction

3D content is more easily accessible and transmitted
through the networks nowadays than ever. Among the
different 3D displaying techniques, e.g., glasses depen-
dent or auto-stereoscopic, the anaglyph is the cheap-
est way that allows making the 3D visual experience
achievable with no special hardware but only simple col-
ored glasses. However, this popularity of 3D anaglyph
images and videos makes them available to everyone
introducing serious problems of security. Watermark-
ing was proposed as a solution to these problems [I]. In
fact, it consists of two stages: signature embedding and
signature detection. During the first one, an invisible
and robust signature is embedded in the original 3D
anaglyph content to protect it while, the second stage
consists in verifying the presence of the embedded sig-
nature in a given content after applying different types
of attacks [2]. Various 2D image and video watermark-
ing schemes have been proposed in the literature [3]
45). However, regarding 3D content, particularly 3D
anaglyph content, the field is still in its early stages of
development. Indeed, only a limited number of studies
have been suggested due to the diversity of 3D displays
and the complexity of 3D data.

All existing 3D anaglyph image and video techniques
are decomposed into three steps which are: extraction of
left and right views from the given original 3D anaglyph,
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signature embedding into one or two views, and marked
3D anaglyph generation. This final step is done by sim-
ply superimposing two marked views. Based on our
knowledge, no technique considers generation deficien-
cies when reconstructing the marked anaglyph. In fact,
the simplest way to generate a 3D anaglyph image is
to superimpose the cyan channel and the red one com-
ing respectively from left and right view. This genera-
tion technique is not efficient and mainly suffers from
three deficiencies, i.e., the distortion of colors, the reti-
nal rivalry and the ghosting effect. These last ones cause
different problems such as the color difference between
original and perceived scenes and visual fatigue and this
can affect the invisibility of the marked anaglyph con-
tent. Hence, the watermarking process should consider
these problems at the embedding process as well as at
invisibility assessment. In fact, signature invisibility is
usually evaluated by calculating the difference between
original and marked content using different metrics such
as PSNR and SSIM but without considering generation
deficiencies.

This paper proposes a robust and invisible water-
marking technique dedicated for 3D anaglyph images
and videos based on hybrid insertion. As the 3D anaglyph
video is composed of a sequence of 3D anaglyph im-
ages, the suggested approach can be used for both 3D
anaglyph images and videos by applying the proposed
image watermarking on the set of frames composing
the video. The originality of this technique consists in
embedding the signature during the generation step in
order to avoid generation deficiencies and to obtain a
high visual quality of the marked 3D anaglyph. Indeed,
instead of extracting the two views from the original
3D image anaglyph, the proposed approach takes as an
input the two views before generating the 3D anaglyph
image. Signature embedding is applied three times: The
first one is a Discrete Wavelet Transform (DWT) based
embedding that is applied on the two original views
before beginning the generation process. The second
one is a Least Significant Bit (LSB) embedding that is
applied during the generation process. Finally, a Dis-
crete Cosine Transform (DCT) based watermarking is
applied after the last step of the generation process.
This allows obtaining robustness against most attacks,
besides a high level of invisibility. Unlike the existing
techniques which generate the marked anaglyph image
by a simple addition of the right and left marked views,
the proposed approach takes into consideration gener-
ation deficiencies by embedding signature at same time
of generation steps. This allows profiting from the ad-
vantages of the chosen generation method which mini-
mizes the color distortions, the retinal rivalry and the
ghosting effect.

The remaining of this paper is organized as follows:
In section 2, the existing anaglyph 3D image and water-
marking techniques are provided, while section 3 deals
with the comparative study and the motivations of the
proposed work. Next, the various steps of the proposed
technique are outlined in detail. Section 5 presents the
demonstrations of invisibility and robustness through
experiments. Finally, the obtained results are compared
with the existing 3D anaglyph image and video water-
marking techniques.

2 Literature Review

In recent years, several techniques for anaglyph 3D im-
age and video Watermarking [6] have been proposed.
These techniques were classified based on two main cri-
teria: the embedding target and the insertion domain
[7]. In fact, the embedding target can be the red im-
age (left view) or the cyan one (right view) extracted
from an original anaglyph image. For videos, red and
cyan images will be extracted from each frame com-
posing the video. To enhance invisibility, the majority
of researchers have opted for the cyan image as the
ideal carrier for embedding the signature. This choice
is based on the Human Visual System’s (HVS) limited
perception of blue color variations. Concerning the sec-
ond criterion, different domains have been used to em-
bed the signature, such as spatial domain, the DCT,
and the DWT. For images and videos, the DWT do-
main has been used more than other domains thanks
to its robustness against attacks.

The authors in [8[9,[10] propounded DWT-based 3D
anaglyph image watermarking techniques, where the
signature was embedded only in the cyan image in [8];
whereas in [O[10], the signature embedding target was
all images that composed the anaglyph 3D images (red,
cyan and depth images). This multi-insertion guaran-
teed robustness against various attacks, while inser-
tion in cyan images allowed obtaining high invisibil-
ity. The authors in [I1] also proposed a DWT-based 3D
anaglyph image watermarking where, the signature was
embedded by changing the diagonal elements of every
block of the jacket matrix applied to the middle-level
sub-band blocks of the original image. This technique
guaranteed high invisibility with robustness against var-
ious attacks thanks to the characteristics of the multi
levels of DWT decomposition. Another technique based
on the DWT was put forward in [I2] and was composed
of two stages: training and testing. In fact, in the first
stage, the DW'T was applied on the original anaglyph
image, and then the genetic algorithm was performed
to optimize the ccefficient bits of the low and high fre-
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quency bands (LH and HL). This stage utilized the back
propagation neural network.

DCT, FrFT, Singular Value Decomposition SVD
and Principal Component Analysis (PCA) transforma-
tions were also used in [I3L[I4L[I5L[16]. The authors in
[13] chose the DCT domain and the quantization of in-
dex modulation as an embedding target. This technique
allowed obtaining a high level of invisibility but, it was
not robust against many attacks. On the other hand,
the scheme proposed in [I4] embedded the signature
in the right view extracted from the original anaglyph
image using the FrFt transformation. The marked view
would be superimposed with the original other views to
obtain the marked image. In [15], the signature was en-
crypted using the Arnold transformation and embedded
in the selected sub-bands of the non-subsampled trans-
formed contourlet anaglyph image applying the PCA.
This technique presented a high level of invisibility and
it was robust against various attacks. The technique
in in [I6] tries to extract a robust feature to embed
the watermark by applying DWT, Hadamard and SVD
transforms. In fact, the cover image undergoes a DWT
transformation, while the watermark image is scram-
bled using the Arnold transform. The watermark is then
concealed within the Hadamard transformed blocks of
the Anaglyph image, leveraging the singular values ac-
quired through the application of SVD. [I7] suggested
two anaglyph 3D image watermarking schemes using
the SSM and the adaptive Dither modulation with Wat-
son’s improved perception model to embed the signa-
ture. Finally, [6] proposes a non-blind 3D scheme based
on Digital Shearlet Transform (DST) and Maximum
Noise Fraction (MNF). First, the original anaglyph im-
age is projected into the digital Shearlet domain. Next,
the DST coeflicients undergo a transformation into the
MNF space. An information-theoretic approach is uti-
lized to identify the most suitable candidate for water-
marking from all the MNF bands. In the end, the wa-
termark is embedded into the appropriate MNF band
using a comprehensive insertion-based method. These
techniques demonstrated a satisfactory level of visual
quality and resilience against diverse attacks.

Concerning anaglyph 3D videos, the DWT is also
the most used domain to embed signature. In fact, [I8|
19] proposed two techniques where the signature was
embedded in the selected high frequency ccefficients ob-
tained after applying the 4-level DWT on the blue chan-
nel. The second technique embedded the signature when
a scene change was detected but the first on uses all
frames. These techniques presented a high level of in-
visibility, but they were not robust against malicious
attacks and especially against collusion which has been
the most dangerous attack for video watermarking. The

first schemes that considered this attack was put for-
ward in [20,21]. They were based on a multi-sprite gen-
eration. In fact, a sprite was generated from each set
of 25 frames and the signature was embedded in each
sprite by applying the DWT and the spatial domain.
These techniques showed a good level of invisibility
and robustness against collusion, compression and ad-
ditional attacks such as geometric and temporal at-
tacks. The difference between this last scheme and those
suggested in [22] was that in [2I] the signature was
not embedded in all generated sprites but only in the
ones which were not similar in order to enhance the
invisibility of the marked video. Furthermore, a robust
anaglyph 3D video watermarking based on cyan mo-
saic was recently proposed to resist the collusion attack
[23]. In fact, the signature was embedded in the mo-
saic generated from only the cyan video composed of
cyan views of the different frames of the original video.
The embedding was done using a DCT based technique
into Krawtchouk moments. This allowed increasing the
compromise between invisibility and robustness against
usual and malicious attacks.

In order to maximize robustness against attacks,
two hybrid schemes were put forward in [24,25]. In fact,
the work of [24] consisted in decomposing an original
video into a set of Group of Pictures (GOP). Three
types of images (blue, red or depth images) were af-
ter extracted from each GOP, and the signature was
embedded into these images using three different inser-
tion domains. The suggested scheme was robust against
usual attacks and against compression. The authors
in [25] proposed also a hybrid embedding scheme that
combined two different domains: the spatial domain by
applying the LSB and a frequency domain by apply-
ing the DWT and the DCT to embed the signature.
Moreover, the suggested technique embedded two var-
ied signatures where each one was inserted in a dif-
ferent domain and a different channel. This makes the
signature robust against MPEG-4 and H264-AVC video
compression.

Based on the literature review, generation deficien-
cies has not been considered in the proposed techniques.
In fact, the classic way to generate an anaglyph image
is to superimpose two views in different colors. Based
on color filtering, the colored glasses will separate these
two views from the composite one for each eye. Despite
its simplicity, this technique is not efficient and suffers
from three deficiencies which are the effect of ghost-
ing, the distortion of color, and the retinal rivalry. The
first problem is the main problem of most 3D display-
ing techniques and it is caused by the light-wavelength
filtering. This provokes undesired images which will be
mixed with the required ones. Concerning the color dis-
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tortion, it causes dissimilarity between the colors of the
original scene and colors seen through red-cyan glasses.
Finally, the retinal rivalry causes visual fatigue and dis-
comfort in case of long viewing. It is due to the differ-
ence in the colored object brightness and it means that
similar objects do not have the same colors for the left
and right eyes.

Several anaglyph image generation techniques have
been proposed in order to minimize these three deficien-
cies and they can be classified based on three criteria:
the color space, the deficiency type to minimize and the
views used at the anaglyph generation step. This clas-
sification was proposed in [7] which showed that, for
the first criterion, the CIEXYZ or CIELAB color space
can be used in the anaglyph generation [26,27] as well
as the RGB space [28]. Concerning the second crite-
rion, each class of the proposed techniques is dedicated
to minimize one type of the generation deficiencies |28,
29], or all simultaneously [30]. Finally, according to the
third criterion, the anaglyph generation can use either
the left and right images [26L[3T] or only a single image,
either right, or left, plus the depth map [32].

Moreover, several methods dedicated to generate 3D
anaglyph videos have been proposed. As anaglyph 3D
videos can be considered as a sequence of 3D anaglyph
images, 3D anaglyph image generation techniques can
be applied on all frames that compose the scene to gen-
erate 3D anaglyph videos [33\84] and the same clas-
sification criteria can be also used for video anaglyph
generation techniques.

Table [1] summarizes the advantages of the existing
3D anaglyph image and video generation techniques by
giving the deficiencies that reduces each method. This
table shows that [30] is the only generation technique
which minimizes simultaneously the effect of ghosting,
the distortion of colors, and the retinal rivalry. Indeed,
this technique consists in matching perceptual color
appearance attributes which can accurately define the
color perception of the HVS and using the CIELAB
color space which is perceptually uniform. Concerning
the other existing techniques, each one reduces one of
the three generation problems, and the efficiency de-
pends on the used color space and the utilized image.
In fact, the techniques which use depth information in
addition to either the right or left image guarantee a
good representation of the generated image.

3 Comparative study and motivation

Table [2] illustrates a comparative study between exist-
ing techniques of anaglyph 3D images and videos water-
marking based on invisibility and robustness. Concern-
ing anaglyph 3D images, most watermarking techniques

Table 1: Comparison of anaglyph 3D image and video
generation techniques

Technique | Content type | Deficiencies to reduce
26] Image Color distortions
127] Image Color distortions

Color distortions
[30] Image Retinal rivalry
Ghosting effects
28] Image Ghosting effects
129] Image Ghosting effects
[32] Image Color .distortions
Ghosting effects
33 Video Color -distortions
Ghosting effects
134] Video No indication

are invisible with a PSNR greater than 40 dB, except for
[14] based on FrFt transformation which had a PSNR
close to 27 dB. The majority of these techniques are
robust against usual attacks such as filtering, noise and
geometric attacks while some techniques resist compres-
sion attacks. Regarding anaglyph 3D videos, a limited
number of techniques have been proposed in the liter-
ature and they present a high level of invisibility and
robustness against most usual attacks. However, they
are usually not robust against the most dangerous at-
tacks such as collusion (type 1 and 2). In fact, only [20]
211[221[23] resisted to this attack by using either a sprite
image as an embedding target or a complex embedding
scheme to make the signature hard to extract. Finally,
the comparative study shows that the hybrid embed-
ding using different embedding domains as suggested in
[24.125], maximizes robustness against different attacks.

Based on the comparative study we can notice that:

— The existing anaglyph 3D image and video tech-
niques usually proceed as follows: Take the anaglyph
content as an input, extract the two views, embed
the signature into the obtained views, and finally
generate the marked anaglyph by simply superim-
posing the two marked views. Researchers have not
considered the generation deficiencies at the invisi-
bility assessment. This can destroy the visual qual-
ity of the marked anaglyph content and make errors
at the detection step.

— All anaglyph 3D image watermarking or generation
techniques can be applied for anaglyph 3D videos
which will be considered as a set of anaglyph 3D
images.

— Every class of watermarking techniques presents its
own advantages and deficiencies. Therefore, apply-
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Table 2: Comparison of anaglyph 3D image and video watermarking techniques

Technique Media | Invisibility Robustness Ref
DWT + Jacket Matrix + anaglyph image image +4 51 Filtering +noise + geometric attacks + 1]
intensity adjustment + histogram
equalization + JPEG
DWT + AES encryption method + image ++ 53 Filtering +noise + geometric attacks + [12]
anaglyph image histogram equalization + JPEG
DCT + QIM + anaglyph image image + 40 NA [13]
frft 4+ cyan image image - 27 NA [14]
Spread Spectrum + Watson perception image + 41 Filtering +noise + geometric attacks + 17
model + anaglyph image JPEG
PCA + nonsubsampled contourlet image +++ 69 Filtering +noise + geometric attacks + [15]
transform + anaglyph image intensity adjustment + histogram
equalization + JPEG
DWT + SVD + Hadamard transform + image ++ 54 Geometric attacks + noise + cropping + [16]
anaglyph image filtering
DST + MNF + anaglyph image image ++4++ 61 Filtering +noise + geometric attacks [6]
histogram equalization + cropping +
JPEG
DWT + cyan image video +++ 65 Geometric attacks + noise + filtering 18]
DWT + scene change detection + cyan video +-++ 69 Geometric attacks + noise + filtering [19]
image
DWT + GOP + cyan image + red image video +++ 72 Geometric attacks + noise + filtering + 24]
+ depth image frame suppression + MPEG4
LSB + DCT + DWT + cyan image + red video +++ 70 Geometric attacks 4 noise + filtering + [25]
image frame suppression + MPEG4 + H264
DWT + MIDSB + multi-sprite + video ++ 58 Geometric attacks + noise + filtering + [20]
anaglyph image frame suppression + MPEG4 + collusion
DWT + LSB + multi-sprite + anaglyph video ++ 59 Geometric attacks + noise + cropping + 23]
image frame-based attacks + filtering + MPEG4
+ collusion
LSB + DWT + Mosaic + anaglyph image video +++ 70 Geometric attacks 4 noise 4 cropping + [22]
frame-based attacks 4+ enhancement
attacks + filtering + MPEG4 + collusion
DCT + cyan mosaic + krawtchouk video +++ 65 Geometric attacks + noise + cropping + 23]
moments frame-based attacks + filtering + MPEG4
+ H264 + collusion

ing a hybrid embedding provides robustness against
the maximum of attacks.

— To obtain robustness against the collusion attack
(type 1 or 2), which presents the most dangerous
attack for videos, two solutions can be applied. The
first one is to embed the signature into sprites gener-
ated from original frames, while the second solution
consists in applying a complex embedding scheme
that makes the signature extraction hard.

4 Proposed approach

In this paper, We put forward a new anaglyph 3D image
watermarking technique which embeds the signature at
the generation stage. This allows to minimize the three
deficiencies of the anaglyph generation and to maxi-
mize the robustness against usual and dangerous at-
tacks. The proposed watermarking is based on multiple
embeddings: the first one is a DWT based embedding

which insert the signature before the generation pro-
cess, the second one is an LSB based embedding that
is applied during the generation step, and the last one
is DCT based watermarking that will be applied after
the generation process.

The proposed approach will be then adopted for the
anaglyph 3D video by applying the suggested scheme
on all frames that compose the original video. Since the
suggested approach is based on multi-embedding and
multi-domains, it is considered as a complex scheme
and it allows obtaining robustness against the collusion
attack.

The systematic framework of the proposed schema
is shown in Figure [I] and it is decomposed in several
stages. In fact, given the right and left views (R1,G1,
B;) and (R.,,G,,B;), they will be marked first using
a DWT based scheme. Then, the generation process
will be triggered using as an input the obtained marked
views (Rll,Gll, Bll) and (RIT,G’r/hB/T).

This process is based on the generation technique pro-
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Fig. 1: Flowchart of the proposed embedding.

posed in [30], and it is decomposed into three steps. At
the first step, the two marked views will be converted
from the RGB to the CIELAB color space to obtain
(L1,a1,b1) and (L,,a,,b,). Before the generation second
step, an LSB based embedding will be applied on only
the lightness ccefficient of the two views L; and L, in
order to maximize robustness. The LSB based embed-
ding is chosen thanks to its high level of invisibility.
Then, the marked lightness Lll and L/,« are used to cal-
culate the three perceptual color appearance attributes
for each pixel position, including its lightness, satura-
tion and hue, which will be matched to those of the
perceived anaglyph.

Finally, we convert them back into RGB and we su-
perimpose the three obtained images (green and blue
image from left view and red image for right view) to
obtain the anaglyph image. This last one will be marked
by applying a DCT embedding to obtain the marked
anaglyph 3D image. The main algorithm of the pro-
posed approach is given by Algorithm [I] and the de-
tailed information on each processing module will be
given below.

4.1 Dwt embedding

As mentioned above, the first stage of the proposed ap-
proach consists in embedding the signature into left and
right views by applying a DWT based schema. This last
one allows obtaining robustness against usual attacks
and compression. Furthermore, it gives a high visual

Algorithm 1: Mark (V7,V2,51,52,53,0)

1 /* This is the general algorithm of embedding, it

returns the marked Anaglyph image A" */
/* V1 is the original right view */
/* V4 is the original left view */
/* V{ is the right view after DWT embedding */
/* V3 is the left view after DWT embedding */
/* B is an invisibility factor */
/* S1 is the first signature */
/* Sz is the second signature */
/* Ss is the third signature */
V) < DWT embedding(V1,51,8)
V5 < DWT embedding(V2,51,8)
(Lryar,by) < RGB2ab(Vy)
(Ll,al,bl) — RGBQZCLZ)(V%)
L. + LSB(L,,S>)
Lg — LSB(LL7 SQ)
L, ,a." b < colormatching(L..,ar,br)
Ly”,a;”,b;” < colormatching(Lj,a;,b;)
Viiue, Vgreen < 1ab2RGB(L;”)
Vyea < 1ab2RGB(L,” a,” ,b,”)
A/ <~ V'red + (Vbleuyvgreen)
A” «+ DCT(A’,Ss,8)

O A W N

NN R KRR BB BB BB
H O © 0 N O 0 b WNFHF O O© N

quality of the marked image. The chosen schema con-
sists in adding high frequencies of the signature to those
of the original view. The high frequencies are chosen be-
cause the HVS is insensitive to these components, and
they provide a good trade-off between capacity and in-
visibility. In fact, the general algorithm (Algorithm
of the chosen DWT embedding is as follows:

1. The signature is first spread based on the view size.
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2. The 3% level of the wavelet transform is applied to
the signature and the original views. This level is
obtained by first decomposing sub-component LL;
critically sampled to LLs, HLo, LHo, and HHs and
then the process will be applied for sub-component
LL5 in order to obtain LLs, HL3s, LH3 and HH3.

3. The marked ceefficients (C';) are obtained by adding
the high frequency coefficients HH3 and HLg3 of sig-
nature (W;) to those of original view (C;) using the
equation below:

C;:Ci+B*Wi (1)

where [ is an invisibility factor used to increase sig-
nature invisibility.

4. The marked views are finally obtained by applying
the 37 level of the DWT Inverse (I-DWT) to the
marked ceefficients.

Algorithm 2: DWT embedding (V,S, 3)

1 /* The function returns the marked view V' */

2 /* V is the original view */

38 /* B is an invisibility factor */

4 S < imresize(S,size(V))

5 for i <~ 1 to 3 do

6 if i =1 then

7 LLs,, HLs,, LHs,, HHs. « DWT(S)

8 L LLv,, HLy,, LHy,, HHy, + DWT(V)

9 else

10 LLs, HLs,, LHs, HHs, « DWT(LLs,)
11 LLy,, HLv., LHy., HHy, < DWT(LLy,)

12 W; < HHsg,
13 for each coefficient C; of HHy, do
1 | Ci+Ci+BxW;

15 V' « IDWT(LLv,,LHv,, HLv, HHy,)

4.2 RGB to CIELAB conversion

Given the two marked RGB views, the first step of the
anaglyph generation stage will be applied. The lightness
of the marked right and left views will be matched to
alleviate the retinal rivalry effect. In addition, the gen-
eration process explicitly takes the ghosting reduction
into account [30]. At the first step of the generation, the
RGB values of the marked two views will be converted
into Lx a xb values of the CIELAB color space. L, a
and b values of the right and left views are calculated
as proposed in [30].

4.3 LSB embedding

Giving the CIELAB values L, a, and b calculated dur-
ing the first step of the generation, the spatial domain
and the substitute mode are chosen to embed the sig-
nature into only the L value of the left and right view.
This allows improving invisibility, robustness and pro-
cessing complexity reduction. In fact, the L value is the
most invariant and robust value in the CIELAB color
space because it represents the lightness value, but any
manipulation on lightness can degrade the visual qual-
ity of the corresponding image. For this reason, an LSB
embedding is chosen to guarantee a high level of vi-
sual quality. The LSB embedding technique is a widely
recognized and conventional method employed for in-
serting a watermark in a host medium. This technique
is favored for its simplicity and the high level of invis-
ibility it offers [35]. The process involves inserting the
mark bits into the least significant positions. In fact, it
proceeds as follows (Algorithm [3]):

1. Given the signature and the different coefficients of
the L value, they are converted to a binary format.

2. The embedding is done as follows: If the signature
bit and the least significant bit (LSB) of the L value
are same, this last one will be set to 0; else, it takes
the value 1.

3. The marked L will be reconstituted based on the
marked LSBs.

Algorithm 3: LSB embedding (L, S)

1 /* The function returns the marked L' */

2 /* L is the lightness of CIELAB coefficients */
3 S < binary(S)

4 L < binary(L)

5 for each coefficient of L do

6 | if LSB(S)= LSB(L) then

7 | LSB(L) + 0

8 else

9 | LSB(L) + 1

4.4 Color matching and RGB conversion

After LSB insertion, the marked L value and the origi-
nal a and b values will be used to generate the anaglyph
image A. First, it consists in getting the CIELAB values
of the left and right views of the perceived anaglyph A
Lai, aar, bay, Lar, agr, ba, which produce comparable
values for lightness, saturation, and hue as those com-
puted from L;; a;; b;; Ly; a, ; b,. In order to present



Saoussen BEN JABRA et al.

the left image, the red channel is used and the other
two green and blue channels are utilized to present the
right one. Therefore, it is necessary to deliberately se-
lect the L *a*b values of the perceived anaglyph in
such a way that, upon conversion back to RGB, the
three-dimensional vector L a;; aa;; ba; an be effectively
represented by a solitary red value Ra;, and L a.; aa.;
b, can be represented by G a,; Ba,. To obtain L 4,
aal, bai, Lar, aar, bar, the left and right views will
be processed differently as described in [30]. Only the
red channel is utilized to present the left view in the
ultimate anaglyph. After color matching, the CIELAB
values will be converted to RGB values by applying the
parameterizations proposed in [30] in order to guaran-
tee color space conversion and ghosting reduction.

4.5 DCT embedding

Given the generated anaglyph image, the DCT domain
is chosen to embed the third signature in order to im-
prove robustness against attacks. In fact, the chosen
schema is decomposed into different steps (Algorithm
4). First, the DCT transformation is applied on the
given anaglyph image and the N ccefficients are se-
lected based on key L which identifies the start ccef-
ficient where N represents the length of the signature.
The second step consists in the addition of the binary
signature to the selected N coefficients according to the
following equation:

Co(i) = C(i), if W(i)=0; @
Cow(i) = C(i) x (1+a), if W(i)=1, i=1..N.

where C(i) represents the selected ceefficients from the
anaglyph image, W is the binary signature to embed,
a is the invisibility ccefficient, and C,, (i) represents the
marked ceefficients.

Finally, the DCT inverse will be calculated to generate
the marked image. To fix the key L value, our choice
is based on the fact that the first ceefficients of the
DCT matrix represent the lowest frequencies and those
placed at the end are the highest. Therefore, key L will
determine the nature of the coefficient to be embedded.
Since the low frequencies are more sensible to modifi-
cations and more robust than high frequencies, key L
is defined based on the ratio between the DCT matrix
and the signature sizes using the following equation:

L:fx(%) (3)

where M is the size of the DCT matrix, N represents
the size of the signature, and f is the ccefficient to select
the position. F is chosen by testing the effect of the vari-
ation in its value with the invisibility coefficient ’a’ on

the invisibility and the robustness results. The obtained
values show that the visual quality is enhanced with a
robustness reduction when the position of insertion is
moved to the last coefficients. Thus, the parameters are
chosen as follows: f = 4 and g = 0.001 to obtain the
best compromise between invisibility and robustness.

Algorithm 4: DCT embedding (A, S, )

/* The function returns the marked anaglyph A" */
/* A is the anaglyph image */
/* B is an invisibility coefficient */
C + DCT(A)
for each coefficient C; of Apcr do
if W (i) =0 then
| Ci«Ci

else
| Ci+ Ci* (1+8)

10 A" < IDCT(C})

4o TR W N R

©

Finally, table[3]describes the meaning and the values
of the different variables used in the proposed approach.

Table 3: Variables description

Variable Meaning Value
B Invisibility coefficient to 0,001
minimize invisibility
degradation
DCT matrix size = host image size
N Signature size 64*64
L Embedding Key for DCT depends on M and N
based scheme
f Embedding location to 4
maximize security and
invisibility
LL,LH,HL,HH low, mean and high DWT DWT results
frequencies

4.6 Detection scheme

Given an anaglyph image, the detection stage consists
in verifying the presence or absence of at least one of
the embedded signatures. The scheme is decomposed
in different steps, as shown in Figure 2] Indeed, at the
detection stage the inverse steps of the embedding and
generation process are applied as follows:

1. First, the DCT detection schema will be applied on
the input anaglyph image. The presence of key L is
necessary at this step. The two first steps of DCT
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detection are similar to those of the embedding,
where the DCT transformation will be calculated
from the original anaglyph image and key L will be
used to select the ccefficients chosen at the embed-
ding. The signature will be then extracted from the
selected ceefficients.

2. If DCT detection succeeds to extract the embedded
signature, the detection step is completed and the
extraction succeeds; else, the channel separation will
be applied to detect the right and left channels and
the CIELAB conversion will be applied as done in
the embedding stage.

3. Given the two channels, the RGB conversion will be
applied to obtain the L, a and b values of the two
views.

4. L, and L; will be used as inputs for LSB detection,
which consists in extracting the embedded signature
by reading the least significant bits and comparing
the detection signature with the embedded one.

5. If LSB detection succeeds to extract the embedded
signature, the detection step will be considered as
completed and the signature will be extracted; else,
the CIELAB values will be converted to the RGB to
obtain the two views in the RGB color space. The
conversion will be done as defined at the embedding
stage.

6. Finally, DWT detection will be applied on the ob-
tained views where the first two steps of DWT de-
tection are similar to those of the DWT embedding.
In fact, after spreading the signature based on the
view size, the 3,4 level of the wavelet transform will
be applied to the signature and the original views
in order to obtain LLs, HL3, LH3 and HH3. Then,
the signature will be obtained by subtracting it from
the high frequency ceefficients HHs and HL3 of the
marked views. If the detected signature is similar to
the embedded one, detection succeeds; else, it fails.

4.7 Application of the proposed approach to anaglyph
3D video

Since an anaglyph 3D video is considered as a sequence
of anaglyph 3D images, any image generation or water-
marking technique can be adopted for a video. Hence,
we propose in this paper to apply the suggested wa-
termarking technique to an anaglyph 3D video. The
obtained video watermarking will profit from the ad-
vantages of the proposed image watermarking. Indeed,
it will preserve invisibility and robustness against usual
and malicious attacks guaranteed by the hybrid inser-
tion. Besides, it will be robust to the video attacks such
as temporal attacks and especially to collusion attack

since the used embedding scheme is considered as a
complex technique.
Figure [3] illustrates the general scheme of the embed-
ding and detection steps.

In fact, given a set of stereo pair images, the em-
bedding proceeds as follows:

1. The proposed watermarking technique will be ap-
plied for each stereo pair images to obtain a set of
marked anaglyph 3D images.

2. The marked anaglyph 3D video will be obtained by
reconstructing the set of obtained marked images.

Given an anaglyph 3D video, the detection step pro-
ceeds as follows:

1. The given video will be decomposed in a set of
anaglyph 3D images.

2. The detection scheme suggested for anaglyph 3D
images will be applied for every frame.

3. If detection succeeds for at least one of all frames
the signature will be extracted; else, detection fails.

5 Experimental results

To evaluate the proposed watermarking technique, two
primary criteria are employed: invisibility, which takes
into account any generation flaws, and robustness against
both common and malicious attacks.

5.1 Dataset collection

Multiple experimentations are conducted on a collec-
tion of chosen anaglyph 3D videos and images. [36].
As the input of the proposed video watermarking is a
set of stereo Pairs composing the video, a dataset of
stereo pairs was constructed by applying a technique
inspired from different methods which consist of revers-
ing anaglyph videos into stereo pairs [3738]. The used
videos were collected from different works and from
YouTube to obtain a variable dataset where the chosen
videos are qualified by different characteristics like the
background texture, the total time, the movement type
and the resolution. We noted that the frame rate for all
videos is 30 frames per second and all videos have mp4
extension and are in raw format (without compression).

Since our approach is also dedicated to images, we
should evaluate the image watermarking on a set of test
images having different characteristics. For this reason,
we select 50 frames (100 stereo pairs) from the 10 chosen
videos. The choice is done randomly: 5 frames from each
video including the first and the last frames from each
video.



10

Saoussen BEN JABRA et al.

.
4 L \
i -
! \
! ar [
! b, I
i J i
o S N smmemmmems |0 O ddt bk | pmma-a—-—a———— | g - .
| pct LsB LJ’ CIELAB to | |
: detection detection | | RGB } !
_______
i e e - [
! - g L 1
| Anaglyph image | i
! a i
| o
. |
! YES bl_, YES = Al
| Left channel | - o o ) - L
I right view right view H
: |
[ (RnGrB:) (RnGrBi) i
! i
i DWT
! D . | i i
i e E—— etection succes YES detection i
i !
. |
I i
1-\ Detection failure i
. A
\ .
. i
. Signature o~
- e e e e+ e e e+ ¢ e e e+ 4 e 4 e 4 e 4 e 2 e 4 4 4 o 4 e 2 4 2 4 o 4 o £ 2 4 e - e 4 e £ 2 - e e o 4 o A 2 A e 2 e 5 e 5 o e A e e e 5 e e e e e e 4 - -
___________________ -
-
~
A Y

-

- o mm m  mm mm e e e e e

Marked anaglyph
-~ 3D video

Anaglyph image N

Detection success ———> °
Signature

Detection failure

- o — o — o ————————— -

I

Detection process [/

Fig. 3: General scheme of watermarking and generation for anaglyph 3D video.

Table 4] depicts the characteristics for every video.
Moreover, we test two different resolutions (32x32 and
64x64) for the three embedded signatures. 6 images
are then chosen as signatures to test the effect of the
signature size on watermarking efficiency.

5.2 Invisibility evaluation
Invisibility is an important criterion for the assessment

of any watermarking technique. However, all authors
don’t consider the visual alteration of generation pro-

cess and they simply superimposing the two marked
views to obtain the marked anaglyph 3D image. The
originality of the proposed approach is to embed the
signature during the generation process to avoid this
alteration. Hence, invisibility evaluation will consider
generation problems, which are the effect of ghosting,
the distortion of colors, and the retinal rivalry. Added to
that, signature invisibility will be assessed by measuring
the difference between original and marked anaglyph
3D images. We use two types of invisibility evaluation:
qualitative evaluation which is based on the visual ap-
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Table 4: Video test characteristics

Video Total Resolution Type Movement Background
time
(second)
[V1] 43 1080 x 720 Animation Medium Textured
[V2] 634 1920 x 1440 Movie Medium Uniform
[V3] 204 1080 x 720 3D Racing Rapid Textured
[V4] 197 1080 x 720 Nature Medium Textured
[V5] 58 480 x 360 Sport Slow Textured
[Ve] 326 640 x 320 Documentary Rapid Uniform
[vT7] 254 1280 x 720 Space scene Medium Uniform
[V8] 69 1280 x 720 Movie Rapid Uniform
[V9] 452 480 x 360 Documentary Slow Textured
[V10] 108 1080 x 720 Animation Slow Uniform

pearance of the generated marked anaglyph 3D image
and video and quantitative evaluation where different
metrics are calculated to prove signature invisibility.

Qualitative evaluation : Two criteria are considered:
The first one is the image quality regarding specific vi-
sual factors, e.g., chrominance accuracy, retinal rivalry,
and ghosting effect, while the second criterion is signa-
ture invisibility. To qualitatively assess these two cri-
teria, the videos obtained after applying the suggested
approach are provided to 25 participants who are non-
experts and who have normal vision (with or without
corrective glasses). We note that normal vision means
that participants don’t have a color vision deficiency or
color blindness which make them unable to distinguish
certain shades of colors. All participants used colored
glasses which are the NVIDIA 3D Vision Discover red-
cyan glasses.

The invisibility test is blind, where every participant
is asked to evaluate the visual quality of two videos se-
lected from the 10 test videos as well as the quality
of 10 selected frames (5 frames per test video). Con-
cerning generation evaluation, we are inspired from the
method proposed in [30] where the original stereo pairs
and generated marked anaglyph frames are provided to
participants who should give three quality scores for
each anaglyph image evaluating its chrominance ac-
curacy, retinal rivalry and ghosting effect. Therefore,
these three visual phenomena are explained to each
participant by using some examples. Then, the orig-
inal image is shown to each participant to memorize
its color and evaluate the chrominance accuracy of the
anaglyph images. The chrominance accuracy is evalu-
ated first, followed by the retinal rivalry and the ghost-

ing effect. For watermarking evaluation, we generate
anaglyph frames and anaglyph videos by applying the
suggested approach without signature embedding steps
to obtain an anaglyph video without signatures. Hence,
each participant will provide four scores (one for wa-
termarking quality and 3 for generation phenomena)
which should be between 1 and 5 where 5 means that
the visual quality of the generated marked anaglyph is
excellent, and where 1 means bad quality.

Figure {4 presents several frames of the test video

"bunny” (right view, left view, and generated anaglyph
with and without signature) and shows that there is
no visual difference between images with and without
signatures. Moreover, the generated marked anaglyph
frames do not present visual degradation.
In figure [f] the different average scores awarded by the
participants to the different frames and videos test are
given. This figure shows that only three participants (7,
12 and 21) give 3 and 2 as a score to retinal rivalry crite-
ria and explain their choice by the visual fatigue and the
discomfort that they feel when they watch the anaglyph
images. This may be because these three participants
wear corrective glasses. Concerning the two other vi-
sual phenomena (chrominance accuracy and ghosting
effect), all scores are between 4 and 5, which proves that
the generation process resolves these two problems. Fi-
nally, for the watermarking score, most scores awarded
by participants to the 10 frames or to the two videos are
equal to 5, and this confirms that no significant degra-
dation exists between marked and non-marked frames
and videos.

Quantitative evaluation This type of invisibility eval-
uation consists in quantitatively proving the invisibility
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Fig. 4: Examples of original stereo pairs and their corresponding anaglyph: right view on 14 column, left one on
the 2,4, generated anaglyph without signature on 3,4, and generated marked anaglyph on last column.
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Fig. 5: Average scores awarded by participants.

of the embedded signature by measuring the mean Peak
Signal to Noise Ratio (PSNR). The PSNR is calculated
between different frames generated without signatures,
which are called original frames, and those generated
with signatures, called marked frames. The PSNR and
the mean PSNR are measured as follows:

(Mean — PSNR)p =

2=

N
X Z PSNR; (4)
=1

where N is the number of frames composing the video,
and PSNR; presents the PSNR of each frame and is
calculated as follows:

CL.CL'2

max;

In this equation, maxi is the maximum pixel value of the
original frame i, and MSE presents the mean square er-
ror between the original and marked frames calculated
based on the following equation, where I is the original
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frame, I’ is the marked one, and (M,N) presents the size
of the frame:

MSE =

1 L ,
T o 2 M) = 1) (6)
i=1 j=1

Figure |§| presents the average PSNR (Peak Signal-
to-Noise Ratio) values obtained for the 10 test videos
employed. It is observed that a high level of invisibility
is achieved when the mean PSNR exceeds 40 dB. The
obtained values validate that the proposed watermark-
ing method for anaglyph 3D images and videos ensures
excellent visual quality using the two signatures. The
minimum mean PSNR value is approximately 48 dB
(respectively about 46 dB) for the first (second) signa-
ture, while the maximum value is around 57 dB (re-
spectively about 56 dB).

Despite its simplicity, PSNR or MPSNR cannot some-
times provide subjective evaluation results. For this rea-
son, we calculated SSIM or MSSIM to prove the vi-
sual quality of the marked image or video quality. The
MSSIM is defined as follows:

1 K
MSSIM = + ; SSIM(f, few) (7)

2 g, pf +Cl)(2af f +Cs)
IM — ( k kw kI kw
SS (fkafwk) (u?k+p§kw+01)(0?k+0?kw+02)

(®)

where py, and py,,, are the mean values of the original
image and the marked one, respectively; oy, and oy,
are the variances of the original image and the marked
one. 0y, r.,, denotes the covariance of the original image
and the marked one; and Cy and Cs are two stability
constants.

Figure [7] depicts the obtained SSIM values for 20
images. It is evident that the minimum SSIM value is
approximately 0.8, which substantiates the superior vi-
sual quality achieved by the proposed approach.

5.3 Robustness evaluation

Two types of attacks are applied to evaluate signature
robustness. In fact, since the suggested approach is ded-
icated to image and video content, 2D manipulations
and attacks specific to videos are tested. In addition
to assessing invisibility, the robustness of the proposed
approach against attacks can be evaluated both qual-
itatively and quantitatively. Qualitative evaluation in-
volves determining whether the signature can be suc-
cessfully detected under a specific attack, while quanti-
tative evaluation entails measuring the Bit Error Rate

(BER) and the Normalized Correlation (NC) between
the original and extracted signatures. If the proposed
approach demonstrates successful signature detection
and achieves low BER and high NC values, it is con-
sidered robust against the given attack. The initial cri-
terion quantifies the level of dissimilarity between the
original and extracted signatures, while the second cri-
terion enables the estimation of similarity between the
two marks. The NC and BER are computed based on
the following equations:

S 5 W) X Wi, )

NC
S SN W (L))

9)

BER = Number of Errorbits /| Number of Total bits
(10)

In the equations, W(i,j) and W (i,j) represent the pixel
values of the original and extracted marks, respectively,
while (M,N) denotes the size of the mark. The values
of these two metrics range between 0 and 1, where the
suggested approach is considered robust if the NC is
close to 1 and the BER is close to 0.

Image watermarking evaluation In order to eval-
uate the proposed anaglyph 3D image approach, sev-
eral usual and malicious attacks dedicated to images
are tested on 50 frames selected from the 10 chosen
videos. Concerning the usual attacks, we first apply ge-
ometric manipulations, which are the rotation (10°, 45°
and 90°) with different angles, scaling (up-scaling and
down-scaling) and translation (on lines and columns).
Then, different noises, viz. the salt & pepper noise with
density of 0.01, the Gaussian noise with a variance of
0.01 and the Poisson noise and cropping using various
percentages (10%, 20% and 25%), are applied to the
marked images. The signature is successfully detected
after these manipulations and the obtained NC and
BER, which are respectively close to 1 and 0, quantita-
tively confirm this robustness. Afterwards, robustness is
verified after applying various types of filtering, like the
median and Gaussian filters, where the BER is almost
about 0.06 and the NC value is about 0.9. Robustness
against these usual attacks is obtained thanks to the
use of the DWT and DCT domains which are invari-
ant to these manipulations and to the LSB embedding
which is invariant to translation.

Figure[§|shows BER values obtained after different types
of scaling while Figure [Jillustrates NC values obtained
after cropping attack with different percentages for 10
examples of the test images. The obtained values prove
the robustness of the proposed approach against these
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Fig. 7: SSIM values obtained for 20 test images.

two usual attacks. Then, the JPEG and JPEG 2000
compression is applied as a malicious attack using dif-
ferent quality factors (90, 80, 70 and 50). Next, we
summarize the average NC values for the 50 test im-
ages. The obtained values prove the robustness of the
suggested watermarking against these two compression
standards. This is obtained thanks to the embedding
based on the DCT transform, which is used in the JPEG
standard, and on the DWT transform, which is used in
JPEG2000.

Table 5] depicts the BER and NC measurements ob-
tained after applying the tested attacks. For every at-
tack, we indicate the signature (S1 or S2 or S3) which
is extracted. We note that S1 is the signature that is
embedded before generation with a DWT schema, S2 is
the signature embedded during generation with an LSB

schema and S3 is the signature inserted after generation
using a DCT based technique. Table [f] shows that after
translation, scaling down and noises, S2 is the signa-
ture which is successfully detected because the DCT
transformation is not robust to these manipulations.
However, S3 is detected after the rotation, scaling up,
cropping (10%) and JPEG compression due to the in-
variance of the DCT transform to these manipulations.
Finally, detection cannot extract S3 and S2, but it suc-
ceeds in extracting S1 in case of noises and JPEG2000
compression thanks to the characteristics of the DWT.

Video watermarking robustness Since the video wa-
termarking is based on the same hybrid scheme pro-
posed to images, we can confirm that the suggested
video watermarking is also robust against attacks men-
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tioned in Table [5| However, we need to verify the ro-
bustness against attacks dedicated to video content,
such as frame-based attacks, temporal attacks and col-
lusion. First, the frame-based attacks are tested by ap-
plying frame dropping until 30%, frame swapping, and
frame change rates from 25fps to 15fps. The suggested
approach is robust against these attacks. This efficiency
is achieved thanks to the repetition of the embedding in
all frames composing the original video. Then, tempo-
ral attacks are tested by applying the two most popular
video compression standards, MPEG-4 and H264/AVC,
using a variable bit rate from 2Mbps to 256kbps. The
Mediacoder Software application is used to simulate
real cases and transcode marked videos to various for-
mats. The NC and BER values obtained after applying
MPEG and H264 compression are illustrated in figure
and they prove the robustness of the proposed ap-

proach against compression even with a low bit rate.
This is obtained thanks to the use of the DCT and
DWT transformations which are used in compression
standards.

Finally, the collusion attack is tested. This malicious
manipulation presents a very dangerous attack, which
must be considered by researchers when embedding sig-
natures into video content. Indeed, this attack involves
reconstructing the original video from the marked ver-
sion without prior knowledge of the embedding tech-
nique employed. Collusion attacks can be categorized
into two main types. The first type is collusion type 1,
where the attacker attempts to generate the unmarked
video by approximating the used signature through cal-
culating the average of a specific set of videos that have
been marked with the same signature. In the case of
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Table 5: Robustness results for anaglyph 3D image watermarking

Attack type Attack value

Signature | NC | BER |

Translation From 5 until 20 S2 0.988 | 0.008
90 S3 1 0
Rotation 45 S3 1 0
10 S3 1 0
Up (150%) S3 1 0
Scaling Up (200%) S3 0.964 | 0.014
Down (*0.8) S3 0.898 | 0.056
Down (*0.5) S2 0.789 | 0.098
Salt & pepper noise 0.01 S2 0.862 | 0.078
Gaussian noise 0.01 S2 0.854 | 0.084
Poisson noise - S2 0.644 | 0.194
10% S3 0.988 | 0.008
Cropping 20% S1 0.832 | 0.096
25% S1 0.814 | 0.112
Median filtering - S1 0.892 | 0.054
Gaussian filtering - S1 0.844 | 0.096
90 S3 1 0
JPEG compression 70 S3 0.942 | 0.048
50 S3 0.832 | 0.098
JPEG 2000 - S1 0.826 | 0.104

the second type (collusion type 2), the attacker must
be provided with multiple versions of marked videos,
where the same video is marked using different signa-
tures. The attacker’s task is to identify the matching
frames across these versions of marked videos. Then,
they separate the different video scenes and find the
unmarked frames by calculating the average of all ad-
jacent frames. Finally, they combine all obtained frames
to generate the unmarked video.

To counteract collusion attacks, there are two potential
solutions that can be employed [39]. The first solution
involves utilizing a mosaic image generated from the
original video, while the second solution entails employ-
ing a sophisticated embedding scheme that significantly
complicates signature extraction for potential attack-
ers. The proposed approach is considered as a complex
technique where the signature is embedded three times
at different stages using three various domains and two
different color spaces. This enables the attacker to learn
about the embedding algorithm and guarantees the ro-
bustness of the proposed watermarking against collu-

sion. In order to simulate collusion operations, we insert
five various watermarks with a resolution of 64x64 in
the original video. Then, the anti-collusion performance
of the suggested technique is tested by averaging the
marked frames of the five obtained videos (by varying
average number of frames). Figureillustrates the ob-
tained NC values after applying collusion attack with
different average number of frames for the 10 test videos
and confirms the robustness of the proposed approach
against the collusion attack.

Table [ illustrates the measurements of BER and
NC obtained following the application of the tested at-
tacks. It shows that after collusion, detection succeeds
from the first step thanks to the use of a complex em-
bedding schema that makes signature extraction from
marked videos hard. Concerning the compression stan-
dards, S1 is detected successfully thanks to the robust-
ness of the DWT transformation to this attack. Finally,
after frame-based attacks, S3 and S2 are detected. This
can be explained by the repetition of the signature into
all frames of the given video.
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Table 6: Robustness results for anaglyph 3D video watermarking

Attack type Attack value | Signature NC BER
Frame dropping 30% S3 1 0
Frame swapping - S3 1 0

Frame change rate 15 S2 0.966 | 0.026
2 Mbps S1 1 0
MPEG4 1 Mbps S1 0.948 | 0.064
512 Kbps S1 0.786 | 0.126
256 Kbps S1 0.665 | 0.182
2 Mbps S1 1 0
H264 1 Mbps S1 1 0
512 Kbps S1 0.844 | 0.096
256 Kbps S1 0.776 | 0.124
Collusion 4 S3 0.992 | 0.012
(Parameter = 6 S3 0.896 | 0.086
Average number 8 S3 0.842 | 0.098
of frames) 10 S3 0.814 | 0.102

6 Comparative study

The first contribution of the proposed work is that
it is the unique watermarking that embeds the signa-
ture simultaneously with 3D anaglyph generation from
two stereopair images. This ensures avoiding any visual
degradation caused by the generation process. More-
over, the suggested method enhances robustness against
attacks thanks to the multi-embedding applied before,
during and after the generation process.

The experimental tests presented in section |5 prove
that the proposed approach for anaglyph 3D images and
videos ensures favorable outcomes in terms of invisibil-
ity and robustness. However, this effectiveness should
be proven by comparing it with existing techniques.
Since the suggested watermarking is dedicated to both
image and video 3D anaglyph content, the results are
compared with [2012T22/23] for videos and with [T2}[T5]
[161[6] for image watermarking.The evaluation focuses on
the invisibility and robustness of the compared methods
against attacks.

6.1 Invisibility comparison
First, we note that the proposed approach minimizes

the distortion of colors, the retinal rivalry and the ghost-
ing effect. This was proven by the qualitative evaluation

shown in the previous section. Concerning signature in-
visibility, we compare the mean PSNR of the proposed
approach with the selected existing techniques for im-
age and video watermarking. Figure [I2]and figure [[3]il-
lustrate this comparison and show that the mean PSNR
obtained for the proposed approach is close to 57 and
60 for images and video respectively. Despite the little
decrease of the proposed approach invisibility compared
with existing techniques, it is considered as a high vi-
sual quality. This little difference can be explained by
the proposed multi-embedding of the signature before,
during and after generation. Consequently, the signa-
ture capacity is more important and it is repeated in
all frames. For the existing techniques, the signature is
not repeated in all frames composing the video. That
was why they provided a mean PSNR higher than the
proposed approach. However, we note that the existing
techniques didn’t consider the generation deficiencies
during the invisibility assessment.

6.2 Robustness comparison

Experimental results showed that the proposed approach
is robust against different usual and malicious attacks.
The proposed method’s superior performance emerges
due to its multi-signature embedding and to its hybrid
domain insertion. However, in order to prove these re-
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Fig. 12: Invisibility comparison for image watermark-
ing.
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Fig. 13: Invisibility comparison for video watermarking.

sults, we compared the robustness of the proposed im-
age and video watermarking with existing techniques
performances.

Concerning image watermarking, table [§] summa-
rizes the robustness comparison results. It confirms the
efficiency of the suggested scheme which is robust to
the most important manipulations done on image con-
tent, such as geometric attacks, filtering, noise, crop-
ping, and JPEG compression. We note that the existing
3D anaglyph image watermarking is not robust against
cropping. In figure we present NC values obtained
for all compared techniques for scaling, average filtering
and rotation (50°). This figure shows that all techniques
can resist these attacks. For cropping attack, we note
that [12] and [I5] are not robust to this attack. The pro-
posed image watermarking approach presents the same
performances of [6] where robustness against usual at-
tacks and JPEG compression is achieved. However, the
proposed approach outperforms [6] in cropping attack
where detection can be achieved until a percentage of
70% with NC close to 0,7.

Concerning video watermarking, we note that only
the proposed video watermarking is robust to the usual
attacks and malicious attacks including collusion, MPEG

NC COMPARISON

—+—FRotation 50°  —m—Scaling Averzge filetring

PROPOSED

Fig. 14: NC comparison after scaling, rotation and av-
erage filtering.

and H264 compression. These performances are obtained
thanks to the hybrid domain embedding and to the in-
sertion of different signatures by different ways. Only
the proposed approach and [23] are robust to H264
compression which is an important standard of cod-
ing these last years. For [20,211[22], they are not robust
against this compression but they resist collusion at-
tacks thanks to their embedding based on mosaic gener-
ation. The performances comparison between the pro-
posed approach and the existing schemes is shown in
table [7] where all characteristics of these techniques are
detailed.

6.3 Capacity comparison

Concerning capacity, the proposed approach for image
or video embeds three signatures : the first one is em-
bedded into stereo pairs images before generation us-
ing DWT, the second one is embedded during genera-
tion step using LSB and the last one is embedded af-
ter generation using DCT based scheme. This multi-
embedding allows obtaining a high capacity of the in-
serted signature. Table [7] compares the capacity of the
signature between proposed and existing approach of
anaglyph 3D image watermarking.

6.4 Execution timing & overall performances

The average embedding timing of the proposed image
watermarking technique is 115.34 ms and the average
extraction time is 152.21 ms. Our approach’s timings
are lower than [6] where embedding and extraction tim-
ings are 136.91 ms and 187.36 ms respectively. Con-
cerning video watermarking, the execution timing de-
pends on the total time of the host video. Furthermore,
we noted that despite the advantages of the proposed
approach, it presents only one drawback. In fact, the
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Table 7: Capacity comparison

Technique | Content type | Signature capacity
[12] Image 32x32
[15] Image 32x32
[16] Image 3232

(6] Image 128x128

[20] Video 160x50
[21] Video 32x32
22] Video 32x32
23] Video 64x64

Proposed | Image + Video 64x64x3

proposed approach is applied on image and video be-
fore their transmission or storage for protecting them
against attacks. Hence, it takes the stereo pairs images
instead of the anaglyph image as input. If only anaglyph
content is available, a reversing method should be ap-
plied to obtain stereo pairs.

Finally, a comprehensive comparison has been pro-
vided in Table[8] evaluating the proposed method against
other approaches based on various criteria like embed-
ding domain, technique, invisibility and robustness. In
Table 8, it can be seen that the proposed technique
outperforms all other competing methods.

7 Conclusion and future work

A robust, fast and imperceptible anaglyph 3D image
and video watermarking scheme has been proposed in
this paper. The suggested technique is the first anaglyph
watermarking that embeds the signature simultaneously
with the generation step in order to avoid generation
deficiencies. To enhance robustness against most at-
tacks, especially against malicious attacks, three signa-
tures have been embedded before, during and after the
generation process using different domains (DWT, spa-
tial and DCT domains). In addition, the proposed tech-
nique is based on a complex embedding schema based
on multi-embedding in a hybrid domain and using two
different color spaces, which allows obtaining robust-
ness against collusion because this makes the signature
extraction very hard for the attacker.

Extensive qualitative and quantitative experiments were
conducted on a specific anaglyph 3D video and im-
age, affirming the resilience of the proposed approach
against a range of tested attacks. These attacks include
common manipulations such as geometric alterations,
filtering, and noise, as well as temporal attacks like

MPEG4 and H264 compression, and collusion. Further-
more, the visual quality has been confirmed by mea-
suring the mean PSNR and SSIM where the obtained
values are close to 58 dB and 0,8 respectively. This ef-
ficiency has been proven by comparing the suggested
technique with existing anaglyph 3D image and video
approaches in terms of invisibility and robustness.

As the proposed method is a first proposal that com-
bines a generation and a watermarking process, it can
be improved in order to maximize generation results
and watermarking performances. In fact, watermark-
ing step can be improved by using deep learning. In
fact, deep learning based watermarking proved their
efficiency compared to traditional techniques [40]. We
can apply a CNN based watermarking either on the
anaglyph image in the case of image watermarking or
on the mosaic image generated from the host video.
Moreover, the generation step can be improved by us-
ing a method which combines two generation classes in
order to profit from the advantages of each class and
minimize the deficiencies of generation process.
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