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ARTICLE INFO ABSTRACT
Keywords: The zero-trust (ZT) model assumes that all users, devices, and network traffic should not
Blockchain considered as trusted until proven. The Zero-trust model emphasizes the importance of verifying

Zero-trust architecture
Authentication and authorization
Policy-based authorization

and authenticating every user and device, and limiting access to resources based on the principle
of least privilege. Under the principle of the zero-trust model, devices are granted access
after they have been successfully presented with their authentication credentials and access
rights based on different factors, such as user identity, device health, location, and behaviour.
Access controls are then continuously evaluated and updated as user properties, locations
and behaviour change. The zero-trust model can be applied in various domains (healthcare,
manufacturing, financial services, government etc.) to provide a comprehensive approach to
cybersecurity that helps organizations to reduce risk and protect critical assets. This paper aims
to provide a comprehensive and in-depth analysis of the zero-trust model, its principles, and
its applications, as well as to propose recommendations for organizations looking to adopt this
approach. We explore the major components of the zero-trust framework and their integration
across different practical domains. Finally, we provide insightful discussions on open research
issues within the zero-trust model in terms of the security and privacy of users and devices.
This paper should help researchers and practitioners understand the importance of a zero-trust
framework and adopt the zero-trust model for effective security, privacy, and resilience of their
networks.

1. Introduction

The use of IoT devices is rapidly growing, and with that growth comes new cybersecurity risks. It is estimated by IDC that
there will be more than 41 billion IoT devices in use worldwide and a large number of people who are using IoT devices reported
they are concerned about the security and privacy of their IoT devices [1]. These statistics show that while the growth of the IoT
industry presents many opportunities for innovation and convenience, it also creates significant cybersecurity risks. Data breaches
are becoming increasingly expensive, with the global average cost reaching a staggering $4.45 million in 2023. This represents
a significant 15% increase compared to just three years ago [2]. Cybersecurity Ventures predicts cybercrime’s annual cost will
explode to $10.5 trillion by 2025 [3]. These statistics show that cyber-attacks are a significant and growing problem that can have
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significant financial and reputation consequences for individuals and organizations. It is important to take steps to protect digital
assets using strong authentication and access control mechanisms. Traditional authorization mechanisms, such as usernames and
passwords, are increasingly vulnerable to cyber-attacks [4,5]. In a traditional security model, once a user, device, application or
process is granted access to a network or resources, they are often given free access to everything within the network without
further tracking the user’s actions or location. This model assumes that everything inside the network is trusted, and as a result,
makes it easier for cybercriminals to move laterally within the network once they have breached the perimeter defenses. When
these mechanisms are compromised, cybercriminals can gain unauthorized access to sensitive data and resources. In contrast, the
zero-trust framework is designed to minimize the risk of cyber-attacks by continuously verifying and authenticating users, devices,
and applications. Zero-trust framework improves the security posture of the organization by dynamically verifying the authorization
and access control rights of users, devices, applications and processes, reducing the risk posed by the insider and imposing better
compliance mechanisms. The implementation of a zero-trust model would help to reduce the risk of cyber-attacks and data breaches
thus saving organizations from financial losses and reputation damage.

The zero-trust model is becoming increasingly popular as organizations seek to improve their cybersecurity posture in the face
of evolving threats. By assuming that all users, network devices, and applications are untrusted until proven trusted, the zero-trust
model can help to reduce the attack footprints and minimize data breaches by continuously verifying and authenticating users,
devices, and applications in a dynamic environment [5,6]. The zero-trust focused on restricting resource access and granting access
on the principle of the least privileges required to perform the desired function. An operative definition of zero trust is that it is
a security model that requires continuous verification and authentication of all users, devices, and applications before granting
access to resources. Zero trust is a comprehensive security framework and operational policies that implement the zero-trust model
across an organization’s entire network, to minimize the risk of cyber-attacks and data breaches [7]. Zero trust is important because
traditional security models, such as perimeter-based security, are no longer effective in today’s complex and constantly evolving
threat landscape. With the rise of distributed cloud computing, mobile and IoT devices, remote work and the implementation of
Bring your own device (BYOD) scenario, the traditional security perimeter has become increasingly penetrable, making it a lucrative
choice for cybercriminals to infiltrate networks and steal sensitive data for fun and profit. However implementing a zero-trust
network within a heterogeneous network is very challenging because of complexity, interoperability, implementation cost, user
experiences, and a huge number of management and access policies. To successfully implement a zero-trust approach, organizations
need to evaluate the architecture of their network, technologies used, access policies, and scale of BYOD devices in a dynamically
changing environment.

There may be fewer existing works on zero trust compared to more established topics in cybersecurity [8,9]. Zero Trust has the
potential to be a strong security model, but more needs to be done to understand its technical foundations, organizational deployment
issues, large-scale network compatibility, and how well it can secure businesses and the expanding IoT device landscape [4].
Christoph et al. [9] provide a comprehensive perspective on zero-trust covering academic literature and the standard guidelines,
however, this work did not cover the implementation setups of zero-trust systems. Naeem et al. [8] evaluate the encryption,
segmentation and network management methods used within the Zero trust system, however, the research did not address the
challenge of implementing zero trust in a diverse heterogeneous network. Furthermore, the existing literature did not evaluate the
zero-trust system along with the authentication mechanism, architectural setup and authorization policies. Furthermore, the MITRE
framework has also not been used to evaluate different ZT models. There is a strong requirement for a systematic review of the
zero-trust system that addresses the authentication, authorization and architectural setup along with the implemented domains. In
this paper, we present a comprehensive survey on the fundamentals and importance of a zero-trust framework for the heterogeneous
enterprise network. We address key challenges such as methods proposed for authentication and authorization, architecture setups
for implementation and domains for which these systems have been proposed. By discussing existing solutions, this systematic
survey provides critical insights and guidelines for academics to understand the zero-trust model in the diverse heterogeneous
domains and networks. The survey also offers useful technical guidance to the network administrator and security practitioners for
better understanding and implementation of the zero-trust framework for their organization. We believe this is the first attempt to
investigate and review the zero-trust model in diverse domains. The contributions of this survey are four-fold.

We discuss the fundamental principles and characteristics of the architecture of the zero-trust model, key features the zero-trust
model provides over traditional authentication systems and enabling technologies.

We investigate the scope of the zero trust framework in different aspects i.e. authentication, authorization, access control,
security, privacy, data management etc. and discuss the critical challenges to address them.

We review the most recent security and privacy defences being developed in academia and business, and we talk about how
feasible they are for creating resilient, secure and privacy-preserving zero-trust models.

We present open future research directions and questions for developing efficient, secure, and zero-trust models.

1.1. Paper selection methodology

To conduct this multi-dimensional literature survey, a qualitative methodology is followed to analyse and synthesize the
existing works. We identified the main requirements of ZTA, its implementation domains, threats, threat vectors and threat agents,
attacks and sources of attacks, design challenges specific to the domain and limitations related to Zero-trust security models. Our
methodology consists of the following steps:
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Fig. 1. Review workflow.

» We select the following digital libraries: ACM Digital Library, IEEE Xplore, Science Direct and Scopus. We also used Google
Scholar to find the relevant study across other databases. Fig. 1 reports workflow of our review. First, we used the basic
query i.e. Zero trust architecture, zero trust models, and zero trust frameworks to understand the architecture and working
mechanism of the ZTA, and then we used some advanced queries to focus on the security aspects of ZTA. Specifically, we used
queries like Zero trust security, zero trust model, zero-trust network segmentation, zero trust authentication and authorization,
policy enforcement in Zero Trust models, zero trust for IoT and cloud networks, and blockchain implementations with zero
trust.

The objective was to select scientific contributions on security aspects and secure implementation of zero-trust models. We used
the following criteria for the paper inclusion: papers focus on the security aspects of ZTA, it can be architecture, implementation
or technology, and papers published in a peer-reviewed scientific journal and conference from 2010 onwards. The following
exclusion criteria have been used: studies which are just a variant of commercial implementation of ZTA, studies which do not
define the functional component of ZTA implementation and studies that are not published in the English language. Finally,
we classify all the articles based on architecture, implementation domain and working architectures.

After applying the inclusion and exclusion criteria, we selected 72 papers for the final analysis, including some supporting
papers to support our arguments. The selected literature is then divided into different groups the first group contains the
architecture used to propose the ZTA. We analysed the contributions in 3 dimensions, cloud-based implementation (19
contributions), IoT-based implementations (20 contributions) and blockchain-based implementations (12 contributions). The
second group reviews the literature related to authentication (7 contributions) and authorization (12 contributions) and the
third group is the implementation domains while focusing on segmentation, architecture, domain, and analysis.

1.2. Survey structure

This paper covers the systematic literature review of the Zero-Trust approach. Fig. 2 shows the outline of the paper. In addition
Table 1 contains a list of the abbreviations used in the article. We begin by providing the background on the ZTA in Section 2,
Section 3 discusses the requirements for the zero-trust and application of MITRE ATT&CK framework. Section 4 describes the
different architecture frameworks of the zero-trust models. Section 5 discusses the adoption of zero-trust in practical environments.
Section 6 discusses the authentication, authorization and access control mechanisms adopted in Zero-trust. Section 7 provides a
comprehensive discussion on the implementation domains of the Zero-trust framework. Future research challenges are identified in
Section 8. Section 9 concludes the paper.

2. Background

In this section, we introduce the zero-trust framework, its general architecture, key characteristics, and potential applications.
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Table 1
List of important abbreviations.
Abbreviation Definition Abbreviation Definition
T Zero-trust VPN Virtual Private Network
ZTA Zero-trust Architecture Al Artificial Intelligence
PDP Policy Decision Point ML Machine Learning
PEP Policy Enforcement Point PA Policy Administrator
BYOD Bring Your Own Devices IoT Internet of Things
PE Policy Engine ICS Industrial Control Systems
DAC Discretionary Access control MAC Mandatory Access Control (MAC)
RBAC Role-based Access Control 1AM Identity and Access Management
ABAC Attributed-based Access Control PBAC Policy-based access control
MFA Multi-factor authentication ACL Access control lists
IDS Intrusion Detection Systems (IDS) IPS Intrusion Prevention Systems
SCADA supervisory Control and Data Acquisition UCON Usage Control
Paas Platform as a Service SaaS Software as a Service
HIPPA Health Insurance Portability and Accountability Act GDPR General Data Protection Regulation
1CO Information Commissioner’s Office DOS Denial-of-service
IR Incident Response ABE Attribute-based Encryption

2.1. Importance of zero-trust

Zero Trust aims to improve the security of networks while assuming that all network traffic, devices, applications, and processes
are potentially malicious and untrusted. This security approach constantly verifies everything, inside or outside the network, to
minimize cyber risks and improve data and network privacy. Zero Trust grants access to users on the principle of least privileges.
Users and devices only get the minimum access to resources and data required to do their jobs. This minimizes the damage if
something gets compromised. Through ZT organizations can allocate resources and data more securely, effectively and dynamically
while considering the changing behaviour of users, devices, processes and applications. Perimeter security can be used to protect
networks and users by creating a boundary between the internal and the external networks, using firewalls, intrusion detection and
prevention systems, and other security devices [10,11]. This approach assumes that everything within the network is trustworthy and
that cyber threats mainly originate from external actors and considers internal users as honest and trustworthy. Within this setup, if
the user has been granted access, then it could be considered trustworthy during its communication lifetime. However, insider threats
are reported to be responsible for a significant portion of cyber incidents. According to a Cybersecurity Insiders report there is a rise
of around 47% in the attacks from insiders from 2022 to 2024 with 34% of the businesses affected globally [12]. The financial impact
due to insider attackers is also significant. The average cost estimated for an insider threat incident in 2023 is $15.38 million [13].
To protect the systems, networks and devices from malicious traffic, we need a system of constant vigilance, scrutinizing every access
request and dynamically adjusting permissions based on the perceived trustworthiness of the access attempt [14]. This is achieved
through continuous monitoring and analysis of user and device behaviour, network traffic, and other contextual information. ZT
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actively detects and stops malicious or suspected users before they can access and manipulate sensitive data by moving security
controls to the point of access. By carefully analysing user behaviour and device IDs along with the dynamic authorization policies, it
ensures that only permitted access is granted [15] to the users and devices. This approach emphasizes the importance of identity and
access management and focuses on minimizing the attack surface considering the least privileges to grant access. In the continuously
changing mobile environment where end-users can bring and use their mobile devices to access the organization’s most critical
data. In this emerging communication model, perimeter security would not provide effective classification between legitimate and
malicious users and applications. Perimeter security solutions can be inflexible, making it difficult to adapt to changing environments
or emerging threats [16-19]. For example, if a new attack vector emerges that is not covered by the perimeter security solution,
it may take time to update the security posture to address the new threat. In contrast, ZT provides a more comprehensive and
adaptable approach to security, enabling organizations to secure their networks and data regardless of location, time, attributes,
device type and changing roles.

The idea behind the zero trust framework is that organizations should not automatically consider devices, users and traffic
trustworthy whether they are insiders or outsiders. Fig. 3 presents the security model of the Zero-trust. A trusted centralized entity
is required for authentication, authorization and enforcement of the policies to users, devices and network traffic [14,20]. The trusted
entity accepts the request from the users and devices and decides whether access is to be granted or not. In some circumstances
and based on policies the central entity could ask for further credentials [21,22]. The ZT makes access control decisions based on
authenticating the identity of both the subject and the resources requested by the subject. Access rights can be granted, modified, or
revoked based on the behavioural properties of the resource as well as the subject requiring access. Within this context, resources
can be accessed based on the user’s environment, access patterns, and other factors.

2.2. Requirements for ZTA

Organizations can create a universal and dynamic security approach by utilizing the Zero-trust framework, which can detect and
mitigate malicious traffic and users in a real-time. This helps to minimize the attack surface, prevent data breaches, and improve
the overall security posture of the organization. The network needs to deploy clear policies for authentication, authorization and
data management. To maintain network integrity, confidentiality and availability of network resources, any request that does not
match these requirements is blocked at the edge of the network. The following are the essential components of the zero-trust.

Identity Authentication: Identity is used to establish trust between users and the network resources they are trying to access.
This is established by verifying the identity of users, devices, and processes and enforcing access policies based on their credentials
and rights. The first step in Zero Trust is to identify and classify all devices, users, and applications that require access to the
organization’s resources. This includes understanding their roles, responsibilities, and data access requirements. In a zero-trust,
identity verification and authentication plays an important role that only authorized users, entities and devices could access devices,
data and information resources. There can be many identity authentication mechanisms that can be used in a zero trust framework,
including password-based authentication, Multi-factor authentication (MFA), Identity and Access Management (IAM), use of public
key infrastructure, user behaviour and device usage, user bio-metrics or other device characteristics etc [23,24]. In zero-trust, identity
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verification and monitoring is a dynamic and continuous process. Users and devices are constantly monitored for their behaviour
that could indicate a security threat. This helps to detect and prevent unauthorized access and data breaches from external and
internal sources at the early stage of their malicious behaviour.

Network Segmentation: Network Segmentation is an important component of the zero-trust. It involves dividing an organiza-
tion’s network into smaller, more secure micro-segments or zones. Each segment is separated from other segments by deploying
traditional security control mechanisms such as firewalls, access controls, demilitarized zones and other security mechanisms.
Segmentation would help limit the impact of a security breach on that network segment attacked by the attacker [25,26]. If a
particular part of the network is being affected by malicious traffic or cyber-attack then with segmentation, it is unlikely that
the malicious actor has access to other segments to increase his footprint, as each segment is isolated and protected by its security
controls and policies. In ZTA, segmentation is implemented through the creation of micro-perimeters around individual applications,
network components, network perimeters, or services, which are then protected by specific access controls and security mechanisms.
For example, within an IoT network the ZTA segmentation can be implemented by creating the micro-segments and enforcing the
segmentation policies at the device, fog or edge level of the network [27,28]. The paradigm of software-defined networking can also
be used to implement the ZTA segmentation [29-31]. This is because software-defined networks have complete control over network
traffic flow, aligning perfectly with ZT’s approach of isolating resources and minimizing trust. SDN-based implementation would
automatically revoke access for a compromised device or adjust access levels based on a user’s location or time of day [32-34].

Authorization: Authorization is an important component not only in the traditional IP networks but is also responsible for
enforcing access control in a zero-trust. The authorization process makes sure that only trusted, verified and authorized users,
devices, processes, and applications can use the network resources. Zero-trust requires that access to resources is managed and
granted dynamically, based on the principle of least privilege, and further access is continuously verified before it is granted or
revoked. Policies are created and enforced through policy-based access control mechanisms. There are several different ways to
implement and enforce authorization policies in a zero-trust. Access control lists (ACLs) are widely used in the perimeter network
to block unauthorized users at the edge of the network. The ACL within the zero-trust can be deployed and enforced at the segment or
zone level [35-37]. Authorization can also be implemented through a role-based access control mechanism where access is granted
based on the user’s role within the organization [38—41]. Zero trust authorization can also be implemented using attribute-based
access control (ABAC). In ABAC system users and entities can access network and information resources based on their unique
attributes, such as their role, their location, or the type of device they are using [42,43]. Another way to enforce policies in ZT is
to use the policy-based access control mechanism which involves defining access policies for a specific resource and then enforcing
policies in a dynamic way based on the user’s identity, user devices, location, and other important factors [44,45].

Encryption: Since integrity and confidentiality are very important for users and malicious actors can monitor their target
communication messages, therefore ZTA works under the principle of least privilege and zero trust. To stop malicious access and
data leaks, ZT continuously confirms the identities of users and devices as well as their access permissions. To ensure the integrity
and confidentiality of communication, Encryption is used to protect data at various stages of its life cycle within the zero-trust.
In a zero-trust, data needs to be protected at three stages, data at rest, in transit, and in processing. In permanent storage, such
as disks or servers, data is static and at rest. When data is in transit, it is moving through networks between users and devices.
Data in use is actively being processed by CPUs or other computational units. Within the Zero-trust framework encryption can
be implemented in two modes, end-to-end encryption i.e., encrypting, and decrypting data at the end devices, and point-to-point
encryption where each intermediate device is involved in encrypting and decrypting the exchanged data. Encryption can be used
to enforce access controls. For example, an organization might require that all data be encrypted before it is transmitted over the
network. This would help to prevent unauthorized access to the data, even if the network is compromised. The implementation of
encryption approaches varies from setup to setup for example within an IoT environment the cryptographic mechanisms should be
lightweight to deploy at the resource-constrained devices [8,46,47], should have small processing overhead and latency and have
deployed efficient key-management system for large-scale IoT deployments and dynamic environment where users attribute changes
continuously and dynamically [48,49].

Network Monitoring: Today’s networks are complex and consist of heterogeneous devices, networks, applications and traffic
sources which require a real-time response under a massive traffic rate. Continuous network monitoring in a zero-trust framework
involves collecting and analysing a huge amount of data from a large number of different sources, including network logs, user
devices, user behavioural patterns and interaction logs and operating system events. This data is used to detect potential security
threats in real-time using advanced machine learning, event correlation and artificial intelligence [50]. Real-time monitoring would
bring a lot of benefits for the organization as it helps to identify potential security incidents early on and would identify and block
malicious users and devices. This would also improve the overall security posture of the organization and minimize the risks posed
to the organization due to the emerging and continuously changing environment. Intrusion Detection Systems (IDS)/ Intrusion
Prevention Systems (IPS) have been widely used systems to monitor the network traffic for unauthorized access and stop them from
unauthorized access [51,52]. Within the Zero-trust framework, IDS can be deployed at the network level, at the edge level, at the
device layer, in the hybrid mode or can operate collaboratively as well [53,54]. ZT minimizes the attack surface by granting users
and devices only the minimum permissions necessary for their specific tasks. This principle of least privilege significantly restricts
actions and movement, thwarting adversaries even if they gain initial access [55].
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2.3. Components of zero-trust architecture

ZT works on the principle of verifying the devices before granting access to critical data, information or network resources of
the organization. This can be achieved through proper policy definitions, characterization and profiling of users and devices. This
definition would allow us to make access control decisions and policy enforcement based on defined policies. To address this NIST
proposed three logical components for Zero Trust Architecture (ZTA) [7,56] as represented in Fig. 4:

Policy Decision Point (PDP): PDP is an important component of the Zero Trust Architecture (ZTA) and is responsible for making
the access control and authorization decision based on the policies defined for the users, networks, devices, process, and the IP traffic
type. The access control decision is made in a real-time and dynamic way while considering the relevant properties of devices or
users. PDP is responsible for implementing and enforcing the policies (rules, contextual information, behaviour of user, type of device
and risk assessment factors). The PDP also decides what level of access privileges should be granted to a particular user, device, or
application based on the defined policy rules. PDP does not enforce policies itself; it contacts the Policy Enforcement Point (PEP)
with its decision, which is responsible for enforcing the access control decisions made by the PDP. In a ZT, the PDP should be
implemented as a centralized component that receives access requests from various sources, such as users, devices, applications, or
network resources. The centralized system can be a single point of failure or a single point of attack therefore measures should be
taken to implement the PDP as the redundant mode or adopt the decentralization or distrusted systems to implement the functionality
of PDP [57-59]. The PDP also maintains a log of all access requests and decisions for auditing and compliance purposes. Policies
can be grouped into two groups: low-level policies and high-level policies [60]. The low-level policies are typically implemented
at a granular level defining which users, devices, or applications are allowed to particular resources under what conditions and
high-level policies provide the way how to implement and enforce the low-level policies.

Policy Enforcement Point (PEP): The PEP is responsible for implementing the access control decisions made by the PDP. The
PEP can be a physical device, a software component or a process that runs on a server and enforces the decision communicated by
the PDP. The ideal location for PEP should be near the device, and the user who requires access as it minimizes the access delay
for a user to the particular resource [61]. The PEP system should be scalable as the number of resources and devices within the
network increases over time and the PEP needs to handle the growing network of devices and resources.

Policy Administrator (PA): The PA acts as the gatekeeper, managing the connection between resources and the subject which
wants access. The PA is closely working with the policy decision point and relies on their decision to ultimately allow or deny a
session. The PA is also responsible for issuing authentication tokens or credentials used by a user to access an enterprise resource.
The PA is also responsible for policy enforcement and closely communicates with the PEP to enforce control policies at the network
and application levels. The PA is normally implemented at the same level as of PDP.

2.4. How zero trust differs from traditional security models

Perimeter-based security is a widely used traditional security model that uses security controls such as firewalls, intrusion
detection systems, data loss prevention, and virtual private networks (VPNs) at the edge of the network to protect the network
from the malicious and untrusted actors [62]. The perimeter-based security creates a secure boundary around the network of
devices and monitors the behaviour of the threat agents at the entry point. Fig. 5 presents the reference model for perimeter-based
security to secure the network primarily from outsiders. The network can be divided into different functional components by using
firewalls, intrusion detection systems and demilitarized zones to ensure the security of network resources, especially from outsiders.
One of the bottlenecks of this approach is that it assumes that all users who are inside the network are trusted users while considering
network traffic coming from outsiders as an untrusted [63,64]. However, an Insider (disgruntled employee, untrained user or former
employee) could cause serious privacy and security threats to an organization which can have significant financial, reputational,
and legal consequences. It has been estimated that insiders were responsible for 30% of all data breaches which could cause an
organization a loss of around $11.45 million. Perimeter-based security also assumes that access control and authorization should
be made based on user location, type of device and device authorization, however with networks such as Bring your OWN Device
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(BYOD), IoT and cloud-based technologies user location is not a reliable indicator for trustworthy behaviour [65]. Perimeter-based
security operates in the reactive mode and responds to security incidents after their occurrence which makes it less effective in the
evolving heterogeneous networks. Perimeter-based security would not provide an effective defence against stealthy attacks such as
low rate Dos or DDOS attacks, reflection and amplification attacks [66]. Another limitation of perimeter-based security is that it
does not evolve itself to a dynamically changing environment, therefore the solution needs to be updated manually or completely
replaced to protect the network from new emerging attacks. This can be a costly and time-consuming process [67]. Scalability is also
difficult to implement and manage as organizations grow and become more complex with the use of more heterogeneous networks
and devices.

ZTA, on the other hand, is a security control mechanism that assumes that all network devices, users, applications, and processes
should be considered untrusted regardless of whether these devices and users are insiders or outsiders to the organizations. Fig. 6
presents the system architecture of ZT for the enterprise networks. This architecture is based on the principle of least privilege
and relies on several security measures for its functions such as multi-factor authentication, attribute-based, role-based or policy-
based access control, device level or gateway level device policies, and continuous monitoring of traffic passing through the
network [68]. This would ensure that all network traffic, devices, identifies, processes, data and users are inspected, and verified
before granted access regardless of their location, device type and data. Compared to perimeter-based security, implementing ZT
brings more flexibility and allows users to access the network from any location while ensuring fundamental security properties
such as confidentiality, integrity and availability. It provides strong zero-day security against sophisticated attacks originating from
internal or external users [68]. This is because ZT assumes all devices, traffic, and users are untrusted unless proven trusted while
evaluating the policies defined for users and devices. ZT is adaptable and easily evolves to provide effective security for emerging
networks which are cloud-based heterogeneous and mobile, and use a large number of resource-constrained devices. This can be
achieved while implementing policy enforcement and policy decision functions near the device and at the edge of the network.
This brings another advantage of decentralized security measures without incurring additional communication delay and latency.
ZT does have some drawbacks, too, like the fact that it requires some changes in the existing network to deploy several additional
devices and is difficult to build and manage.

3. How zero-trust ensures security requirements of MITRE ATT&CK framework

Zero-trust strict access control, continuous monitoring, and multifactor authentication reduce the risk of cyber attacks. However,
zero-trust security is not foolproof and can still be vulnerable to certain threats. In this section, we present a discussion on zero-trust
threats and their alignment with the MITRE ATT&CK framework.

3.1. Threats to zero-trust framework

Modern information systems are dynamic, which facilitates ongoing learning and development. This includes addressing
technical limitations, enhancing user experience, and exploring how human interaction can be more intuitive. Adversaries use these
weaknesses to attack businesses for financial benefits or competition. Effective defences against modern attacks require a detailed
analysis of the attack footprint adversaries are using to maliciously affect the organization. Finding out the attack surface helps
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organizations and enterprises identify a suitable defence mechanism to protect the network from malicious activities. This section
presents components which are at cyber risk due to ZT paradigm.

User Credentials: Attacker finds ways to target the user credentials to access the sensitive information that can be used for
financial benefit or compromising important assets of the organization. Attackers can attempt to gain unauthorized access to these
accounts by exploiting vulnerabilities in the authentication and authorization process. Attackers can use various techniques to steal
or compromise user credentials, including Phishing attacks, Credential stuffing, Password cracking, social engineering, default and
commonly used credentials etc.

Internet of Things (IoT) devices: Over the years, IoT devices have seen massive deployment across organizations for many
value-added services. These IoT devices are resource devices, can use different communication mechanisms and can also be managed
by different vendors and service providers. IoT devices that are connected to the network can be exploited by attackers. IoT devices
can be vulnerable to attacks such as botnets, malware, and ransomware [69,70]. IoT networks and resource-constrained devices can
be vulnerable to various security threats, including botnets, malware, physical attacks, and Weak or default passwords.

Policy Definition and Policy Enforcement Points: In a zero-trust security model, policy decisions and policy enforcement are
critical components for ensuring that access to sensitive information and systems is controlled and secured. PDPs are responsible
for making access control decisions and PEPs are responsible for enforcing access control decisions. Together, PDPs and PEPs work
to ensure that access to sensitive information and systems is only granted to authorized users and devices. Robust security around
PDPs, PEPs, and the PE is crucial. Any one of these essential elements being compromised has the potential to make business services
unavailable for legitimate users and provide access to manipulated or exfiltrated data. To implement a zero-trust security model
effectively, it is important to ensure that policies are consistently enforced across all systems and applications and require protection
from outages and cyber-attacks. The commonly used attacks that can compromise the functionality of PDP and PEP are Spoofing
attacks, Denial-of-service (DoS) attacks and Privilege escalation attacks.

Third-party applications and services: Many organizations use third-party applications and services to manage various aspects
of their business, such as HR systems, network management, outsourcing of some monitoring functions, and cloud-based storage
solutions. However, these third-party solutions can also introduce security vulnerabilities into an organization’s IT environment.
Third-party applications and services can also be exploited by attackers. These applications can be used as a gateway to the network,
giving attackers access to sensitive data and systems. The partners and vendor also require access to network resources of the
organization such as intellectual property rights, important documents etc. These actors could also bring harm to the network assets
of the organization or even steal confidential information.

Cloud-based Threats: As many organizations are migrating to Cloud-based systems and services for various tasks such as data-
hosting or the use of computation devices. While cloud-based systems offer many benefits, such as scalability and flexibility, they
can also introduce security vulnerabilities into an organization’s IT environment. Cloud-based systems are a major component of
network functionality and are an increasingly popular attack surface in a zero-trust security model as well. Some potential attack
vectors against cloud-based systems include Account hijacking, Data breaches due to external or internal actors, misconfigurations,
zero-day vulnerabilities and Malware.

Physical access: Organizations build physical security around sensitive devices and systems. Access control, surveillance security
cameras, and sturdy perimeter fences work together to deter and detect intruders, keeping data and infrastructure safe. However,
vulnerabilities in these systems can be another potential attack surface in a zero-trust security model. Attackers can gain access to
devices or systems through various means, including social engineering, physical theft, or by exploiting vulnerabilities in physical
security measures.



M.A. Azad et al

Valid Accounts
Drive-by Compromise
External Remote Services

Internet of Things 27 (2024) 101227

Adversary-in-the-Middle
Brute Force
Credentials from Password Stores

Supply Chain Compromise ) 5 itati i
pply P! Eedential . Exploitation for Crede.ntlail Access
. Forced Authentication
& / Acc >
= Z Multi-Factor Authentication
Initial Access Interception

Multi-Factor Authentication
Acquire Infrastructure A Request Generation

Compromise Accounts -
Resource
Development

Compromise Infrastructure

>

Account Manipulation
Create Account
Create or Modify System Process
Hijack Execution Flow i

e I\\;;t':‘exzi;:lt‘:’t: — ‘ ) ’ [ < Abuse Elevation Control Mechanism
Access Token Manipulation

DEfE!‘SE Domain Policy Modification
Evasion ™ File and Directory Permissions

Modification
»  Modify Authentication Process

Subvert Trust Controls
N Use Alternate Authentication

v

~ {(zEROTRUST)- -

Abuse Elevation Control

Mechanism i

Access Token Manipulation Escalation _ ~ Material
Create or Modify System Process Account Access Remwal Valid Accounts
Domain Policy Modification Data Encrypted for Impact Weaken Encryption
Escape to Host < \ . DataManipulation
Exploitation for Privilege ~ ,‘*fm’_ﬂ.@jﬂ‘i vice
Escalation ~ Inhibit System Recovery
Process Injection . Network Denial of Service
Scheduled Task/Job Service Stop
Valid Accounts  System Shutdown/Reboot

Fig. 7. Zero-trust with MITRE ATT&CK alignment.

Monitoring and Examination of the Network’s Traffic: By analysing the network traffic, adversaries can learn about sensitive
information about users as well as organization secrets. This would impact the confidentiality and integrity of users and organization
data. Through traffic, analysis organizations can also detect and prevent potential threats, such as malware infections, data
exfiltration, or unauthorized access to sensitive systems. Some potential attack vectors against monitoring and examination of
network traffic include Encryption, Evasion techniques and Insider threats.

3.2. Zero-trust alignment with MITRE ATT&CK

The threats to zero-trust models can be aligned with the widely used threat knowledge based like MITRE ATT&CK framework as
it provides a common language for discussing the methods, approaches and tactics adopted by attackers to breach the networks
and help organizations to develop effective defence strategies against these attacks. By using the MITRE ATT&CK framework,
organizations can gain a better understanding of the different types of threats they may face and how these threats could impact their
operations. They can use this information to develop more effective threat detection and response strategies and to better prepare
for potential attacks. The MITRE ATT&CK framework consists of 12 categories of mechanisms that are commonly used by attackers
during cyber-attacks which are then subdivided into further-level attack mechanisms executed by the attacker. These categories
are Initial Access, Execution, persistence, Privilege Escalation, Defense Evasion, Credential Access, Discovery, Lateral Movement,
Collection, Command and Control, Exfiltration, and Impact. The MITRE ATT&CK framework focused on three main application
domains: Enterprise, this domain focused on techniques used to compromise traditional enterprise networks, including endpoints,
servers, and cloud-based services. The mobile domain focuses on techniques used in mobile environments, including mobile devices,
applications, and operating systems and the Industrial Control System (ICS) which covers the techniques used to attack industrial
control systems, SCADA or cyber-physical systems. In Fig. 7, we mapped the techniques that are relevant to zero-trust models in
the domain of enterprise security and industrial control systems. The first category presented in Fig. 7 is Initial Access which is the
combination of different approaches used by the threat agents to gain access to the target system, device or network. This step is
the first step in the attack process and once the attacker gains initial access, they can try other tactics to compromise the security
and privacy of the network or systems. In this aspect, we validate accounts, drive-by-compromise, external services and supply
chain compromise to allow an attacker to disturb the communication and compromise the network resources in an unintended way.
Phishing can also be used to access resources; however, the continuous monitoring process of the zero-trust approach could provide
a timely defence. Within ZT, users only have access to the specific resources they need, limiting the potential impact of a successful
initial access attempt. Furthermore, the micro-segmentation also limits the attacker’s capability to compromise the larger footprint
of the network.

The second attack tactic is Resource Deployment. Resource Deployment is the technique used by the attacker to deploy and
maintain their tools and infrastructure within the victim system and network. It is the essential component for maintaining persistent
access to the target network resources. In this category, we model compromise accounts, compromise infrastructure, and acquire
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infrastructure as the most important threat to zero-trust-based security systems. Zero Trust can leverage application control policies
and the principle of least privileges to restrict the execution of unauthorized software or scripts, potentially blocking malicious
payloads from execution and blocking malicious actors.

The third category we incorporated is Persistence which refers to various techniques used by the attacker to maintain continuous
access to the system or network even after they have been detected, blocked and removed from the system. Here, we consider
modifying the access credentials, creating accounts with full privilege rights, modifying the account and processes or even modifying
the authentication process. The creation of a new valid account would provide persistent access to the attacker. Zero Trust focuses
on assuming that every user and device is untrusted and requires continuous verification and validation of their identity and access
rights therefore, zero trust could provide an effective defence against persistent access only if it is properly implemented. Next,
we considered Privilege Escalation which refers to a set of approaches by attackers to gain higher levels of access to a system or
network than they originally had. This tactic is often used in conjunction with other tactics, such as Initial Access or Persistence,
and is essential for attackers to achieve their goals, such as stealing sensitive data or deploying malware. Zero-trust protects the
network through strong access control policies and micro-segmentation which could limit the impact of Privilege Escalation attacks,
as attackers will only have access to a limited portion of the network.

The fifth category we considered is credential access which refers to the techniques used by attackers to steal valid credentials
to access a system or network. This tactic is a critical component of many attacks, as valid credentials are often required to move
laterally through a network or to access sensitive data. Credentials stuffing, brute-force attacks and multi-factor authentication
attacks are widely used techniques for credentials stuffing. Zero Trust significantly reduces the risk associated with stolen credentials.
By requiring additional verification and limiting access privileges, Zero Trust makes it much harder for attackers to leverage
compromised credentials to achieve their objectives.

The sixth category we considered is command and control which refers to the techniques used by attackers to communicate
with and control compromised systems or networks. This tactic is a critical component of many attacks, as attackers need a way to
remotely control their malware and exfiltrate stolen data. The application layer protocols, remote access applications and tools can
be used to compromise the network and use it as a distribution point for malware or denial of service attacks. The implementation
of zero-trust could reduce the attack surface for Command and Control attacks by requiring strong authentication and authorization
measures for any communication between systems. Zero Trust disrupts command and control communication by implementing a
“never trust, always verify” approach. Zero Trust also emphasizes continuous monitoring of user and system behaviour to further
improve the security of the network.

The seventh category of Att&ck framework considered is Defense Evasion which refers to techniques used by attackers to avoid
detection and bypass security measures deployed by organizations. This tactic is used to maintain their foothold in the compromised
system or network and enable them to achieve their objectives without being detected. To this extent, Zero Trust’s focus on least
privilege access control directly counters attacker techniques that exploit stolen credentials for privilege escalation.

The eighth category we considered is the impact which describes the effects of an attack on a system or network. The impact
can be defined as the result or consequence of a successful attack, and it can be used to measure the severity of the attack and
its potential damage to an organization. The zero-trust could minimize the impact of the attack on the organization because of
micro-segmentation and strong access policies. Even if an attacker breaches a system, Zero Trust’s access controls mechanism limits
the damage they can do. They would not have access to the entire network or sensitive data because of micro-segmentations and
access policies.

Finally, we considered lateral movement which refers to the techniques used by attackers to move through a network after
gaining initial access. Once attackers have gained access to a system or network, they attempt to move laterally through the network
to identify and compromise additional systems or resources. The zero-trust requires continuous authentication which could resist
the movement of the attacker inside the network. Zero Trust often utilizes micro-segmentation within networks, creating barriers
between resources. This restricts attackers’ ability to move laterally across the network after gaining initial access.

The Zero Trust approach is aligned with MITRE ATT&CK framework, as it addresses many of the tactics and techniques used by
attackers to compromise systems and networks. If properly implemented it could improve the security posture of the network and
minimize the impact of cyberattacks on the organization.

4. Zero-trust implementations

This section offers a fresh perspective on implementing zero-trust security, moving beyond the ‘never trust, always verify’
paradigm [71]. Recognizing potential limitations in broad applicability, this framework explores alternative approaches that cater to
the diverse needs of different organizations. To this extent, we evaluate the works which have been performed in the perspective of
zero trust [72]. Fig. 8 presents the implementation setup for ZTA. The core implementation models in ZT can adopt four approaches:
centralized, decentralized, distributed, and blockchain-based as shown in figure Fig. 9.

Centralized Implementation: In a centralized ZTA, all the components, security functions, and decision and control functions
are implemented and managed from a central location. Specifically, there exists only one PDP, PE, and PEP setup for all the network
devices, users and segments. This architecture allows the administrator to implement consistent security solutions across the entire
organization. A centralized system also enables to monitoring of the user and network activities from a single point thus bringing
the benefit of easier administration and management. However, centralized systems have some limitations such as a single point of
attack and failure, difficulty to scale with a large number of users and devices, and most importantly users need to trust these systems
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for their privacy and security. The centralized system also becomes a bottleneck as all traffic passes through this core component.
Centralized ZTA cannot support peer-to-peer, ad-hoc, and decentralized networks as well [72].

Distributed Implementation: The limitations of a single point of failure and attack can be minimized by distributing the core
functional components of ZTA across all the network segments and these segments then communicate with each other directly or
to outer networks. In this setup, each network segments have its own PDP, PEP and PE setup. The distributed setup has some
important features such as it can provide some resilience if core components of a specific segment are failed by shifting the load
to other segments, provide a dynamic trust level specific to segments, reduce the attack surface by minimizing the exposure of
the network. The distributed setup also has some limitations as it requires careful planning to ensure consistent policies across the
network and requires some resources for the management of complex network and traffic analysis.

Decentralized Implementations: Decentralized zero trust distributes the functionality of ZTA components across the network.
A decentralized setup reduces the attack surface, provides resilience to the failure and single point of attack and allows the definition
of policies related to a particular network. In some cases, more than one segment is logically connected and is controlled by the same
policy enforcement system. The decentralization also allows the distribution of the policy definition function and policy enforcement
function across the network, for example, policies are defined and managed at the central location but enforcement of policies is
being performed very near to a segment or device, for example, the edge or fog device. This setup though brings some benefits over
centralized setup but has management overheads for device and network management. The decentralization can also be implemented
through the use of software-defined network and network function virtualization [73].

Blockchain-based Implementations: Blockchain technology can also be used to distribute the ZTA functionality across the
network. In a blockchain-based ZTA, PDPs and PEPs can be implemented using smart contracts and distributed ledger technology.
In a blockchain-based ZTA, PEPs can be implemented using smart contracts that are deployed on the network nodes. The PEP smart
contract can verify the identity of the user or device trying to access a resource and check whether they are legitimate users or not
via access PDP smart contract. The PDP smart contract responds with the result of the policy check, and the PEP smart contract
enforces the access control policy accordingly. All transactions related to access, authorization and authentication are logged on the
blockchain, providing a tamper-proof record of access and security events. This implementation not only reduces the single point
of attack but also improves the security and privacy of users and devices using a tamper-proof ledger of transactions. A blockchain-
based implementation of PDP and PEP can provide organizations with enhanced security and decentralized decision-making but at
the expense of complexity and computation resources required for handling blockchain transactions.

Cloud-based Implementation: In the cloud-based system the ZTA components can be implemented and managed in the
cloud. The cloud-based ZTA shifts implementation to cloud-based service thus offering scalability, resilience, security, and cost-
effectiveness. Within this setup, the functionality of PDF can be implemented in the cloud by defining access rules and policies are
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enforced at the edge point after accessing them from the cloud. Platform as a Service (PaaS) and Software as a Service (SaaS) can
be used as the Policy Decision Function (PDF) and Policy Enforcement Point (PEP) in ZTA. Within this setup, PaaS and SaaS can
provide resources to implement access control policies and their enforcement. Cloud-based Zero-trust systems can also Amazon web
services, Azure or Google Cloud systems for policy and access management.

5. Adoption and implementation of zero-trust

ZTA implementation ensures that users, devices, and applications must be constantly authenticated and authorized to use the
network resources. It also requires that access control and network usage policies must be implemented based on the identity of the
user, the status of the device, and other contextual considerations. In this section, we will explore some possible implementations
of zero-trust security in different organizational settings to achieve more robust and dynamic security [74]. Table 2 presents the
related work regarding zero-trust implementations.

5.1. Cloud-based zero trust system

As organizations increasingly move their operations to the cloud, securing cloud infrastructure becomes a top priority for
secure, resilient and trusted operations. A zero-trust-based model provides a more detailed and dynamic approach to securing the
cloud infrastructure which might not be possible through perimeter-based security measures. Dynamic access control, continuous
authentication and authorization of network devices, software and applications, and services are required regardless of location
from where the request has been made for the cloud resources.

Decusatis C. et al. [75] explored the implementation of a zero-trust system with the use of transport-level access control and first
packet authentication. First packet authentication analyses the first packet originated by the user and verifies the identity of the user
through careful packet inspection and transport layer access control implements the authorization policies. Steganographic overlay
has been implemented at the transport layer access control to block unauthorized traffic. The approach has a limitation as it is
resource-intensive due to transport layer cryptographic operations resulting in computation and communication overheads [76]
and TCP communication flows are vulnerable to session hijacking attacks [77,78]. Hussain F. et al. [79] proposed a security
management framework based on the Intelligent Service Mesh Framework which incorporated a layer of intelligence using machine
learning, and artificial intelligence to automate the discovery, configuration, and management of API security policies. The intelligent
mesh framework improves security by creating zero trust around the core assets of the network and applications. Luca et al. [80]
proposed a system that assumes that both data and control plane can be untrusted within the zero-trust frameworks. To protect
the network, the authors proposed a survivable zero-trust framework that includes three main components: a trust engine, a fault-
tolerant controller, and a survivable data plane. The trust engine is responsible for verifying access requests and enforcing security
policies. The survivable data plane provides a secure communication channel between the trust engine and the protected resources.
The critical limitation of the existing system is the non-compliance of encrypted messages during the evaluation of access control
policies. The network perimeter in a cloud environment is constantly changing, and the traditional approach becomes challenging
to maintain security. Zirak Zaheer et al. [81] proposed an approach a network-independent approach called ezTrust that protects
microservices (application and data) by implementing zero-trust parameterization. The approach consists of three core components:
the eZTrust Proxy, the eZTrust Controller, and the eZTrust Policy Engine.

Mehraj, S. and Banday, M. T. [82] discussed the challenges of implementing the zero-trust strategy in the cloud computing
environment to improve their security posture. The authors implemented the security of the cloud network by dividing the network
into small segments, using encryption for integrity and confidentiality and strict implementation of access control policies. The
authors also analysed the use of machine learning algorithms and Artificial intelligence to detect and respond to security threats
in real time. Koshi Ishide et al. [83] use supervised Machine learning and rule-based approaches for detecting malicious users and
traffic in the heterogeneous zero trust architectures. The proposed method has shown improved performance in detecting malicious
activity but its accuracy depends upon the quality of training data. Chuan T. et al. [84] proposed a ZTA methodology that leverages
a set of access control policies to safeguard data exchange between external servers and internal networks. This approach is designed
to be compatible with existing corporate network environments.

Zhang Xiaojian et al. [100] proposed a zero-trust framework that can be used to protect power [oT devices, big data and services
from numerous security threats. Within the framework, they adopted micro-segmentation and then applied policies to each segment.
The segmented network limits the footprint of attack, but it could increase some load over the resource-constrained devices. Zero-
trust framework should have property self-governance, self-healing, and self-protecting mechanisms to provide continuous security
and threat mitigation [125]. Dayna Eidle et al. [86] propose an autonomic security framework for zero trust which is itself capable
of detecting, responding and recovering from security threats. The framework consists of four components, the policy manager, the
event manager, the response manager and the assurance manager. This results in a proactive network security which minimizes the
attack footprint and improves overall security of the enterprise network. This implementation also improves incident detection time
and reduces the implementation cost of securing the network. Micro-segmentation is the major component of the zero-trust model
and could reduce the attacker footprint during the execution of the attack. Micro-segments make it more difficult for attackers to
move laterally across the network and exploit vulnerabilities. Nabeel Sheikh et al. [87] discuss the implementation of a zero-trust
security model by micro-segmenting large network into small and manageable segments. Each micro-segment has their own security
policies and controls as the effective defence against malicious actors. The micro-segmentation ensures that malicious actors would
not cross the boundary of compromised segments thus reducing the attack surface and minimizing the potential damage from the
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Table 2
A summary and comparison of implementation architecture, authentication, authorization and access control mechanisms for zero trust enabled security.
Reference Architecture Application Authorization ~ Authentication  Access Cryptography  Multifactor Network
control authentication  segmentation

Cloud-based systems

Chuan et al. [84] Decentralized  Cloud X X v X X X
Mehraj, S. et al. [82] Centralized Cloud X v X X v v
Decusatis, C. et al. [75] Distributed Cloud X v X X v v
Krx et al. [85] Distributed Cloud v X v X X X
Fatima et al. [79] Centralized Cloud X v X X X X
Zaheer et al. [81] Distributed Cloud X v X v v v
Ferretti et al. [80] Decentralized  Cloud v v v v X X
Eidle et al. [86] Centralized Cloud X v v X v X
Sheikh et al. [87] Decentralized  Cloud X X X v X X
Yang et al. [88] Distributed Cloud X v X v X v
Krishnan and Sreeja Centralized Cloud X v v X X X
[891]
Dimitrakos et al. [90] Decentralized  Cloud v X v X X X
Zhao et al. [91] Hybrid Cloud v X v X X X
Sengupta et al. [92] Distributed Enterprise v v X v X X
Jin and Wang [93] Distributed Cloud X X v X X X
Ghate et al. [94] Centralized Cloud X v v v X v
Hatakeyama et al. [95]  Centralized Cloud v v v X X v
Tian and Song [96] Decentralized ~ Cloud X v 4 X X X
Ahmed et al. [97] Distributed Cloud X v v X X v
I0T-based system
Wenhua Huang et al. Cloud Power-IoT v X v X X v
[98]
Samaniego et al. [99] Blockchain 10T v X v X X v
Claudio et al. [25] SDN II0T v v X X v X
Zhang X. et al. [100] Centralized 10T v v X X v X
Anil G et al. [101] Centralized 10T X v X X v v
Liu Y. et al. [102] Decentralized  IOT X v v X X X
J Wang et al. [103] Distributed 10T X X v v v v
Dimitrakos et al. [104] Centralized 10T X v v X X X
Abhiram et al. [105] Distributed 10T X v v X v X
Yao and Wang [14] Centralized 1II0T v v v X X v
Colombo et al. [106] Distributed 10T v X v X v X
Shah et al. [107] Distributed 10T X v X X v v
Gutmann et al. [108] Decentralized  IOT v v X X X X
Da silva et al. [109] Distributed 10T v v X X X v
Wei et al. [110] Distributed I0T X v X v X v
Mandal et al. [111] Centralized IIOT X X v X v X
Halter et al. [112] Decentralized  IOT X v v X v v
Sasada et al. [113], Distributed 10T X v v X X X
Wu and Wang [114] Decentralized  IIOT X v v v v X
Fang and Guan [115] Distributed 10T v v v v v X
Vanickis et al. [116] Centralized 10T X v v X X v
Lee et al. [117] Distributed 10T X X v X X X
Decentralized and blockchain-based Systems
Chenchen Han et al. Decentralized 10T X v X X v X
[118]
Peirong Li et al. [119] Blockchain Electric X v X v v v
vehicles
Alevizos et al. [67] Blockchain Enterprise X X v X X X
Mukesh Kumar et al. Decentralized  6G network X v v v X X
[120]
Patil et al. [121] Decentralized  Blockchain v v X v X X
Dhar et al. [122] Blockchain 10T v v X v v v
Li, D. et al [123] Blockchain Edge X v X v X v
computing
Nannan Wu et al. [37] Blockchain Centralized v X v v X X
Gai Keke et al. [40] Blockchain Centralized v X v v X X

(continued on next page)
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Table 2 (continued).

Samia et al. [42] Blockchain Edge v X X X X X
Albuali et al. [124] Blockchain 10T v v v X v v
Zhao et al. [91] Blockchain 10T v v X X X v

security breach. However, this makes the network more complex, and expensive and incurs communication delays while checking
and enforcing policies on each micro-segment. Krx et al. [85] present a Zero-trust model based on distributed cloud architecture
to potentially overcome the access control protocols within the cloud infrastructure. The system utilizes thin and micro cloud
techniques within both its configurations. Simone Rodigari et al. [126] present a performance analysis of a zero-trust security model
implemented in a multi-cloud environment. The experiments involved deploying a web application in a multi-cloud environment
and measuring various performance metrics, including response time, throughput, and resource utilization. The results show that
a zero-trust security model can be implemented with minimal impact on performance. Zero-trust cloud architecture may enhance
security, lower the risk of data breaches, and increase flexibility, making it a worthwhile investment for businesses that rely on
cloud-based services. Claudio et al. [25] provide a new Zero Trust Architecture that can be easily integrated into cloud computing
and Internet of Things solutions to secure the devices within heterogeneous industrial networks. Authors adopted software-defined
networks for enforcing access policies in a micro-segmented network.

5.2. Distributed IoT based zero trust frameworks

The distributed zero-trust approach protects the IoT devices and networks which are not only resource-constrained but are
dispersed across numerous networks and locations. The conventional security models are insufficient to protect these networks
because of the dynamic nature and resources available, however Implementing an IoT-based zero-trust system can be challenging,
requiring careful planning and a thorough understanding of IoT security best practices.

Shancang Li [127] discussed the application of the zero-trust security model in the context of the Internet of Things (IoT). The
author highlights the unique security challenges posed by the IoT and proposes a zero-trust approach as a solution. The author also
discussed the use of blockchain technology as a means of providing trust in the IoT. However, this work did not protect against
dynamic IoT threats. The enterprise Internet of Things (E-IoT) is a distributed and complicated system made up of a huge number
of heterogeneous devices having different network connectivity and resources. These systems frequently have internet connections,
making them open to various security risks such as unauthorized access, data alteration, and denial of service assaults. Anil, G. [101]
et al. proposed a framework that can be applied to secure the E-IoT. The framework consists of two major components a lightweight
cryptography-based secure data transmission mechanism and a machine learning-based intrusion identification system. Safwa Ameer
et al. [128] implement Zero-trust by defining and designing the access control policies from smart IoT systems. The authorization
is based on the score-based authorization model. In a score-based authorization model, each device and user is assigned a score
based on a variety of factors, such as their identity, their location, and their past behaviour. Yinghong Yang et al. [129] proposed a
blockchain cross-chain communication protocol to minimize privacy breaches within a zero-trust IoT environment. The protocol uses
relay chains and protect sensitive information by concealing inter-chain transaction addresses. Adel Atieh et al. [130] proposed a
zero-trust model for the industrial Internet of Things (IIoT) to mitigate the existing risks within the IIoT environment. The framework
is based on the principle of zoning which is then protected based on zone score.

Liu Y. et al. [102] Proposed a decentralized system for sharing information in the zero-trust Internet-of-Things (IoT). The system
allows IoT devices to share information in a secure and trustless manner using a blockchain system and a smart contract to
control access to the information. The system is fair and transparent in the sense that all authenticated devices can have access
to information [131]. The proposed approach faces challenges in terms of latency, with potential delays in data transmission
due to additional security checks. Additionally, the protocols may increase processing overhead on network devices. Abhiram
D et al. [105] proposed a VPN-based zero-trust architecture that employs software-defined parameters (SDP) to govern access
control and reinforce security measures within network communications. Dimitrakos et al. [104] proposed a trust-aware continuous
authorization framework for consumer Internet of Things (IoT) devices. The framework is based on the Usage Control (UCON) model,
dynamic authorization (Attribute Based Access Control (ABAC)) which grants users resources based on the context of a request. The
framework also incorporates trust evaluation, which allows for dynamic authorization decisions based on the current trustworthiness
of a device. Samaniego et al. [99] propose a zero-trust hierarchical management framework for the Internet of Things (IoT). The
framework is designed to address the security challenges of IoT, such as unauthorized access, data tampering, and denial of service.
The framework consists of three main components: the policy manager, the attribute authority and the policy enforcement point. J
Wang et al. [103] propose a distributed ledger-based system to store confidential information of the user in the Internet of Things
(IoT). This makes it ideal for storing sensitive data, such as IoT data, which needs to be protected from unauthorized access. The first
layer is the data layer, which stores the actual IoT data. The second layer is the security layer, which provides security and privacy
features for the data. This method makes proof of work sizes smaller by combining evidence from different parts of the blockchain.
This helps IoT and blockchain systems talk to each other more easily and efficiently. Samia et al. [42] proposed ZAIB (Zero-Trust and
ABAC for IoT using Blockchain) to facilitate machine-to-machine communication while ensuring access policies through edge-based
deployment and the blockchain setup. The trust of the devices is evaluated based on each request while ensuring minimum latency
or delay. The paper did not provide any analysis towards the implementation of access control policies and the security of device
data and policies.
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The IoT is a growing network of connected devices and has many application domains for example smart homes, smart
manufacturing, smart cities etc. While IoT devices have the potential to provide significant benefits, such as increased efficiency
and productivity, they also introduce new security risks. IoT devices are resource-constrained and do not have sophisticated security
measures, making them vulnerable to cyber-attacks. ZT could provide a comprehensive security framework that can detect and
mitigate threats at all levels of the network, from the device to the application layer [132]. IoT networks are dynamic with
devices joining and leaving the network frequently. ZTA can provide continuous authentication and authorization of all network
access requests, ensuring that only trusted devices and users are allowed to access the network [133,134]. IoT networks consist
of thousands or even millions of devices, making traditional security measures such as firewalls and perimeter-based security
insufficient. IoT can be applied to critical sectors such as health as well which requires a high level of security and ZT could
ensure the confidentiality, integrity, and availability of data in these applications with minimal user intervention [135]. SDN and
ZTA can also deploy together to secure the IoT network from sophisticated attacks while reducing the computation load from the
resource-constrained devices [62,136,137]. This implementation would make the network more secure, simple and efficient by
allowing network administrators to manage network resources and security from a centralized location. This would also allow the
network to divide the implementation as the control plane and data plane with different implementation policies [138].

5.3. Centralized zero-trust systems

ZTA can be implemented as a centralized system setup where there is a centralized authority which acts as the proxy for
verifying the user or device identity and grants access based on predefined access policies. These policies can be dynamic, or static
implemented on PDP or PEP but can be routed through the centralized system. Omar et al. [20] compare two centralized security
mechanisms namely network access control (NAC) and software-defined perimeter (SDP) to enforce the policies using the centralized
software-defined network. NAC is responsible for controlling the access based on predefined policies and SDP creates an isolated
fence network around the resources, applications, and devices. Authors argued that SDP is more effective and secure than NAC,
as it provides strong security and a more flexible approach to defining and enforcing access control policies. Puthal et al. [139]
proposed a ZT model by enforcing the policies based on software-defined networking (SDN). The centralized SDN controller is used
to create a virtual perimeter around the network which can be used to control access to the network based on different authorization
and access control policies. However, these schemes are mainly based on centralized design to enforce the policies in a distributed
environment in a centralized way and have some limitations such as dynamic scalability, low flexibility, and do not have dynamic
access control management.

Healthcare organizations hold and process patient confidential data, such as medical records, personal identification information,
scan results, and insurance details for meaningful and automated decisions. These sensitive data need continuous access, can be seen
by the person who is authorized based on their role and should not move outside the perimeter of the organization [140]. Within
this emerging eco-system perimeter-based traditional security systems would not provide effective security and privacy of user data
and network devices. A ZT security model within an emerging healthcare network can help ensure that users’ data and devices
are protected from unauthorized access, ensuring patient privacy and confidentiality. Implementing a ZT could mitigate the risk of
data breaches by allowing controlled access to patient-sensitive data and blocking malicious actors at the early stage of the attack.
Healthcare organizations also ensure that they have placed effective security measures to fulfil the compliance regulations (HIPPA,
GDPR, ICO etc.) [141,142]. A ZT approach can help healthcare organizations comply with these regulations by ensuring that patient
data is protected from unauthorized access. As stated, traditional security measures would not protect the network from insiders,
however, a ZT approach can help mitigate this risk by limiting access to data based on the user’s role, privileges, and continuous
authentication [143].

Finally, a ZT approach can help healthcare organizations manage this complexity by segmenting the network into smaller, more
secure sections, and limiting access to each section based on the user’s role and permissions [144]. Chen et al. [145] propose a
ZTA based security and privacy protection systems for smart and interconnected healthcare system. The system consists of four
layers: the perception layer, the network or inter-networking layer, the application layer, and the network management layer. The
perception layer collects sensor data, communication between device handles through the network layer, the application layer
provides access to remote users and the management layer enforces user policies. Continuous authentication and authorization
have been implemented in a multi-tiered healthcare network to ensure the security of data and devices [146,147]. For healthcare
platforms, this approach performs quite well in terms of functionality and efficiency. Its robust features and reliable performance
make it an acceptable choice for managing sensitive medical data and supporting critical healthcare operations. Network slicing
and segmentation can also be used to secure the healthcare network [148]. Network slicing can secure telemedicine consultations
by allocating them to a dedicated network slice with stricter security measures, guaranteeing patient privacy and uninterrupted
communication. Segmentation can isolate administrative networks from patient data systems, preventing malware or unauthorized
access from one side from jeopardizing the other. This would allow the implementation of policies based on their role and within
the divided segment. The management of such a network might be challenging and requires some extra investment in terms of
deploying a firewall for each segment.
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5.4. Blockchain-based zero-trust systems

A blockchain-based zero-trust system is a security architecture that uses blockchain technology to implement the zero-trust
security model. Blockchain technology can be used to implement zero trust by providing a secure and immutable ledger of all
authentication and access policies. The ledger can be used to verify the identity of users and devices, revoke and enforce access
policies and track users’ activities across the network. A Blockchain-Based zero-trust system is decentralized, which means that
there is no single point of failure and single point of attack. The distributed nature of the system ensures that no single entity has
control over the network, and any attempt to tamper with the data is immediately detected and prevented. Blockchain has a wide
range of potential applications in different domains such as the Internet of things, metaverse, supply chain management, healthcare
etc [67,149-152]. The challenge to using the blockchain-based zero trust is that the implementation is complex, might have an
additional delay while enforcing the authentication and access policies and can be difficult to implement and manage. Blockchain
would help systems to be secure by making it hard to change data, and the zero-trust model makes sure people with approved
credentials can access the data and resources.

Li et al. [119] propose a comprehensive security architecture for smart EV chargers, employing zero-trust principles for
access control, blockchain for reliable key management, and ShangMi cryptography for enhanced data integrity. The zero-trust
architecture enforces identity and access management (IAM), allowing only authorized entities could access the sensitive data.
Saima et al. [153]propose a blockchain-based attribute-based zero-trust access control model for the Internet of Things (IoT). The
model is designed to address the security challenges of IoT, such as unauthorized access, data tampering, and denial of service. The
model is based on the following key principles: Zero trust, Attribute-based access control and Blockchain. Mukesh Kumar et al. [120]
propose a blockchain-based group authentication scheme for 6G communication networks. The scheme is designed to address the
security challenges of 6G networks, such as unauthorized access, data tampering, and denial of service. The scheme ensures the
integrity and confidentiality of user data through the use of group authentication and Blockchain.

Chenchen Han et al. [118] proposes a blockchain-based zero-trust scheme to ensure security and privacy within 6G edge IoT. The
scheme is designed to address the security challenges of 6G edge IoT, such as unauthorized access, data tampering, and denial of
service. The scheme is based on the following components: the creation of zero-trust among users and devices, the implementation
of the blockchain system and the utilization of the edge computing concept to deploy the functionality of the blockchain system.
The zero trust-based BDS storage leaves complex blockchain architectures susceptible to security breaches, warranting additional
defencive measures. Alevizos et al. [67] provides a comprehensive review of the state-of-the-art in blockchain-based ZTAs and
identifies how blockchain could be used to implement Zero-trust on end devices. The scope of Blockchain is currently limited
to the IoT, the security of the network can be improved and reshaped by integrating blockchain and zero-trust within IoT and
resource-constrained devices. These integrated control mechanisms might potentially safeguard diverse network landscapes.

Patil et al. [121] proposes a consensus algorithm for building a zero-trust model. The algorithm utilizes the concepts of
decentralization, transparency and immutability using a distributed ledger. The algorithm is implemented on the consensus IoT
nodes. The consensus technique makes sure the system works right in a decentralized way without the centralized entity. Dhar and
Bose [122] the risk score by using access control policies, segmentation, identity management and zero trust enforcement using a
blockchain system. Li et al. A ZT [123] ensures the security of end devices by making access control policies at the edge devices by
enabling identity verification, authentication and authorization using distributed blockchain. To test their approach, they established
a blockchain-based edge computing alliance where devices collaborate with each other to report security incidents. Nannan Wu
et al. [37] proposed an attribute-based access control mechanism based on block-chains in order to ensure user’s, network policies
and their attributes. The integrity and confidentiality of attributes are ensured through homo homomorphic cryptosystem. Gai
Keke et al. [40] proposed a framework which enables different service providers to exchange information in a privacy-preserving
way. They adopted a blockchain-based access control scheme with participating members of the consortium in order to ensure the
confidentiality and integrity of user’s data and the organization’s confidential information. Blockchain technology can also be used to
enforce the secure, decentralized authentication [154-156] and access control mechanisms [157-159] in healthcare organizations.
This method has some computation and communication overheads over public blockchain since it takes time for peer-to-peer node
verification and authentication. The implementation of blockchain with ZT still requires several challenges to address before it is
deployed in real resource-constrained and dynamic networks. These challenges require a balance between security, decentralization,
scalability, privacy, interoperability between different networks, lightweight consensus algorithms, and performance overheads such
as computation power and bandwidth.

6. Authentication, authorization and access control in ZTA

In a ZT environment, authorization and access control are more critical components as the ZT model assumes that no user,
application, process, traffic, or device within the network can be trusted. Therefore, all access requests must be verified and
authenticated before being granted. Authorization and access control in ZT are designed to ensure that only authorized users and
devices can access resources, and only for as long as they need to while considering the characteristics of the network, traffic, and
users in a dynamic way. By verifying the identity of users and devices, and then granting them access to resources based on their
need to know, zero trust can help to mitigate the risk of data breaches. The implementation of authorization and access control
within ZT security would bring several benefits including reduced risk of data breaches, improved visibility and control in a highly
dynamic and heterogeneous network, greatly improved user experience while still using their own devices and a secure network from
internal and external threats. These benefits would greatly help the organization to minimize security threats, save finances because
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Fig. 10. Seven basic pillars of zero trust architecture for authentication and authorization.

of ongoing security threats, minimize unauthorized access and improve security posture [160]. Fig. 10 presents the authentication
and authorization architecture of ZTA. In this section, we discussed Zero trust from the perspective of authorization and access
control. We explained how Zero trust requires every request for access to a resource to be verified and authenticated, regardless
of whether the request is coming from inside or outside the network. Table presents the related work covering authentication,
authorization and access control within zero-trust.

6.1. Authorization

Authorization involves defining and enforcing access control policies, which specify the permissions that have been assigned to
users and devices for accessing the organization’s resources. Access control policies can be based on various factors, such as user roles,
job functions, and security clearances, and can be implemented at different levels, such as application, database, or network. There
are several methods of authorization, including DAC MAC, and RBAC [106]. In a Zero trust authorization is a critical component
of access control, and every access request must be continuously verified and authenticated. Dynamic authorization is an essential
aspect of Zero trust security, as access control policies must be continuously updated based on user behaviour. Qigui Yao et al. [14]
proposes a dynamic access control and authorization system based on a ZT security architecture. The system utilizes the continuous
risk and trust assessment to validate users’ policies and grant access dynamically. The system consists of four main components: a
trust assessment module, a policy management module, an access control module, and an authorization module. The system also
uses machine learning algorithms to detect anomalous user behaviour and automatically revoke access when necessary.

ZT networks operate on a zero-trust foundation, demanding rigorous scrutiny of every access request. The four pillars of the
authorization architecture — Enforcement, Policy Engine, Trust Engine, and Datastores — form a robust defence mechanism, filtering
out unauthorized attempts and granting access only to those deemed trustworthy. Merging these components under one umbrella
risks creating a single point of failure, a fatal vulnerability in the ZT security architecture [90]. Wenhua Huang et al. [98] proposes
a ZT access control mechanism that uses attribute-based encryption (ABE) to secure the power of IoT devices. This makes it possible
to control access to data based on the attributes of the users and devices that are requesting access. The trust score of the user and
devices is calculated in real-time which can block access to the user having abnormal behaviour to gain access permissions. Garcia-
Teodoro et al. [43] enhanced the security of the network by using a ZT network access control scheme based on the security profile of
devices and users. The scheme consists of four main components: a trust assessment module, a policy management module, an access
control module, and an authorization module. The system continuously monitors device and user behaviour to dynamically update
access control policies in real time. If a device or user is found to be non-compliant with security policies, access is automatically
denied or restricted.

Zhao et al. [161] propose a method for controlling access to a network based on cloud sea big data fuzzy clustering. The method
uses a fuzzy clustering algorithm to cluster users and devices into different groups and then uses a trust evaluation mechanism to
determine the trust level of each group. The access authorization and control mechanism is then used to control access to the network
based on the trust level of each group. The technique can regulate access authorization at the network’s perimeter. Binanda et al. [92]
proposed a system called Distritrust that provides distributed and low-latency access validation in a ZTA. The system consists of
two major components: the validation engine and the distribution engine. The validation engine is responsible for validating and
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enforcing access requests from users, network devices or applications and the distribution engine is responsible for distributing the
validation workload across multiple nodes to achieve low-latency performance thus achieving scalability and resilience.

Abdullah Ztimm et al. [124] proposed a zero-trust-based distributed identity management model for volunteer cloud computing
where cloud computing resources are shared among users. The identity management system is responsible for managing user
identities and ensuring that only authorized users are granted access to the resources. The access control system is responsible for
enforcing fine-grained access control policies and ensuring that users are only granted access to the resources they are authorized
to access. The trust management system is responsible for assessing the trustworthiness of the computing resources and ensuring
that only trusted resources are used.

Access control aims to ensure that only authorized entities, such as users, devices, or applications, are granted access to the
resources they intend to use. It can be used in various environments, including computer systems, [oT devices, applications, software,
cyber-physical systems, networks, physical premises, and cloud computing. The most widely used models are RBAC, MAC, ABAC,
and rule-based access controls. [79]. A number of access control policies have also been proposed within a ZT environment based on
traffic analysis [97,111], based on dynamic allocation of resources and access rights [93,113], using traffic and resource context to
allow the device access [94,112]. Identity-based access control (IBAC) controls access to resources based on the identity of the user
or entity requesting access [95,114,115]. It can help to improve security, reduce risk, increase compliance, and improve efficiency,
however, scalability and interoperability are the big challenges to consider before its implementation. The risk associated with the
device and end-users has also been used to evaluate the access rights of the entity. Risk-based access control as signs access rights
to users based on their job function or role within an organization, rather than on their identity [96,116,117,162].

6.2. Authentication

Access is granted to users or devices only after they have been thoroughly authenticated and authorized in a ZT authentication
model. Multiple layers of authentication may be used, such as verifying a user’s identity with a username and password, as well
as additional factors such as biometric data or a physical security key. Furthermore, ZT authentication continuously monitors and
analyses user behaviour to detect and respond to any malicious activities or anomalies. This would help even if a user’s credentials
are compromised, their access can be immediately revoked to prevent any unauthorized access to sensitive information or systems.
Identity theft is a significant problem globally, with many individuals and organizations falling victim to this type of crime. Norton
identified that over 81 million people in 10 countries experienced ID theft in the year 2021 which cost users and organizations
around $4.2 billion [163]. FTC received more than 1.4 million reports of identity theft from US citizens [164]. Common approaches
used to reduce the impact of identity theft are the use of strong and unique passwords, multifactor authentication, limited sharing of
information online, regularly monitoring credit reports and using identity theft protection services [107]. Furthermore, traditional
authentication assumes that all users within a network can be trusted and that attackers are external to the network. However,
today’s threat landscape is very dynamic and sophisticated, and attackers can be both internal and external to an organization.
ZT authentication can provide another layer of security for protection against identity theft and detecting suspicious activity. By
implementing a ZT approach, the organization would be able to prevent a potential data breach and protect its sensitive information
and systems from unauthorized access. Zero trust incorporates a range of security controls, including multi-factor authentication,
network segmentation, and continuous monitoring, to ensure that users and devices are who they claim to be and that their access
is limited to only the resources they need to perform their jobs.

Tang et al. [165] proposed a privacy-preserving authentication scheme based on zero trust architecture which uses a pseudony-
mous authentication protocol for enforcing access policies. The proposed scheme also incorporates the use of a trusted third-party
verifier to perform user verification without exposing sensitive user information. Lei et al. [22] propose a continuous authentication
protocol that is designed for a ZTA and does not require a trusted authority. The protocol is based on the concept of “secret sharing”,
where a secret is divided into multiple shares, and each share is distributed among different entities. In a ZT environment, continuous
authentication involves monitoring user behaviour, location, and device information in real-time to detect any anomalous activity or
behaviour. This approach allows organizations to identify potential security threats and take appropriate action before any damage
can occur. Continuous authentication typically involves the use of advanced analytics and machine learning algorithms to analyse
user and device behaviour and detect any unusual or suspicious activity [89,107,109,166-168]. Within this authentication eco-
system protocols also need to have the enhanced property of being lightweight so can be implemented over resource-constrained
devices without affecting the security and privacy [107,108,110]. In most authentication mechanisms, there exists a centralized
system which is the single point of failure and a single point of attack. These systems also require that their users must trust
them which is difficult to achieve in a realistic and continuously changing environment. The implementation of blockchain-based
authentication eliminates the need for a central authentication authority thus ensuring privacy and transparency. Blockchain-based
authentication systems have been proposed within the ZT models which do not require any trusted system but instead require a
distributed and immutable ledger [91,169-173].

7. Discussion

Zero trust is a security model that allows organizations to access and verify users and devices before granting them access
to resources, regardless of whether they are insiders or outsiders, asking for first-time access repetitive access. It operates on the
principle that all access requests should be authenticated, authorized, and continuously monitored. Therefore, zero trust focuses on

protecting sensitive data and resources by controlling access to them, regardless of the user’s location or the type of device. However,
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implementing a ZT can be complex and challenging, especially for organizations that have been using traditional perimeter-based
security solutions for years. The adaptation also has further challenges such as deployment, investment, changes in policies and
procedures as well as user training for using ZT-based security systems. The ZT policy is relatively new to the organization and has
yet to get widespread implementations. Furthermore, the implementation becomes more challenging and expensive in a network
that utilizes a huge number of IoT devices, allowing BYOD and unmanaged devices. This is because these devices are resource-
constrained, huge in numbers and generate various types of network traffic, manufactured by diverse vendors, offer different
functions and have different communication capabilities.

In this literature review, we reviewed different aspects of enforcing security within the enterprise network namely, authentication
and authorization, access control mechanism, securing transfer of data in rest, transit or in process using light-weight encryption,
implementation scenarios for enforcing ZT and network segmentation etc. We have observed that a large number of ZT systems are
cloud-based systems which shift the functionality of ZT between the ZT cloud and the ZT host/device. This can be implemented
in two modes a centralized cloud-based system and an edge-based decentralized system. The centralized cloud-based system offer
is simple and offers more stable services however latency and delay in such implementation would be high. Furthermore, such
implementation would require more resources for enforcing real-time decisions. The edge-based implementation allows policies to
be enforced near the devices thus minimizing communication delay and reducing overheads, however, implementation becomes
more complex in terms of policy management and enforcement. This implementation is more secure as it divides the network into
small manageable segments with their own defined policies. Distributed and Blockchain-based systems have also been proposed but
these systems still require work regarding their deployment, communication and processing overheads and employee training to use
the system in real deployment. These systems also have some resource bottlenecks when comes to resource-constrained devices and
networks. There requires an extensive evaluation in terms of consensus algorithm, communication structure, and user involvement
before deploying such a network as efficient security requires resilience as well as effective communication with minimum overheads
and costs.

Besides implementation or architectural setup, authorization has also been researched in the literature. This is an important
aspect as different network requires different types of authorization models depending upon the resources and architecture of the
network. RBAC, PBAC and ABAC are commonly used authorization mechanisms in ZT environments, and continuous authorization
ensures that access is only granted when it is necessary. RBAC works well for static networks, but zero trust requires real-time
policy decisions based on context, time, location, device type, behaviour etc. The implementation of RBAC’s pre-defined policies
might not adapt and scale well to these changing contexts and changing communication behaviour. PBAC and ABAC perform well for
continuously changing network environments and can handle diverse devices, however crafting and managing dynamic policies for
PBAC and ABAC implementation can be complex and require resources, especially for large organizations with diverse access needs.
By implementing Zero Trust’s principle of least privilege, organizations significantly reduce the attack surface for unauthorized access
attempts, minimizing the risk of data breaches and device compromise. The implementation of authorization and access control in
zero trust still requires research especially addressing the challenge of integrating the system with the legacy system, having a less
complex system that can be adopted for both computing devices as well as the IoT devices, user and administrative training and
definition and management of roles and permissions. These implementation scenarios should be designed while considering the type
of underlying network and can support interoperability as well. One of the major aspects missing from the existing literature is the
incident response as enterprises need to have a plan in place for responding to security incidents, including who to notify, how
to contain the incident, and how to restore systems to normal operations. The challenge with the incident response for ZT-based
networks is two-fold: first, the micro-segmentation can limit the visibility of network traffic and network attacks, which makes
identifying suspicious users and devices a bit difficult; and secondly, zero-trust networks generate a high volume of control traffic
for the continuous access and authorization. This could lead to complex event correlation and could miss the critical events due
to information load from different devices. Furthermore, devices within ZT are from different vendors which often use different
protocol stacks, and generate different types of traffic which limits incident response to perform effectively in such a dynamic
environment. Finally, we have also identified that existing literature has not focused much on providing the end-to-end security of
user data between devices. Most traditional methods of security have been adopted for securing the data exchange but these cannot
provide efficient communication, security, privacy, and integrity within the dynamic ZT environments and resource-constrained
devices. End-to-end encryption becomes more challenging in a ZT, especially when there are multiple segments between the source
and the destination, and where numerous devices are involved for policy enforcement and data management. The encryption can
also require setup for the key management across different segments and diverse devices. Attribute-based encryption (ABE) can be
a logical approach for securing user data based on user or device attributes. However, the implementation of ABE systems can be
complex in a dynamic environment where policies, attributes device properties and traffic change very frequently. The scalability and
interoperability of ABE across different device types, traffic and attributes can be challenging in resource-constrained and large-scale
networks.

8. Future challenges

This section discusses the key challenges ZTA needs to address before securing real-world networks [174].

Segmentation: One of the major components of ZTA is dividing the network into small segments to minimize the risk of
data breaches. The effective implementation of segmentation and the creation of small zones in a heterogeneous network can
further improve security, however, there are several challenges that organizations may face when adopting and implementing
segmentation in the ZTA. Today’s networks are very complex consisting of a large number of devices developed by different
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vendors, using a different set of protocols based on different communication technologies. Network segmentation within this setup
can be a complex and daunting task, especially in networks with multiple network devices, systems, protocols, and management
authorities. Implementation and segmentation strategy in this setup can be challenging and require careful segmentation of network
resources and the device can be complex, especially in large and complex organizations with multiple network devices and systems.
Today’s network needs to be integrated with the legacy systems for example decentralized identity needs to be integrated with
the legacy systems for smooth operations. The segmentation in such a scenario is also challenging as these systems may not
be compatible with modern segmentation technologies, and they may not be able to be easily modified. Integration is another
challenge while considering segmentation as it requires integration with many security technologies and tools, such as an Intrusion
detection system, intrusion prevention access, access control systems and authentication system. These systems may use different
protocols developed by different vendors therefore integration can be a challenging task and may require automated configuration
and management so different segments of the network work together. The implementation of segmentation has another bottleneck
which is resource constraints devices as these devices may not have the necessary processing power or memory to support traditional
segmentation technologies such as firewalls or virtual LANs (VLANs). Furthermore, resource-constrained networks may collect and
transmit sensitive data, which can be at risk of exposure or compromise. There is a requirement to develop lightweight systems and
methods for segmentation that can ensure the privacy and confidentiality of sensitive data on the resource-constrained segmented
network. Finally, the segmentation requires efficient monitoring systems that can easily integrate with different devices using the
same protocol without having management overheads. Research is required in this domain to develop a protocol that can serve
as an interface with legacy systems, resource-constrained devices and devices from different vendors for effective monitoring and
troubleshooting of network attacks.

Scalability: Scalability is a key challenge for the ZTA as ZTA implementation must be able to scale and meet the needs of
a growing organization both in terms of the number of users, number of devices and volume of the data. Today’s networks are
growing both in terms of users and the volume of internal or external data. These users and devices should operate in plug and play
manner and need security from the time it joins the network regardless of the type of device, communication protocol, technology or
location. Within this ecosystem, scalability requires a comprehensive and consistent security approach across all devices, users, and
networks so that devices can be introduced into the network while still ensuring the security and privacy of user and network data.
Scalability issues should also be investigated along with the use of Machine learning and Artificial Intelligence systems to manage
the security policies and access control policies in an automated way. The use of emerging technologies Software-defined networking
(SDN), Network Function Virtualization (NVF) and cloud computing should also be investigated for the purpose of scalability in the
design of ZTA architecture. All these should be implemented with the security and privacy of the end-users therefore require systems
which should be easily implemented on the resource-constraints devices.

Decentralized Implementation: Decentralization is another research issue that requires further investigation within the domain
of ZTA. Decentralization aims to control access control and authentication by distributing the functionalities across the network
segment without having this functionality at a single centralized system or device. By implementing decentralized security measures,
ZTA reduces the attack surface and makes it more difficult for an attacker to penetrate the network. Furthermore, decentralization
may offer resilience and scalability within the design of the ZT architecture. However, the use of decentralization in ZTA has
some challenges such as complexity, management, integration, and cost of its implementation. One of the major challenges
within decentralization is complexity while ensuring the security and privacy of data, devices, and users. This is because within
decentralization data is being exchanged and distrusted through the network which makes it challenging to manage and enforce the
security policies. It also makes it difficult to ensure privacy within this type of data and data is being exchanged between different
segments of the network. The blockchain-based system is one approach that can be used to enforce the principle of decentralization,
but it inherits several challenges because of complex network architecture, compliance, and interoperability. Blockchain technology
can be resource-intensive and slow, which can impact network performance and scalability. This can make it challenging to
implement blockchain-based solutions in high-performance environments. Research is required to investigate consensus algorithms
which should not require huge computation, communication, and memory overheads. The blockchain should also be investigated
along with the design choice of software-defined network or off-chain services.

Interoperability: The diverse and evolving nature of zero trust necessitates a bespoke approach. By combining technologies
from diverse sources, organizations can build robust security postures today, paving the way for a unified future. In zero trust,
interoperability is the ability of different security solutions to work together to protect the organization’s data, devices and users.
There exists no standard or guideline exists for vendors to follow while developing and designing ZT systems. This makes it difficult
to integrate different security solutions to achieve the objectives of security and privacy. Research is still required in this domain to
define and design standard protocols which all ZT vendors and networks should follow for communication between heterogeneous
network devices. There should be an agreed standard as well that allows devices to exchange data of different formats without
largely affecting the security and privacy of users and developers.

Machine Learning and Artificial Intelligence: The major component of the ZTA is micro-segmentation access control and traffic
analysis in real-time. Machine learning and artificial intelligence can play an important role in all three dimensions to enhance ZT
security. Machine learning and AI can be applied to analyse the behaviour of users to identify malicious users that can then be used
to rank user behaviour for access control permissions based on user current and past behaviour, user’s device risk scores, location
and other behavioural features [175,176]. Machine learning and Al can also be used for the visualization of the huge amount of
traffic to identify emerging threats prioritize them for further investigation and generate an automated response to emerging and
zero-day threats. While machine learning and Al can provide significant benefits in enhancing ZT security, there are also some
challenges that organizations may face. Firstly, ZTA networks are divided into microsegments each having its own footprint and
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security features. The microsegments might contain private information about users, devices, and organizational operation data.
Sharing this data among themselves for effective security might increase security but at the cost of privacy. ZTA requires effective
ML and AI techniques such as federated learning [177-179] that do not pose any threat to data security and have the features
of lightweight and explainability. Another challenge that needs to be investigated is the deployment and management of machine
learning models which can be complex and resource-intensive, requiring specialized skills and infrastructure.

9. Conclusion

Zero trust assumes that all users, devices, processes, and applications within a network are not inherently trustworthy, and as
such, all ingress and egress traffic must be authenticated, authorized, and verified before access is granted to network resources.
In this paper, we systematically reviewed the Zero-trust architecture in three dimensions, the architectural setup, the authorization
and authentication mechanism and its alignment with the MITRE attack frame. We developed a systematic framework to investigate
the existing literature in different dimensions. We looked at different types of systems based on how they use the cloud, the
Internet of Things, and blockchain. We also checked their security and privacy features. We have identified that implementing
Zero-trust in a continuously changing, resource-intensive environment is very challenging and may face hurdles such as resources,
training, and implementation scenarios. We have identified some future research questions that would help practitioners, researchers
and administrators to consider while adopting zero-trust for their organizations. Zero-trust is likely to reduce zero-day attack and
minimize the attacker footprint, resulting in a micro-segmented and manageable network, however, organizations should carefully
evaluate their network needs, budget, and human resource constraints before implementing zero-trust across their networks.
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