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Abstract

Poisoning attacks represent one of the most common and practical adversarial attempts on machine learning systems. In this
paper, we have conducted a deep behavioural analysis of six machine learning (ML) algorithms, analyzing poisoning impact and
correlation between poisoning levels and classification accuracy. Adopting an empirical approach, we highlight practical feasibility
of data poisoning, comprehensively analyzing factors of individual algorithms affected by poisoning. We used public datasets
(UNSW-NB15, BotDroid, CTU13, and CIC-IDS-2017) and varying poisoning levels (5% - 25%) to conduct rigorous analysis
across different settings. In particular, we analyzed the accuracy, precision, recall, f1-score, false positive rate and ROC of the
chosen algorithms. Further, we conducted a sensitivity analysis of each algorithm to understand the impact of poisoning on its
performance and characteristics underpinning its susceptibility against data poisoning attacks. Our analysis shows that, for 15%
poisoning of UNSW-NB15 dataset, the accuracy of Decision Tree (DT) decreases by 15.04% with an increase of 14.85% in false
positive rate. Further, with 25% poisoning of BotDroid dataset, accuracy of K-nearest neighbours (KNN) decreases by 15.48%.
On the other hand, Random Forest (RF) is comparatively more resilient against poisoned training data with a decrease of 8.5% in
accuracy with 15% poisoning of UNSW-NB15 dataset and 5.2% for BotDroid dataset. Our results highlight that 10%-15% of dataset
poisoning is the most effective poisoning rate, significantly disrupting classifiers without introducing overfitting, whereas 25% is
detectable because of high performance degradation and overfitting algorithms. Our analysis also helps understand how asymmetric
features and noise affect the impact of data poisoning on machine learning classifiers. Our experimentation and analysis are publicly
available at: https://github.com/AnumAtique/Behavioural-Analaysis-of-Poisoned-ML/
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1. Introduction

Machine learning models are widespread, facilitating cutting-
edge digital solutions in a range of scenarios including security-
critical applications such as malware detector[1], intrusion
detection system[5], automated firewalls[6], and biometric
recognition[7]. Machine learning models help understand pat-
terns from the given dataset and train themselves to predict and
classify new data without requiring additional information or in-
teraction with any third party such as humans. With the training
dataset, machine learning models develop the dynamic classifi-
cation mechanism that leverages these models to understand the
nature of new data and classify them.
Such proliferation of machine learning models and their dy-
namic classification mechanism renders their security funda-
mental to the security of systems underpinned by them. Sev-
eral attacks have been explored in literature aiming to compro-
mise the performance and accuracy of machine learning algo-
rithms such as [8], [9], [10] and [11]. Among these attacks,
data poisoning [8] is one of the most prominent attacks on
machine learning whereby an adversary attempts to infiltrate
the training data and exploit the integrity of machine learn-
ing. It also enables the adversary to infer the victim model,
either targeted or indiscriminately, to hinder its privacy dur-
ing the deployment phase. A number of poisoning techniques
are available in literature such as [12], [13], and [14]. Fur-

ther, various sophisticated attacks are formulated to poison ma-
chine learning algorithms. Some of its successful examples are
convex-polytope[15], label-flipping[16], bullseye-polytope[17]
and poison frog[18].
These data poisoning attacks manipulate training datasets in
two ways. Firstly, the adversary can perturb features of the
training dataset so that machine learning models misinterpret
this data and wrongly develop their classification mechanism.
Secondly, data poisoning attacks manipulate the classification
labels of the training dataset which blurs the decision bound-
aries of models. Data poisoning attack has a serious impact
on various real-life applications such as deceiving breast cancer
diagnosis applications [36], skin cancer diagnosis applications
[4], and IoT-enabled smart city systems [35]. To better mitigate
these data poisoning attacks, it is significant to understand the
manipulated behavior of these poisoned machine learning mod-
els.
Security analysis of machine learning algorithms has received
significant attention in recent years focusing on poisoning and
other adversarial attempts. Specifically on data poisoning at-
tacks, various research papers have conducted an empirical
analysis of the performance of machine learning algorithms
[16], and [19], but these attempts do not provide the technical
and mathematical understanding of change in their classifica-
tion behavior and why data poisoning attacks are successful in
corrupting their decision mechanisms, which is attempted first
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time in this research.
In this context, our research is the first to study and analyze the
disruption of the classification mechanism and highlight the in-
herent characteristics of individual algorithms and their suscep-
tibility caused by training with a poisoned dataset. Our goals
are to determine the relationship between performance disrup-
tion due to the injected poison and to analyze the changes in
model parameters. This performance analysis aims to assess
the varying responsiveness of each algorithm to data poisoning
from a technical standpoint. These insights will aid in analyz-
ing the impact of adversarial attacks on machine learning al-
gorithms and in implementing measures to mitigate them. Our
attacking procedure is developed on a practical examination of
data poisoning on machine learning classification models. We
conducted an experimental study to analyze the impact of data
poisoning on individual machine learning algorithms. Our goal
was to highlight the optimal levels of poisoning that lead to sig-
nificant performance degradation in the classifiers and are dif-
ficult to interpret. Data poisoning is implemented by flipping
labels randomly from 5%-25% of the dataset. Our analysis is
significant in understanding the poisoning behavior for devel-
oping profound mitigation solutions that proactively secure ma-
chine learning models from existing and novel attacks.
In this paper, we share the outcomes of our efforts to inves-
tigate the impact of poisoning attacks on supervised machine
learning algorithms. Our aim is to specifically study the cor-
relation between the granular impact of poisoning on the per-
formance of machine learning algorithms. We also study the
correlation between data poisoning and features relation in the
dataset. This analysis employs six supervised machine learning
algorithms: Support Vector Machines (SVM), Decision Tree
(DT), K-nearest neighbors (KNN), Random Forest (RF), Gaus-
sian naive Bayes (GNB), and Perceptron. We have selected
these algorithms to cover all the baseline classification methods
in machine learning. This helps analyze different classification
behaviors in machine learning with four distinct datasets (Bot-
Droid [38], UNSW-NB15 [39], CTU-13 [41], and CIC-IDS-
2017 [40]). The results of our research study proved RF to be
most resilient against different levels of injected poison with lin-
ear and minimal accuracy disruption however the accuracy of
neural networks is not linear and fluctuating. We have predom-
inantly focused on universal examination parameters including
accuracy, precision, recall, false positive rate, and ROC curve
for evaluating the performance of supervised machine learning.
Our approach is formulated on an untargeted attack with an un-
derlying assumption that the adversary does not have any inter-
nal model settings and data distribution. We have implemented
a label-flipping attack because it is the most simple and pop-
ular attack, used in many research papers[2],[3], in data poi-
soning and to keep our attack settings simple to understand
models’ behavior clearly. We have started poisoning 5% of
dataset samples leading to as high as 25% dataset to analyze
the impact on machine learning and its performance degrada-
tion. Succinctly, a drastic decrease is visible in most of the ML
algorithms with 25% poisoned dataset which shows a major in-
tegrity violation except for support vector machines and neural
networks of which the performance randomly fluctuates. Major

contributions of our research are as follows:

• We have conducted a thorough behavioral analysis of ma-
chine learning classification algorithms against a label-
flipping attack to analyze the correlation between the per-
centage of poisoned data and the impact on classification
accuracy. Using data poisoning proportions ∆P from 5%
to 25%, we highlight optimal poisoning levels that exploit
machine learning by infiltrating the model in an obscure
manner.

• Extending existing work such as [16], [19], we analyze the
impact of data poisoning on the design of ML algorithms
and highlight sensitive factors for each algorithm. We have
implemented this attack on seven machine learning classi-
fiers with four distinct datasets to quantify poisoning im-
pact, analyzing accuracy, precision, recall, f1-score, and
false positive rate of classifiers, allowing us to empirically
explain poison penetration in ML classifiers.

• We have analyzed the behavior and impact of data poison-
ing on classification results with a noisy dataset. We have
subsequently studied the impact of anisotropic features and
imbalanced dataset distribution. Also, explaining varying
results of poisoned datasets, with no feature engineering,
that acts as a catalyst in decreasing the performance of ML
classifiers.

• Our research findings provide a baseline to help strengthen
mitigating techniques against machine learning poisoning
attacks considering factors such as identifying relevant fea-
tures, cleaning dataset, removing over-fitted branches and
nodes in case of DT and RF, and calculating cluster density
and distances between clusters in KNN and SVM.

2. Analysis of Existing Efforts Related to Poisoning Attacks
for Machine Learning

In this section, we have discussed existing poisoning attacks
that performed empirical analysis in different attack settings.
Our focus is to analyze their objectives and methods in this re-
gard. Also, discussing existing defenses to mitigate poisoning
attacks.

2.1. Existing Poisoning Attacks Against Machine Learning
Keeping machine learning models secure and integrated is

a potential and active research challenge. Poisoning attacks,
which involve contaminating datasets, pose significant risks to
the integrity and confidentiality of machine learning systems.
Notable examples of poisoning attacks are rethinking Label-
Flipping [20], geometric algorithms for KNN poisoning [21],
and subpopulation data poisoning attack [22]. These attacks
have effectively compromised the integrity and intruded into
the targeted models. However, there is a pressing need to un-
derstand the differential responses of these models to poisoning
techniques.
Poisoning attacks are increasingly endangering the reliability
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and accessibility of machine learning models. R. Mayerhofer
et al. [23] have polluted a featured-extraction system developed
with convolutional neural networks (CNN) and evaluated the ef-
fectiveness of poisoning attacks against it. C. Zhang et al. [24]
have fooled deep neural networks (DNN) by integrating manip-
ulated features into them. Further studies, such as [15], [18] ma-
nipulated machine learning with features set perturbation while
C. Zhu et al. [25] showed how specifically altered pixels could
mislead classifiers. In another study [26], perturbed labels are
proved to help insert a backdoor in machine learning with a suc-
cess rate of 98%. A brief comparison of existing similar work
with our research is given in Table 1. Further Table 2 extends
analysis presented in Table 1 including a comparative analysis
of our approach with existing data poisoning studies highlight-
ing the impact on performance of individual algorithms. Our
work aims to interpret the analytical reasoning of different su-
pervised machine learning algorithms and their response to vari-
ous poison levels. Although some research studies such as [16],
[19] and [27] have conducted empirical analysis to show the
performance degradation of machine learning, they fall short in
explaining why models trained on identical datasets with the
same poisoning rates exhibit divergent performance behaviors.
Addressing this gap forms a central part of our contribution.
Many existing research studies investigated the integrity viola-
tion and shift in machine learning decision-making, either deter-
ministically or indiscriminately. However, the urge is to study
the underlying model design that reveals poison differently for
each ML algorithm and so to interpret its explainability against
poisoning.

2.2. Existing Mitigation Techniques to Overcome Poisoning At-
tacks

To distill machine learning models from the detrimental ef-
fects of poisoning attacks, a variety of mitigation strategies have
been developed. A data sanitization against an adversarial label-
flipping attack is proposed in [28]. This method begins with
random dataset clustering to train the model on subsets of a
dataset and then sanitize data points, taking into account the
complexity of the data and its impact on model performance.
Adversarial training [29], [30], [31] is also an effective tech-
nique to allow machine learning models to proactively learn
poisoned patterns to guard against poison if injected. A brief
overview of the discussed mitigation techniques is given in Ta-
ble 3.

Where in [32] S. Drews and others proposed an antidote to
verify the robustness of a decision tree against data poisoning
attacks. Although these solutions are effective but lack general-
izability. In particular, the fundamentals of this research study is
to put a step forward to provide a rigorous examination of super-
vised machine learning behavior against poisoning attacks. On
a large scale, none of the studies have yet highlighted the rea-
sons behind different responses of machine learning algorithms
when trained with the same poison levels.

3. Formal Notations of Our Attack Method

In this section, we have interpreted the fundamentals of our
attack method to poison binary machine learning classifiers in
black box attack settings. Definitions of our attack method and
evaluation metrics to measure the poisoning effects and analyze
behaviors of machine learning algorithms are also provided.

3.1. Attack Overview
The architectural overview of our threat model is given in Fig

1, representing the attacked and clean model development and
defining the analysis criteria. Steps 1-9 are given in Fig 1 high-
lighted the attack development flow. Step #1 is the dataset se-
lection, step #2 defines the poisoning levels to poison datasets,
step #3 is the implementation of label flipping attack on datasets
with the defined poisoning levels and step #4 defines algorithms
to be considered for analysis. Steps #5 and #6 are the devel-
opment of poisoned and cleaned models subsequently. Steps
#7-9 define the analysis criteria. The objective of our research
study is the behavioral examination of poisoned machine learn-
ing algorithms. We have intended to poison binary classifiers
by poisoning binary classifiers with the poisoning algorithm,
described in Algorithm 1. We have audited each algorithm to
identify individual factors that are affected by dataset manipula-
tion. Our attack is developed in a black box setting with a notion
of generalization to poison labeled datasets to degrade the clas-
sifier’s performance. The poison is injected with a minimum

Algorithm 1 Poisoning Algorithm
Datasets used are: UNSW-NB15, BotDroid, CTU-13, CIC-IDS-2017
Dt ← Training dataset
Dp ← Poisoned dataset = []
Dr ← subset of Training dataset
Record ← Dt(xi, li) is the instance in dataset Dt with features x an label l at position i
∆P← Poisoning level = [0%, 5%, 10%, 15%, 20%, 25%]
for poison ∈ ∆P do

Select Dr of length poison from Dt
for Record ∈ Dr do

if Record not in Dp then
if li equals 0 then

li = 1
else

li = 0
end if

end if
Dp ← Record

end for
end for

5% poisoning rate leading to a maximum of 25%, at a scale of
5. We have focused on developing binary classifiers with four
benchmarked datasets consisting of network traffic, described
in Section 4.2, following the purpose of providing a precise and
granular study is to put forward analytical reasons of how and
why the performance of every algorithm is affected differently.
For example, the performance (accuracy, precision, recall, f1-
score) of DT, KNN, and RF are degraded linearly. Whereas,
performances of neural networks are continuously fluctuating.
The ablation study is given in Section 4.3.

3.2. Evaluation Metrics to Quantify Effects of Data Poisoning
For evaluating the performance of machine learning models

under poisoning, the indicators we have used are accuracy, pre-
cision, recall, f1-score, false positive rate(FPR), and ROC. FPR
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Table 1: Comparative analysis with existing similar studies that provides an empirical analysis of poisoning attacks on machine learning along with their objec-
tives/focus to conduct empirical analysis

S.No. Source Datasets
used

Attack settings Focus

1 F. A. Yerlikaya et al.
[16]

4 White box attack Practical implication of data poisoning

2 K. Aryal et al. [19] 1 Black box attack Impact of data poisoning on Malware detection
3 C. Dunn et al. [27] 2 - Impact of data poisoning on smart IoT systems
4 Our study 4 Black box attack Factual study to identify factors affecting the per-

formance of each ML algorithms with data poi-
soning

Table 2: Performance analysis with existing similar studies analyzing the impact of poisoning attacks on machine learning models

S.No. Source Performance Metrix Model performance
SVM RF DT KNN GNB Perceptron

1
F. A. Yerlikaya et al. [16]

Accuracy 69.33 68.16 - 74.08 56.83 -
Precision - - - - - -
F1-score 71.33 67.34 - 74.2 51.65 -

2
K. Aryal et al. [19]

Accuracy 78.58 96.54 96.54 87.41 - 75.16
Precision 74.45 93.04 93.54 82.48 - 68.58
F1-score 73.51 95.9 95.88 85.12 - 72.57

3
C. Dunn et al. [27]

Accuracy - 79.22 - - 73.11 76.91
Precision - 79.22 - - 74.9 70.01
F1-score - - - - - -

4
Our study

Accuracy 48.5 77.02 62.5 64.56 47.5 71.2
Precision 48.3 58.79 58.56 63.29 62.1 71.2
F1-score 61.5 60 57.4 61.04 61.04 62.79

is inversely proportional to Accuracy, Precision, Recall, and
F1-score otherwise introduces sensitivity in the trained model.
Variance and adversarial success rate (ASR) of the models are
also calculated to analyze the stability of models against data
poisoning attacks as given in Eq 1 and 2.

Variance(σ) =
1
n

N∑
i=1

(xi − µM)2 (1)

where, n is the total number of samples in dataset, x is the
dataset sample and µM is the average accuracy of the model.

AS R =
S mis

Dp
(2)

and, S mis are the poisoned dataset samples that are successfully
misclassified and Dp is the poisoned dataset.

4. Empirical Analysis of ML Algorithms for Data Poisoning

In this section, we have presented the main contributions of
our paper where we have expanded the empirical analysis of
poisoning machine learning with poisoning levels in 5 ≤ ∆P ≥
25. Various parameters and features of ML algorithms are an-
alyzed to provide insights into their different classification be-
haviors while training the same poisoned datasets Dp.

4.1. Experimentation Setup
We have built the test environment using the scikit-learn li-

brary. To conduct analysis, we have used the pandas and numpy
libraries. The Matplotlib software is useful for creating ROC
curves and scatter plots from datasets. We have used 20% of a
dataset for testing if there are no particular test data available.
We provide six test settings for every dataset in order to assess
every machine learning method. Following the building of test
settings, we gradually introduce adversarial data produced by
label-flipping assaults.

4.2. Datasets
We have conducted a rigorous machine learning analysis, de-

veloping intrusion detection classifiers with four benchmarked
datasets namely UNSW-NB15, CIC-IDS-2017, CTU-13, and
BotDroid. UNSW-NB15 is based on captured network traffic
with nine attacks included in it. It contains a total of 48 features
containing packet level information that leverages us to conduct
a detailed analysis for intrusion detection. Aligning it for binary
classification, we have featured its records into benign and ma-
lignant. BotDroid is the next dataset included, which comprises
45 features in total which we have encoded with one-hot encod-
ing. CTU-13 is also included to develop a binary IDS classifier
in our research study which is developed to capture real-time
traffic in thirteen different scenarios. and CIC-IDS-2017 is the
last dataset included as part of our analysis. A brief descrip-
tion of all datasets is mentioned in Table 4. For the appropriate
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Table 3: Detailed synopsis of relevant existing defense solutions against data poisoning attacks along with the parameter targeted to develop mitigation strategy and
algorithms on which the respected proposed solutions are experimented

Research paper Mitigation technique Targeted parameter Experimented algorithm

P. PK. Chan et al. [28] Data sanitization with cluster training Dataset features complexity
vector

SVM

N. Baracaldo et al.
[33]

Data segmentation and filtering using provenance
feature

Provenance feature SVM, Logistic Regres-
sion

A.Paudice et al. [34] Training classifiers for individual dataset classes
and calculate outliers with Empirical Cumulative
Distribution Function

Dataset outliers Linear classifiers

J. Geiping et al. [29] Adversarial training to maximize adversarial loss
to detect poisonous data points

- Neural networks

L.Tao et al. [30] Adversarial training to mitigate delusive attacks
with different data distributions

Robust and non-robust fea-
tures in data distributions

Neural Networks

T. Qin et al. [31] Adversarial training with data augmentation in un-
learnable examples to maximize error

- Neural Networks

Figure 1: Architectural overview of our threat model

visualization and features correlation in the dataset, we have re-
duced dataset complexity to N dimensions with PCA, as given
in Eq 3.

Dimentionality_Reduction = PCA(n_components = N) (3)

And, for features structure and understanding, we have used
Gaussian Mixture Models(GMM), as highlighted in Eq 4.

Features_Clusters = GMM(n_components = 2)
. f it(Reduced_Features).predict(Reduced_Features)

(4)

The visual dataset representation can be seen in Fig 2. Bot-
Droid dataset is the most appropriately distributed dataset with
aligned features and minimal distortion(outliers) as shown in
Fig 2(a). Whereas UNSW-NB15 contains anisotropic features
with asymmetric relation for which an uneven and elongated
distribution is highlighted with sharp peaks at one axis in Fig
2(d). However, Fig 2(b) shows a symmetric correlation be-
tween some features including a few with anisotropic covari-
ance with some overlapping outliers for CIC-IDS-2017. Fig
2(c) although reflecting an uneven distribution, but also contains
some symmetric features with isotropic covariance. Conclu-

Table 4: Dataset description used to perform data poisoning on machine learn-
ing algorithms

S.No. Dataset No. of
features

No. of
instances

Description

1 UNSW-
NB15

48 82332 Dataset comprises of
nine network intrusion
attacks

2 BotDroid 45 1367 Dataset with limited in-
stances, focusing Bot-
Droid

3 CTU-13 57 92212 Captured with real time
network traffic for Bot-
Droid

4 CIC-
IDS-
2017

78 692703 Dataset consists of net-
work packets
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(a) Features correlation in BotDroid dataset (b) Features correlation in CIC-IDS-2017 dataset

(c) Features correlation in CTU-13 dataset (d) Features correlation in UNSW-NB15 dataset

Figure 2: GMM visualization of features relationship in dataset with PCA reduction

sively, datasets with different characteristics help us in provid-
ing profound behavioral analysis of machine learning against a
data poisoning attack.

4.2.1. Dataset Selection and Analysis Criteria
We assess individual characteristics of baseline machine

learning models with cyber security benchmarked datasets in
binary classification data poisoning settings. We have se-
lected four cyber security application datasets for analyzing
data poisoning against security-critical applications. Also, these
datasets consist of various features, sizes, and features correla-
tion that help understand the classifiers’ behavior from various
perspectives.

4.3. Results and Analysis for Poisoning Attacks
4.3.1. What is the optimal and complacent poisoning level?

We have plot accuracy, precision, recall, f1-score, and false
positive rate against incrementing poisoning levels, as shown
in Fig 5 to Fig 10. Data poisoning of 10-15% is identified as
optimal poisoning levels whilst analyzing the models’ perfor-
mances. From the results, a sudden drift is visible between
10% ≤ ∆P ≤ 15% of data poisoning whereas ∆P = 5% has
put a negligible impact and ∆P > 15% make algorithms over-
fit. KNN trained with BotDroid dataset has the highest accuracy
decrease of 15.48%, as shown in Fig 8. Following the fact that
it classifies based on the principle of information gain analyz-
ing maximum features similarities from the closest points. Our
attack randomly poisoned data points which manipulate the re-
lationship of the underlying features in the KNN model, mak-
ing its decision boundary rough and irregular at ∆P = 15%, as

shown in Fig 3. However, DT is the most affected algorithm,
with an average accuracy degradation of 14.42% and degrada-
tion score of 4.33% at ∆P = 25%, irrespective of datasets. Table
5 presents the change in feature importance score, for poisoned
DT, making important features anomalous, degrading its perfor-
mance, specifically for less noisy BotDroid dataset.

Further analysis interpreted that parametric algorithms in-
cluding SVM, GNB, and Perceptron, are less affected by data
poisoning when dataset features are symmetric and become sat-
urated when ∆P ≥ 15%. But these algorithms become sensi-
tive and over-fitted when dataset features are asymmetric and
∆P ≥ 15%. For example, the margin score of SVM is mini-
mally changed from 0.0017 to 0.0013 when ∆P=10% and 15%
respectively. Features importance scores of SVM are also min-
imally affected by poisoning as given Table 6 where features
space is reduced following Eq 3. So poisoned and cleaned SVM
classifiers follow the same importance of features for making
classification decisions except for the UNSW-NB-15 dataset for
which Feature1 with the highest importance score has become
an anomaly at ∆P = 15%, due to irregular features relations.
Explaining further, SVM in Fig 5(b) and GNB in Fig 7(b) shows
a high decrease of 35.14% in accuracy with 74% of increment
in false positive rate but simultaneously, recall also increases
to 33.1% between poisoning rate of 20-25%, highlighting over-
fitting of the models. We have also calculated the class prob-
abilities of poisoned GNB to interpret their classification deci-
sion as given in Table 7 which a minimal impact on its classes
leading to no change in its decisions. Conclusively, Percep-
tron losses its accuracy to 50.98% with the BotDroid dataset
at ∆P = 25% followed by DT, whose accuracy is reduced to
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Figure 3: Change in Decision Boundary of KNN with 15% Dataset Poisoning

Table 5: Features importance score - DT where ∆P = (0%, 10%, 15%)

Dataset
Clean Dataset Poisoned Dataset ∆P = 10% Poisoned Dataset ∆P = 15%

Feature1 Feature2 Feature3 Feature1 Feature2 Feature3 Feature1 Feature2 Feature3

BotDroid 0.90 0.07 0.02 0.61 0.20 0.18 0.60 0.22 0.18
UNSW-NB15 0.43 0.29 0.22 0.33 0.34 0.32 0.33 0.34 0.32

CTU-13 0.19 0.32 0.49 0.26 0.34 0.40 0.26 0.34 0.39
CIC-IDS-2017 0.40 0.33 0.26 0.36 0.33 0.31 0.36 0.33 0.31

42.74% with the UNSW-NB15 dataset. Also, an interesting
relation between poison and dataset noise is revealed where
∆P 1

∝
Dataset Noise and working as a catalyst at ∆P = 25%.

So, ∆P between 10%-15% are identified as complacent and ef-
fective poisoning rates, particularly affecting KNN followed by
DT however minimally penetrating SVM and GNB. The vari-
ance of the trained models is given in Fig 4(a) to 4(d). Whereas,
the adversarial success rate (ASR) of these poisoned models is
given in Tables 8 to 11.

4.3.2. What factors and parameters are vulnerable to poison?
We next analyze individual factors affecting with our attack

to study the behavior of individual algorithms. Overall, DT and
KNN are prone to data poisoning. DT comprises a tree data
structure following a probabilistic approach to structure deci-
sion nodes whereas our attack initiates wrong features split that
supports misleading classification by manipulating features im-
portance as shown in Table 5. We have reduced the features
space of datasets for simplicity with PCA reduction following
Eq 3. Also, it being a non-parametric model, we have analyzed
a direct relation between poisoning and performance degrada-
tion. KNN is non-parametric and groups data based on feature
similarities, making it highly susceptible to poisoning. Our at-
tack changes the feature space of the part of the dataset, which
disrupts the decision boundary and degrade its performance.
Whereas, an inverse relation is identified no. of neighbors and
poisoning level where increasing k-neighbors normalizes the
poisoning effects on the KNN classifier we see in Table 12.

Because by inverting data labels, decision boundaries are
getting blurred resulting in disjunctive classes split and hence
more affected with poison. Whereas, SVM and GNB follow
parametric learning to develop an optimal hyperplane and the
parameters values and then become saturated which makes it
independent of dataset size and robust to poisoned data when
∆P ≥ 15%. In Table 13, we have calculated minimum mar-
gin scores of cleaned and poisoned SVM classifiers to ana-
lyze the change in its decision boundary which shows minimal
change with little to no impact in its decision formulation. Also,
looking at Fig 5(a) and Fig 5(c), SVM classifiers performance
becomes saturated at ∆P ≥ 15% for BotDroid and CTU-13
datasets. But for UNSW-NB15 and CIC-IDS-2017 which com-
prises anisotropic features, SVM becomes sensitive and over-fit
when ∆P ≥ 15%, leading to inappropriate and continuous fluc-
tuations in their learning parameters as shown in Fig 5(b) and
Fig 5(d). A very similar behavior is visible for GNB and Per-
ceptron can be seen in Fig 7 and Fig 10.

4.3.3. What are the cumulative effects of anisotropic features
and imbalanced data distribution in poisoning machine
learning?

Data poisoning is highly impacted on DT followed by KNN,
irrespective of dataset noise and imbalanced data distribution
as shown in Fig 9 and Fig 8, respectively. Whereas, interpret-
ing Fig 6, Random Forest (RF) was found to be most effec-
tive and resilient against data poisoning attacks although a non-
parametric algorithm. Because RF makes decisions calculating
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(a) Variance of Poisoned Models with BotDroid dataset (b) Variance of Poisoned Models with CIC-IDS-2017
dataset

(c) Variance of Poisoned Models with CTU-13 dataset (d) Variance of Poisoned Models with UNSW-NB15
dataset

Figure 4: Variance analysis of Trained Models with consistent poisoning

(a) Poisoning SVM with BotDroid dataset (b) Poisoning SVM with CIC-IDS-2017 dataset

(c) Poisoning SVM with CTU-13 dataset (d) Poisoning SVM with UNSW-NB15 dataset

Figure 5: Performance analysis of Support Vector Machines(SVM) with consistent poisoning
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(a) Poisoning RF with BotDroid dataset (b) Poisoning RF with CIC-IDS-2017 dataset

(c) Poisoning RF with CTU-13 dataset (d) Poisoning RF with UNSW-NB15 dataset

Figure 6: Performance analysis of Random Forest(RF) with consistent poisoning

(a) Poisoning GNB with BotDroid dataset (b) Poisoning GNB with CIC-IDS-2017 dataset

(c) Poisoning GNB with CTU-13 dataset (d) Poisoning GNB with UNSW-NB15 dataset

Figure 7: Performance analysis of Gaussian Naive Bayes(GNB) with consistent poisoning
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(a) Poisoning KNN with BotDroid dataset (b) Poisoning KNN with CIC-IDS-2017 dataset

(c) Poisoning KNN with CTU-13 dataset (d) Poisoning KNN with UNSW-NB15 dataset

Figure 8: Performance analysis of K-Nearest Neighbours(KNN) with consistent poisoning

(a) Poisoning DT with BotDroid dataset (b) Poisoning DT with CIC-IDS-2017 dataset

(c) Poisoning DT with CTU-13 dataset (d) Poisoning DT with UNSW-NB15 dataset

Figure 9: Performance analysis of Decision Tree(DT) with consistent poisoning
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(a) Poisoning Perceptron with BotDroid dataset (b) Poisoning Perceptron with CIC-IDS-2017 dataset

(c) Poisoning Perceptron with CTU-13 dataset (d) Poisoning Perceptron with UNSW-NB15 dataset

Figure 10: Performance analysis of Perceptron with consistent poisoning

(a) Poisoning Perceptron with CIC-IDS-2017
dataset

(b) Poisoning Perceptron with UNSW-NB15
dataset

Figure 11: ROC curve of Perceptron with consistent poisoning
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Table 6: Features importance score - SVM where ∆P = (0%, 10%, 15%)

Dataset
Clean Dataset Poisoned Dataset ∆P = 10% Poisoned Dataset ∆P = 15%

Feature1 Feature2 Feature3 Feature1 Feature2 Feature3 Feature1 Feature2 Feature3

BotDroid 0.53 0.80 0.23 0.42 0.80 0.40 0.18 0.98 0.03
UNSW-NB15 0.81 0.56 0.10 0.72 0.32 0.61 0.30 0.72 0.61

CTU-13 0.13 0.50 0.85 0.06 0.52 0.84 0.38 0.21 0.89
CIC-IDS-2017 0.07 0.99 0.11 0.53 0.69 0.47 0.45 0.79 0.39

(a) Poisoning GNB with CIC-IDS-2017 dataset (b) Poisoning GNB with UNSW-NB15 dataset

Figure 12: ROC curve of GNB with consistent poisoning

Table 7: Analyzing class probabilities of GNB with poisoned dataset

Dataset
Clean Dataset ∆P = 10% ∆P = 15%

Class0 Class1 Class0 Class1 Class0 Class1

BotDroid 0.55 0.45 0.54 0.46 0.52 0.48
UNSW-
NB15

0.45 0.55 0.46 0.54 0.47 0.53

CTU-13 0.57 0.43 0.56 0.44 0.54 0.46
CIC-IDS-
2017

0.64 0.36 0.61 0.39 0.58 0.42

the mean from all of its trees, which normalizes the data poison-
ing effects. However, particularly for intrusion detection, KNN
is immune to poison specifically at 10% although a high drift
in performance can be seen at 25% dataset poisoning. Fig 13
provides an overview of the change in dataset distribution when
labels are attacked with our Label-Flipping attack at different
poisoning levels. Looking at classification performances in Fig
11(a) and Fig 11(b), dataset noise and asymmetric features cor-
relating with poison making Perceptron sensitive to classify in-
trusions resulting in an unstable classifier. For parametric algo-
rithms i-e. SVM, GNB, and Perceptron, poison in an erroneous
dataset works as a catalyst for performance disruption. For ex-
ample, Fig 12(a), Fig 12(b) and Fig 11(a) shows a significant
decrease in TPR concurrently increasing FPR with 10% poi-
soned dataset for GNB and Perceptron, respectively. From our
analysis, Table 14 provides a relative impact of ∆P on individ-

ual parameters of machine learning algorithms. Implications
of our behavioral analysis and its future directions are given in
Section 5.

5. Behavioural Analysis Implications in Mitigating Data
Poisoning

5.1. Analysing Existing Mitigation Techniques

Extending Table 3, data sanitization and adversarial training
are the two most effective techniques to safeguard against data
poisoning attacks. Adversarial training is developed with the
gradient of the data point which is effective for neural networks
only. It can not enhance the security of baseline ML mod-
els including SVM, DT, RF, GNB, and KNN. However, data
sanitization filters the dataset’s ambiguity to clean the classi-
fier’s training by removing doubtful dataset features or outliers.
These sanitization techniques are limited to be developed on
the dataset features only. None of the techniques focus on the
classifiers’ inherent parameters and their development mecha-
nisms. Furthermore, A. E. Cina et al. [37] highlighted the lim-
itations of existing mitigation techniques and the importance of
the generalizability of ML models. Another research study [4]
experimentally proved the limitations of adversarial training in
security baseline models. Considering these limitations, it is
important to understand the underlying decision model devel-
opment and the impact of poisoned data points on it.
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Table 8: Adversarial Success Rate (ASR) with BotDroid Dataset

Algorithm ∆P = 5% ∆P = 10% ∆P = 15% ∆P = 20% ∆P = 25%

SVM 0.2 0.29 0.31 0.31 0.33
DT 0.097 0.13 0.22 0.35 0.33
RF 0.025 0.065 0.15 0.21 0.22

KNN 0.01 0.021 0.16 0.19 0.33
GNB 0.2 0.29 0.31 0.31 0.33

Perceptron 0.055 0.11 0.24 0.25 0.52

Table 9: Adversarial Success Rate (ASR) with UNSW-NB15 Dataset

Algorithm ∆P = 5% ∆P = 10% ∆P = 15% ∆P = 20% ∆P = 25%

SVM 0.034 0.071 0.10 0.12 0.15
DT 0.12 0.16 0.27 0.35 0.39
RF 0.03 0.06 0.11 0.22 0.28

KNN 0.0074 0.02 0.1 0.17 0.22
GNB 0.034 0.071 0.10 0.12 0.15

Perceptron -0.063 -0.4 -0.39 -0.33 -0.08

Table 10: Adversarial Success Rate (ASR) with CTU-13 Dataset

Algorithm ∆P = 5% ∆P = 10% ∆P = 15% ∆P = 20% ∆P = 25%

SVM -0.06 -0.08 -0.07 -0.09 -0.06
DT 0.07 0.16 0.28 0.36 0.39
RF 0.01 0.03 0.18 0.21 0.35

KNN 0.009 0.02 0.16 0.26 0.35
GNB -0.06 -0.08 -0.07 -0.09 -0.06

Perceptron -0.07 0.12 0.19 -0.09 0.03

Table 11: Adversarial Success Rate (ASR) with CIC-IDS-2017 Dataset

Algorithm ∆P = 5% ∆P = 10% ∆P = 15% ∆P = 20% ∆P = 25%

SVM 0.03 0.33 0.03 -0.007 0.36
DT 0.06 0.14 0.30 0.36 0.39
RF 0.001 0.02 0.08 0.20 0.27

KNN 0.003 0.02 0.18 0.29 0.33
GNB 0.03 0.33 0.03 -0.007 0.36

Perceptron 0.03 0.26 0.17 0.02 0.34

(a) Label distribution with poi-
soned BotDroid dataset

(b) Label distribution with poi-
soned CTU-13 dataset

(c) Label distribution with poi-
soned UNSW-NB15 dataset

(d) Label distribution with poi-
soned CIC-IDS-2017 dataset

Figure 13: Analyzing change in dataset distribution Ddis with label poisoning using kernel density estimation function at an incremental poison levels ∆P=(0%,
10%, 15%, 25%).
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Table 12: Analyzing k-neighbors affecting KNN accuracy with ∆P =

(0, 10, 15, 25)%

Poison Level k=3 k=5 k=10 k=15

BotDroid

∆P = 0% 97.54 96.80 96.92 96.68
∆P = 10% 95.94 96.80 96.31 96.68
∆P = 15% 83.78 90.05 95.57 94.47
∆P = 25% 69.28 70.76 87.22 88.69

CTU-13

∆P = 0% 97.80 97.55 96.94 96.55
∆P = 10% 95.06 96.52 96.78 96.50
∆P = 15% 87.13 90.90 94.54 95.95
∆P = 25% 72.0 76.14 83.68 87.52

UNSW-NB15

∆P = 0% 81.57 81.17 80.92 80.71
∆P = 10% 79.85 80.36 80.63 80.63
∆P = 15% 74.17 76.46 79.06 80.04
∆P = 25% 64.48 66.85 70.19 74.62

CIC-IDS-2017

∆P = 0% 99.61 99.57 99.49 99.42
∆P = 10% 96.21 98.84 99.42 99.41
∆P = 15% 88.70 92.93 96.79 98.91
∆P = 25% 73.49 78.06 87.09 90.43

Table 13: Analyzing SVM margin score for different datasets with ∆P =
(0, 10, 15)%

Dataset ∆P = 0% ∆P = 10% ∆P = 15%

BotDroid 0.008 0.00047 0.006
CTU-13 0.000007 0.00002 0.0000003

UNSW-NB15 0.00010 0.00015 0.000019
CIC-IDS-2017 0.00003 0.000015 0.000018

Table 14: Analyzing one-to-one relation between poison and various parameters
of ML algorithms

Algorithm Algorithmic Parameters Relation to ∆P

SVM
Margin score Minimal impact

Decision boundary Minimal impact
Features importance score Minimal impact

DT
Features importance score High impact
Asymmetric features space High impact

KNN
Decision boundary High impact

k-neighbors Inverse impact

GNB
Decision boundary Minimal impact
Class probabilities Minimal impact

RF No. of trees Inverse impact
Perceptron Weights High impact

5.2. Implications of Behavioural Analysis

To enhance the security of machine learning models and their
generalizability against data poisoning, it is crucial to study the
behavior of inherent characteristics of the models. Our results
highlighted potentially vulnerable parameters of individual al-
gorithms and their acceptability of poison at various levels.
Also, highlighting the most pervasive poisoning levels allows
the development of potential security solutions in this regard.
Including this behavioral analysis in data sanitization and in set-
ting model parameters will better generalize the model. Also,
our behavioral analysis will help strengthen the explainability
of the model’s decision. Considering future research directions,
our behavioral analysis will be highly effective in developing
adversarial training techniques for baseline machine learning
models other than perceptron. Conclusive outcomes of our re-
search and its limitations are discussed in Section 6.

6. Discussion and Limitations

• Strengthen mitigation against data poisoning attacks:
Existing research papers [28], [33], and [34] provided so-
lutions to mitigate data poisoning with data sanitization,
filtering poisonous data points based on provenance fea-
tures and adversarial training based on detected outliers,
respectively. Whereas, these solutions are developed fo-
cusing on cleaning dataset features and do not understand
the model classification mechanism. Our research pro-
vides a further detailed synopsis of technical uncertainties
in the model’s decisions created with a poisoned dataset
to help strengthen these mitigations. As we didn’t under-
stand the model’s decision mechanisms in existing solu-
tions, ML models are still susceptible to poisoning, even
secured data sanitization or adversarial training, as de-
scribed in Section 5. Our results highlight certain affected
factors with label poisoning, analyzing individual machine
learning algorithms. Such as segregating nodes hierarchy
development in DT and RF, misplacing data points in KNN
and SVM, and probability misinterpretation in KNN and
GNB. Overall RF is resilient to data poisoning because it
may create more hierarchical nodes within its trees with
poisoned data points, averaging their prediction probabil-
ities dilutes misclassification. Although DT is the most
affected algorithm because flipped labels make it difficult
to disjoint nodes considering features. Also, our results
showed that a 10%-15% poisoned dataset is more harmful
and complacent whereas, after 25% poisoning, the sensi-
tivity of a model is getting increased.

• Impact of the dataset structure on poisoned machine
learning algorithms: Our results highlight that noise in
the dataset works as a catalyst for data poisoning. The
more noisy the dataset, the more adverse impact can be
achieved in performance degradation against classification
results because it filters poison (intentional noise) from
dataset noise. Also, non-linear features in the dataset help
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poison to better penetrate the classifiers. Whereas, clean-
ing datasets and feature engineering can help mitigate data
poisoning in this scenario.

• Limitations: Our research is limited to the practical impli-
cation and analysis of supervised classification algorithms
for binary classifiers. This limitation helps to provide a
detailed and thorough technical study of supervised ma-
chine learning classifiers and their parameters that are af-
fected by poisoning. Unsupervised machine learning can
not be covered in this research as we have focused on la-
bel poisoning and have contributed to analyzing decision
boundaries of classifiers and resultant metrics including
accuracy, precision, f1-score, and recall. For the in-depth
analysis, we have also included the variance and adversar-
ial success rate (ASR) of the baseline models and com-
pared poisoned with the benign models to understand the
disrupted behaviors. We only focused on the baseline ML
models which are the foundation of complex deep neural
networks and advanced models. which Regression algo-
rithms are also out of the scope of this study.

7. Conclusion and Future Work

7.1. Conclusion
Our study has provided technical insights that 10%-15%

poisoning to the dataset is optimal whereas less than 10% has
minimal impact and more than 25% introduce sensitivity and
50% of data poisoning leads to overfitting. Also highlights
different behaviours towards performance degradation of
machine learning algorithms and puts forward the facts that
mathematically interpret why DT is the most affected algorithm
against poisoning whereas RF is resilient to it. Also, we have
experimented impact of data poisoning when the training
dataset is imbalanced and its features are anisotropic, and that
concluded that anisotropic or asymmetric features serve as cat-
alysts to data poisoning between 10%-20% of poisoning level
whereas increased the sensitivity of the models specifically of
neural networks.

7.2. Future Work
• Complex ML models have witnessed increase in adver-

sarial attempts in recent years which motivates us to ex-
tend this study to such models. In this respect, we aim
to evaluate deep neural networks (DNN) including con-
volutional neural networks (CNN) and recurrent neural
networks (RNN) against data poisoning to understand its
impact on their behavior, model parameters and training
epochs.

• This study focused on the impact of data poisoning with
a label-flipping attack to understand the vulnerabilities of
models’ parameters and their relation to data poisoning.
In future, we aim to extend our research to more complex
data poisoning attacks to understand the behaviors of the
models against such attacks.

• In this study, we identified that some of algorithms such
as perceptron suffered from overfitting across all datasets.
Similarly, some algorithms such as SVM produced
overfitted models for select datasets. We are interested in
investigating this further to understand the underpinning
characteristics of algorithms and datasets which lead to
overfitting when trained with poisoned datasets.
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Appendix A. Detailed Performance analysis of Machine
Learning Classifiers

We extend our experimentation to provide detailed analy-
sis of classification results with further performance statistics
and ROC curves, highlighting change in TPR (True Positive
Rate) and FPR (False Positive Rate) when trained with poisoned
dataset.

Table A.15: Performance statistics with clean UNSW-NB15 Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 72.13 70.27 85.73 77.23 44.59
DT 99.90 99.91 99.91 99.91 0.10
RF 99.87 99.78 99.98 99.88 0.26

KNN 81.17 83.36 82.28 82.82 20.18
GNB 72.13 70.27 85.73 77.23 44.59

Perceptron 34.97 38.01 28.39 32.50 56.93

Table A.16: Performance statistics with clean BotDroid Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 79.72 68.88 99.72 81.48 36.44
DT 97.78 98.59 96.42 97.50 1.11
RF 98.15 99.43 96.42 97.90 0.44

KNN 96.92 97.47 95.60 96.53 2.00
GNB 79.72 68.88 99.72 81.48 36.44

Perceptron 97.29 96.72 97.25 96.98 2.66

Table A.17: Performance statistics with clean CIC-IDS-2017 Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 84.59 77.622 81.17 79.35 13.44
DT 99.95 99.91 99.96 99.94 0.04
RF 99.95 99.91 99.95 99.93 0.04

KNN 99.45 98.98 99.53 99.25 0.58
GNB 84.59 77.62 81.17 79.35 13.44

Perceptron 70.75 57.06 80.10 66.64 34.61

Table A.18: Performance statistics with clean CTU-13 Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 68.64 91.96 28.35 43.34 1.81
DT 99.76 99.75 99.68 99.71 0.18
RF 99.81 99.76 99.78 99.77 0.16

KNN 97.55 97.57 96.62 97.09 1.76
GNB 68.64 91.96 28.35 43.34 1.81

Perceptron 70.09 59.72 89.98 71.79 44.49

Table A.19: Performance statistics with 10% Poisoned UNSW-NB15 Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 68.72 70.44 74.57 72.45 38.47
DT 83.58 85.85 84.09 84.96 17.04
RF 93.83 98.11 90.55 94.18 2.13

KNN 79.09 81.58 80.18 80.88 22.25
GNB 68.72 70.44 74.57 72.45 38.47

Perceptron 75.15 86.40 65.20 74.32 12.61

Table A.20: Performance statistics with 10% Poisoned CIC-IDS-2017 Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 50.81 42.55 99.55 59.62 77.17
DT 85.08 75.95 86.47 80.87 15.72
RF 97.53 94.51 98.97 96.69 3.29

KNN 96.96 94.61 97.21 95.89 3.17
GNB 50.81 42.55 99.55 59.62 77.17

Perceptron 43.88 11.89 8.39 9.84 35.72

Table A.21: Performance statistics with 10% Poisoned BotDroid Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 50.73 47.58 100 64.48 89.11
DT 88.08 83.79 90.93 87.22 14.22
RF 95.57 96.32 93.68 94.98 2.88

KNN 94.84 94.47 93.95 94.21 4.44
GNB 50.73 47.58 100 64.48 89.11

Perceptron 86.24 92.85 75 82.97 4.66

Table A.22: Performance statistics with 10% Poisoned CTU-13 Dataset

Algorithm Accuracy Precision Recall F1-score FPR

SVM 77.25 95.11 48.73 64.44 1.83
DT 83.38 78.60 83.45 80.95 16.65
RF 95.95 96.04 94.30 95.17 2.84

KNN 94.86 93.96 93.89 93.93 4.42
GNB 77.25 95.11 48.73 64.44 1.83

Perceptron 57.71 50.01 75.25 60.08 55.15
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(a) Poisoning SVM with CIC-IDS-2017
dataset

(b) Poisoning SVM with UNSW-NB15
dataset

Figure A.14: ROC curve of Support Vector Machines(SVM) with consistent poisoning

(a) Poisoning RF with CIC-IDS-2017
dataset

(b) Poisoning RF with UNSW-NB15
dataset

Figure A.15: ROC curve of Random Forest(RF) with consistent poisoning

(a) Poisoning KNN with CIC-IDS-2017
dataset

(b) Poisoning KNN with UNSW-NB15
dataset

Figure A.16: ROC curve of K-Nearest Neighbours(KNN) with consistent poisoning

(a) Poisoning DT with CIC-IDS-2017
dataset

(b) Poisoning DT with UNSW-NB15
dataset

Figure A.17: ROC curve of Decision Tree(DT) with consistent poisoning

18


	Introduction
	Analysis of Existing Efforts Related to Poisoning Attacks for Machine Learning
	Existing Poisoning Attacks Against Machine Learning
	Existing Mitigation Techniques to Overcome Poisoning Attacks

	Formal Notations of Our Attack Method
	Attack Overview
	Evaluation Metrics to Quantify Effects of Data Poisoning

	Empirical Analysis of ML Algorithms for Data Poisoning 
	Experimentation Setup
	Datasets
	Dataset Selection and Analysis Criteria

	Results and Analysis for Poisoning Attacks
	What is the optimal and complacent poisoning level?
	What factors and parameters are vulnerable to poison?
	What are the cumulative effects of anisotropic features and imbalanced data distribution in poisoning machine learning?


	Behavioural Analysis Implications in Mitigating Data Poisoning
	Analysing Existing Mitigation Techniques
	Implications of Behavioural Analysis

	Discussion and Limitations
	Conclusion and Future Work
	Conclusion
	Future Work

	Detailed Performance analysis of Machine Learning Classifiers

