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Abstract: This paper presents an advanced framework for securing 6G communication by integrat-
ing deep learning and physical layer security (PLS). The proposed model incorporates multi-stage
detection mechanisms to enhance security against various attacks on the 6G air interface. Deep
neural networks and a hybrid model are employed for sequential learning to improve classification
accuracy and handle complex data patterns. Additionally, spoofing, jamming, and eavesdropping
attacks are simulated to refine detection mechanisms. An anomaly detection system is developed to
identify unusual signal patterns indicating potential attacks. The results demonstrate that machine
learning (ML) and hybrid models outperform conventional approaches, showing improvements of up
to 85% in bit error rate (BER) and 24% in accuracy, especially under attack conditions. This research
contributes to the advancement of secure 6G communication systems, offering details on effective
defence mechanisms against physical layer attacks.

Keywords: physical layer security; 6G privacy; multi-stage detection; anomaly detection; machine
learning

1. Introduction

The adoption of 5G cellular technology and its rapid evolution of advanced services
has opened the door to numerous applications, including network-assisted computing,
extended reality (XR), and mixed reality. These technologies promise to revolutionise sectors
such as tele-medicine, augmented reality (AR), the Internet of Things (IoT), connected
vehicles, sensors, and robotics by minimising delays in data transmission [1–3]. As the
groundwork for the next-generation sixth-generation (6G) wireless communications is
being laid, initiatives such as those by the International Telecommunication Union (ITU)
and the 3GPP standards community are driving towards significant enhancements. These
include achieving enormous data transfer at terabit rates, implementing AI/ML-driven
processes for network function automation, expanding cloud-native operations, and sup-
porting ultra-low-latency tactile applications in a real-time manner within the edge [4,5].

The vision for 6G encompasses a range of advanced capabilities. These include
automated network planning through an AI-native optimiser, smart network slicing, self-
healing networks, and management without manual intervention [6]. Robotics, including
unmanned aerial vehicles (UAVs), are also anticipated to be pivotal in advancing automation
and connectivity [7]. UAVs are increasingly recognised as essential tools in the advance-
ment of 6G future wireless networks. This is because their flexibility and mobility allow
them to operate in diverse environments, which makes them ideal for supporting wireless
infrastructure, particularly in scenarios where ground-based networks may be limited or
unavailable. As mentioned in [8], UAVs can serve as aerial base stations or relays to enhance
communication coverage and improve data rates, particularly in rural and disaster-affected

Network 2024, 4, 453–467. https://doi.org/10.3390/network4040023 https://www.mdpi.com/journal/network

https://doi.org/10.3390/network4040023
https://doi.org/10.3390/network4040023
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/network
https://www.mdpi.com
https://orcid.org/0000-0001-9313-8663
https://orcid.org/0000-0002-0109-5545
https://orcid.org/0000-0002-9995-3180
https://doi.org/10.3390/network4040023
https://www.mdpi.com/journal/network
https://www.mdpi.com/article/10.3390/network4040023?type=check_update&version=1


Network 2024, 4 454

areas. It is worth mentioning that integrating UAVs into wireless networks requires the
development of efficient algorithms that can support autonomous flight missions. The tra-
jectory of UAVs must be optimised to maintain continuous connectivity with ground users
whilst avoiding obstacles and ensuring safety. The authors in [9] propose a deep reinforce-
ment learning (DRL) framework that optimises the flight paths of UAVs to ensure stable
connections with cellular networks while accounting for environmental constraints and
dynamic network conditions. The use of quantum-inspired experience replay enhances
the learning process, which enables the UAV to make more informed decisions in real
time. In support of this, the authors of [10] highlight the application of UAV-assisted
communications in delivering high-quality services in densely populated urban environ-
ments. Their research study demonstrated how UAVs can provide on-demand connectivity
during network congestion or service outages to meet the dynamic demands of users. This
flexibility is particularly important for 6G, where diverse services that consist of IoT and
autonomous systems will require highly dynamic network infrastructures. Although the
3GPP standards for 6G are under development, there are high expectations for maximum
data rates reaching 1 Tbps, 100-microsecond latency, and a five-fold increase in spectral
efficiency compared to 5G [11]. In order to achieve these objectives, 6G systems must effi-
ciently utilise the available spectrum, which ranges up to 300 GHz, through the gathering
of frequency division duplexing (FDM) and Time division duplexing (TDM) [12]. This broad
spectrum is divided into several bands: low, mid, upper-mid, mmWave, and other sub-THz
bands. The emergence of 6G technologies will lead to the dense deployment of massive
network infrastructures, exponentially increasing the size of the network and improving
the possibilities for the Internet of Vehicles (IoV) [13,14]. A crucial focus in the evolution of
6G-IoT is security because of the increase in malicious attacks which can severely disrupt
operations [15,16]. Potential security solutions have been proposed using AI/ML, quan-
tum communications, blockchain and smart contracts, and zero-trust architectures [17–19].
Applying security in Layer 1 of the OSI stack, known as PLS, is another security direction
and the focus of this paper. Unlike transport and network layer security protocols, such
as TLS and IPSEC, which operate at Layers 3 and 4, PLS provides a lower latency method
for exchanging secret information. This method utilises the distinctive features of the
transmitter-receiver channel as a secret key for higher-level encryption algorithms [16,20].
PLS techniques, such as channel quantisation and precoder matrix indexing (PMI), depend
on the inherent differences in the communication channel rather than the signal-to-noise
ratio (SNR), making them resilient to eavesdropping, even when the eavesdropper is physi-
cally closer to the transmitter [21,22]. However, despite its advantages, PLS is not immune
to various security attacks that target the transmission channel [23,24]. Common attacks
include spoofing, jamming, and eavesdropping. Spoofing attacks involve an adversary
impersonating a legitimate user by altering the transmitted signals, potentially gaining
unauthorised access to sensitive information or network resources. Jamming attacks, on the
other hand, involve deliberate interference with the communication channel by emitting
disruptive signals, thereby degrading the quality of service or even causing complete
denial of service. Eavesdropping remains a significant threat, where an attacker intercepts
the communication between legitimate users to gain access to confidential information
without altering the transmission. These attacks exploit the vulnerabilities at the physical
layer, necessitating robust countermeasures within PLS frameworks to ensure secure and
reliable communication. Advanced PLS techniques, such as utilising unique channel state
information and adaptive modulation schemes, are essential to mitigate these threats and
enhance the overall security of next-generation wireless networks [25].

Although PLS leverages the inherent properties of wireless channels, such as noise,
fading, and interference to protect transmitted information from unauthorised access with-
out relying solely on traditional cryptographic methods, a growing area of research, known
as covert communications, extends beyond PLS by focusing on ensuring the very existence
of the transmission remains undetected. This makes covert communications a highly rele-
vant technique for environments where merely being noticed could compromise operations.
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Covert communications, also known as low probability of detection communications, are
designed to conceal the transmission, not just the content of the information being sent.
It is this that can make all the difference in applications where a lack of detection may be
at least as important as data confidentiality in surveillance and other sensitive operations.
While PLS offers security via the undecidability of information by unauthorised parties,
in covert communication, even the detection of a transmission by adversaries should not
be allowed. This additional layer of security becomes crucial in wireless systems where
adversaries can easily monitor the communication environment. The integration of covert
communication with PLS offers a robust solution for next-generation networks, including
6G. The authors in [26] explore this methodology by examining how covert communi-
cations can be integrated with energy-harvesting techniques. In their work, the authors
propose a system where nodes harvest energy from the environment and opportunistically
relay covert signals, ensuring that the transmission remains undetected while still main-
taining efficient communication. Their findings show that this combined approach not only
improves energy efficiency but also strengthens the covertness of transmissions, making
it particularly useful for low-power devices such as IoT sensors and UAVs. The research
group in [27] investigate how covert communications can be applied to mobile systems
such as UAVs. The study presents a twin delayed deep deterministic policy gradient (TD3)
and prioritised experience replay (PER) solution to optimise UAV flight paths, ensuring
that their transmissions are both efficient and undetectable. The dynamic nature of the
trajectory design allows the UAV to adapt its movement based on environmental factors
and potential adversarial detection. Several other studies support the importance of covert
communications in enhancing transmission security. For example, the authors of [28]
highlight the role of covert techniques in mitigating the detection risk posed by adversarial
eavesdroppers, and the authors of [29] discuss the importance of using stochastic methods
to achieve covertness in wireless communications, which demonstrates how randomisation
in signal transmission can further obscure detection efforts. As wireless networks evolve,
the integration of covert communications into existing security frameworks will become
increasingly vital. The unique combination of PLS and covert communication techniques
offers a dual-layer defence: PLS ensures that even if a message is detected, it cannot be
decoded without authorisation, while covert communications reduce the likelihood that
the transmission will be detected in the first place.

Hence, this paper presents considerable research on the privacy of 6G at the physical
layer, employing PMI and advanced machine learning (ML) algorithms, specifically deep
neural networks, to predict or classify received signals based on historical data using recog-
nition and classification of the pattern. This work extends to Kelly and Ara’s study [16]
and the development of an intelligent PLS scheme that combines random forests (RFs) for
feature extraction and long short-term memory (LSTM) for sequential learning to enhance
classification accuracy and handle complex data patterns while simulating three common
physical layer attacks (spoofing, jamming, and eavesdropping). Additionally, we devel-
oped an anomaly detection system using isolation forests to identify unusual patterns in
received signals, ensuring robust security against potential threats. This paper develops an
intelligent PLS scheme utilising deep neural networks (DNNs) for detection. This lays the
foundations for the 6G service-based architecture, which preserves the privacy of the shared
data. This system, operating within the 6G Core Radio Access Network (RAN), enhances the
security and management of received information, ensuring significant security and quality
of service (QoS) via secret shared key generation and integrated key management strategies.
This system works in addition to the traditional cryptographic security at the network and
transport layers to facilitate lower latency of machine-to-machine (M2M) communication.
Our complete contributions are as follows:

• By utilising deep neural networks (i.e., LSTM) and a hybrid model of RF and recurrent
neural networks (RNNs) (in particular, LSTM) where the hybrid model utilises RF
for feature extraction and LSTM for sequential learning, we enhance classification
accuracy and handle complex data patterns;
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• We simulated three common attacks on the physical layer: spoofing, jamming, and
eavesdropping. These simulations aid in understanding the attack vectors and refining
our detection mechanisms. By creating realistic scenarios, we ensure that our PLS
model is well-prepared to counter these threats in real-world applications;

• We have developed an anomaly-detection system using isolation forests. This tech-
nique is capable of identifying unusual patterns in received signals that may indicate
an attack or interference. By isolating anomalies, the system can quickly respond to
potential threats, maintaining the integrity and security of the communication channel.

This paper is structured as follows: Section 2 proposes the proposed system model.
Section 3 presents and discusses the results of the system model, including the bit error rate
(BER) using multi-bit codebooks for multi-antenna systems. Finally, Section 4 concludes
the work and addresses the future work of this study.

2. System Model

The physical layer of wireless communication systems is inherently vulnerable to
various impairments, such as noise, interference, and fading. The dynamic and complex
nature of 6G networks, characterised by large-scale deployment and heterogeneity, further
complicates the optimisation process [11]. The traditional optimisation techniques fall
short of addressing these challenges. However, advancements in network intelligence
(i.e., ML and DL) provide promising solutions. These technologies can dynamically learn
the features of radio signals and carry out tasks such as network optimisation, signal
detection, and classification in real time. This system model focuses on implementing
secure communication between mobile devices named Alice and Bob as an example for
transmission evaluation, where the framework for securely transmitting information be-
tween a mobile device named Alice and an access node named Bob. The communication
channels between Alice and Bob are assumed to operate in time division duplex (TDD)
mode, ensuring channel reciprocity (HAB HT

BA). This reciprocity allows shared channel
information to be used for secure communication. Bob transmits his secret information to
Alice, utilising the shared channel information to conceal it. Alice receives this information
over a noisy channel and, in turn, sends her secret information back to Bob using the same
method. This bidirectional exchange enables both parties to recover each other’s secret
information securely.

A key feature of this system is the development of the service-based architecture (SBA),
which supports a modular approach to software design. As shown in Figure 1, the 6G-
SA SBA includes a privacy plane feature enabled by the mobility management function.
Network function (NF) services expose network capabilities via standard interfaces, usually
HTTP RESTful interfaces. In most cases, 6G applications will adopt a “client-server”
software model to utilise the most effective network services. The core network aims
to deliver data messages with designated QoS assignments. A specialised 6G service
employing a privacy plane is adopted to ensure secure and confidential communications.
This allows for ultra-low latency for applications such as UAVs, connected vehicle control,
and vehicle-to-vehicle (V2V) communication.

2.1. Use Case

The use case is a simulated representation of signal transmission and reception be-
tween two entities, Alice and Bob, within the context of a 6G air interface. This simulation,
conducted using MATLAB, focuses on a 2 × 2 multiple input multiple output (MIMO)
system, enhancing communication performance through the use of multiple antennas for
both transmitting and receiving signals. In this simulation, Alice and Bob each generate a
set of random information bits to transmit. For Alice, 1000 random bits are generated and
modulated using binary phase shift keying (BPSK). The modulated bits are then transmit-
ted through a Rayleigh fading channel, represented by a complex matrix HAB. In order
to simulate realistic channel conditions, Gaussian noise is added to the transmitted signal.
Bob receives the signal, applies a decoding process to estimate the transmitted bits, and then
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generates his own set of random information bits to transmit back to Alice through a similar
channel HBA. The key parameters of the simulation include the number of information
bits (1000), SNR set at 15 dB, and the use of a 2 × 2 MIMO system. The channel model
used is Rayleigh fading, and the modulation scheme is BPSK. The dataset columns capture
critical aspects of the communication process, including the information bits transmitted
by Alice and Bob, the real and imaginary parts of the transmitted signals from both Alice
and Bob and the real and imaginary parts of the signals received by both parties. This
information is essential for analysing the performance and reliability of the 6G air interface
communication system, providing insights into the behaviour of MIMO channels under
various noise conditions and signal strengths.

Figure 1. Intelligent network for B5G service-based architecture.

2.2. Signalling Through Precoder Matrix Indices

The system model depicted in Figure 1 employs transmitted reference signals applied
to precoders, Gi, with dimensions corresponding to the number of transmitting and receiv-
ing antennas (i.e., N × N). These reference signals are pre-known to the receiver, enabling
the recovery of information related to the precoders. During initialisation, the precoder G is
selected from a collection of random unitary operators with complex coefficients (gi,j ∈ C).

Consider the precoder matrix G defined as

G =


g1,1 g1,2 · · · g1,N
g2,1 g2,2 · · · g2,N

...
...

. . .
...

gN,1 gN,2 · · · gN,N

 (1)

where gi,j ∈ C are complex coefficients. The selection of G is based on a set of random
unitary operators. The relationship between the transmitted signal x, the precoder G,
and the received signal y can be expressed as

y = Gx + n (2)

where n represents the noise vector. Precoders G1 and G2 are derived from a combination
of the received signals by both parties (Alice and Bob), the CSI between them, and an
information-bearing codebook that maps an n-bit binary tuple to a codebook matrix.
The codebook of a finite set of precoder matrices is shared among both parties. Each
matrix is identified by an index called the precoder matrix index (PMI). The private data or
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secret information serves as an index for these precoding matrices within the universally
known codebook. The actual secret information bits are not shared with any entities in
the system; instead, the receiver decodes the mapped codebook elements to retrieve the
codebook indices. The codebook that maps an n-bit binary tuple b to a precoder matrix
C(b) is defined as

C(b) = GPMI(b) (3)

where PMI(b) is the precoder matrix index associated with the binary tuple b. Due to the
Rayleigh fading channel differences between Bob and Alice, the precoding matrix of a
multiple input multiple output (MIMO) system is known only to them, not to any potential
interceptor or eavesdropper. Therefore, the PMI is also utilised to map secret information
tuples. The detection probability Pd for a given PMI scheme can be evaluated using

Pd = Pr( ˆPMI = PMI|y, G) (4)

where ˆPMI is the estimated precoder matrix index at the receiver. Furthermore, the bit
error rate (BER) is given by

BER =
1
n

n

∑
i=1

Pr(bi ̸= b̂i) (5)

where bi and b̂i represent the i-th bit of the transmitted and received binary tuples, respectively.

2.3. Non-ML Detection

This utilises a rule-based mechanism for bit detection in received signals, specifically
designed for telecommunications applications. This function evaluates the real part of the
received signal; if the real part is greater than zero, the bit is classified as ‘1’; otherwise, it is
classified as ‘0’. This threshold-based approach enables efficient bit detection without the
need for complex signal processing techniques.

One of the primary advantages of this method is its capability for real-time detection.
Non-ML methods provide rapid, real-time detection of anomalies or bit errors, which is
crucial in telecommunications where low latency and high-speed processing are essen-
tial [30,31]. Additionally, these methods are easy to implement, as they do not require the
extensive data collection and labelling necessary for training machine learning models. This
simplicity can be beneficial in scenarios where rapid deployment and operational efficiency
are prioritised. However, the non-ML detection method has certain limitations. Threshold-
based detection methods exhibit limited adaptability to varying signal conditions and
sophisticated interference attacks. In dynamic and hostile environments, their performance
may degrade since they are not designed to adjust to changes in signal characteristics.
Moreover, the accuracy of these methods can be lower compared to ML-based approaches,
particularly in complex environments with high noise levels and multiple interference
sources. The fixed threshold may not account for nuanced variations in the signal, leading
to potential misclassifications.

2.4. Codebook Detection Using Deep Learning

A key aim of this scheme is to minimise the manual tasks involved in detecting and
estimating decoded private information from noisy received signals. This is achieved by
automating the process using AI/ML algorithms. Specifically, we utilise LSTM networks
and a hybrid model combining LSTM with RF algorithms for the detection and recovery of
secret information. The LSTM model is designed to handle the temporal dependencies of
the received signals, as shown in Algorithm 1.
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Algorithm 1 LSTM model for PLS codebook detection

1: Step 0: Initialisation—Alice sends a reference signal r that has been rotated by a
random unitary matrix. G.

2: Step 1: Bob-to-Alice Communication
3: Bob receives the signal and sends back a rotated reference signal G1r to Alice, where

G1 = U∗
BFT

B .
4: Alice receives the noisy signal, estimates HBAG1, and inputs this into the LSTM model,

referred to as the Alice AI/ML detector.
5: The input data are split into real and imaginary parts. The LSTM model updates its

bias weights through backpropagation during training. The output layer identifies the
predicted class, eventually mapping the PMI. Alice decodes this to obtain SB, Bob’s
secret information.

6: Step 2: Alice-to-Bob Communication
7: Alice generates her own random secret information SA and transmits a rotated reference

signal G2r to Bob, where G2 = VAFT
A .

8: Bob estimates HABG2, inputs the received noisy signal into his AI/ML model, and de-
codes Alice’s transmitted information SA.

Moreover, the hybrid LSTM and RF Model combines the feature extraction capabilities
of RF with the temporal dependency management of LSTM. By using RF, features are
extracted from the received signals before they are fed into the LSTM. The LSTM model is
trained with the extracted features from RF to improve detection accuracy.

The selection of LSTM and RF models for our 6G security framework is based on the
specific requirements of 6G communication systems, which demand both high accuracy in
signal classification and the ability to handle complex temporal dependencies in dynamic
network environments. LSTM networks, a variant of RNNs, are specifically designed to
capture long-range dependencies in time-series data, making them particularly well-suited
for analysing sequential data, such as the rapidly changing patterns of communication
signals in a 6G environment. This capability allows LSTM to efficiently model the temporal
aspects of the physical layer, where patterns of interference or attack may emerge gradually
over time. On the other hand, RF provides a robust mechanism for feature extraction due
to its ensemble learning nature, which aggregates decision trees to improve classification
performance. By leveraging multiple decision paths, RF reduces the risk of overfitting
and ensures more reliable classification even when the data are noisy or incomplete—
conditions that are common in wireless communication. Finally, RF is computationally
efficient, which is crucial for real-time applications in 6G networks where latency and speed
are paramount.

2.5. Simulation of Physical Layer Attacks

In order to rigorously evaluate the robustness of the proposed PLS mechanisms, it
is essential to simulate various attack scenarios. These scenarios are designed to reflect
the types of threats that a 6G network might encounter. We focus on three primary types
of attacks: jamming, eavesdropping, and spoofing. Each attack type is characterised by
its unique method of disrupting communication, which helps in assessing the system’s
resilience. Table 1 summarises the simulated physical layer attacks with the implemented
approach and their expected impact on the communication system.

Jamming attacks: Jamming involves the introduction of interference into the com-
munication channel to disrupt the signal transmission [32,33]. This can be simulated by
adding Gaussian noise to the received signal, thereby degrading the SNR.

yjammed = y + nj (6)

where nj is the jamming noise.
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Table 1. Summary of simulated physical layer attacks with the implemented approach and their
expected impact.

Attack Type Generation Method Expected Impact

Jamming Adding Gaussian noise Degraded SNR, increased BER

Eavesdropping Introducing random bit flips Compromised data
confidentiality, increased BER

Spoofing Adding sinusoidal signal False data reception,
misleading information

Replay Attack Re-transmitting
captured signals

Confusion in the
communication flow,
false timestamps

Signal Fading Reducing signal
strength artificially

Loss of data, degraded
communication quality

Denial of Service (DoS) Flooding the
communication channel

Complete disruption of
communication, inability to
transmit data

Man-in-the-Middle (MitM) Intercepting and
modifying signals

Unauthorised data
manipulation,
compromised integrity

Eavesdropping attacks: Eavesdropping attempts to intercept and decode the com-
munication between legitimate users without authorisation [34,35]. This attack can be
modelled by introducing random bit flips in the transmitted signal, simulating the effect of
an interceptor manipulating the signal.

xeavesdropped = x ⊕ e (7)

where e represents the error vector due to eavesdropping.
Spoofing attacks: Spoofing involves injecting false signals into the communication

channel to deceive the receiver [36,37]. This can be simulated by adding structured noise,
such as a sinusoidal signal, to the original signal.

yspoofed = y + A sin(2π f t) (8)

where A is the amplitude and f is the frequency of the sinusoidal spoofing signal.
Replay attacks: Replay attacks can be defined as the adversary’s interception of

legitimate data and replaying it with the intention of misleading the receiver to accept it
as an authentic message. This generally affects the system’s whole operation depending
on message sequencing or the timings, which would create disarray or unauthorised
access. By reintroducing the previously transmitted data in the communication channel,
the attacker makes the receiver process outdated or previously validated information, hence
undermining the integrity of the whole communication process.

yreplayed = y(t − ∆t)

where ∆t is the time delay applied to the original signal before being replayed.
Signal fading: Signal fading is essentially the process where the strength of a signal

weakens due to multiple environmental factors, such as distance, obstacles, and interference.
In this type of attack, an adversary can intentionally minimise the power of a signal
such that it becomes very challenging for the receiver to decode the message with much
accuracy. Therefore, the effect of the faded signal may be in the form of losses, delays,
and communication errors. The latter can be emulated by multiplying the original signal
with a fading coefficient h f , in which its amplitude is weakened.
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yfaded = h f y

where h f represents the fading factor (typically 0 < h f < 1).
Denial of service: Denial of service is a type of attack where the communication

channel is overwhelmed with unwanted traffic to the point where the legitimate user
cannot access the network. The result may vary from degraded network performance to
complete interruption of communication. It could also be modelled by simulating a high
volume of noise or irrelevant packets injected into the communication channel that actually
congests the bandwidth.

yDoS =
N

∑
i=1

ni

where N is the number of noise signals or irrelevant packets overwhelming the channel.
Man-in-the-middle (MitM): Man-in-the-middle (MitM) is an attack that involves an

adversary who intercepts the communication between two legitimate parties. The intercep-
tor may or may not alter the transmitted data before forwarding it. This type of attack poses
a threat to data integrity and confidentiality because the communication can be altered or
eavesdropped upon without any noticeable issues by the sender or receiver. In the case
of a MitM attack, the received signal y is intercepted and changed by the attacker, then
retransmitted to the intended receiver.

yMitM = f (y) + nMitM

where f (y) represents the modification of the original signal by the attacker, and nMitM is
any additional noise introduced during the attack.

2.6. Anomaly Detection Mechanism

Anomaly detection is a critical component of the proposed security framework, en-
abling the system to identify and mitigate the effects of malicious activities on communi-
cation signals [38,39]. For this purpose, we employ isolation forest, a machine learning
technique well-suited for detecting anomalies in high-dimensional data. Isolation for-
est operates by randomly selecting features and splitting values to create isolation trees.
The assumption is that anomalies are few and different, leading to their isolation in fewer
steps compared to normal instances. This method is particularly effective for our use case,
as it can handle the complex and high-dimensional nature of the received signals in 6G
networks. The isolation forest algorithm constructs t isolation trees, and the anomaly score
s for a given point x is calculated as

s(x, t) = 2−
E(h(x))

c(n) (9)

where E(h(x)) is the average path length from the root to the terminating node of x in the
isolation trees, and c(n) is the average path length of unsuccessful searches in binary search
trees, defined as

c(n) = 2H(n − 1)−
(

2(n − 1)
n

)
(10)

and H(i) is the i-th harmonic number. The anomaly score ranges from 0 to 1, with values
close to 1 indicating anomalies.

The isolation forest algorithm, as applied in our framework, effectively detects anoma-
lies in the physical layer of 6G networks by identifying unusual signal patterns indicative
of attacks such as spoofing, jamming, and eavesdropping. The method isolates data points
by building multiple decision trees based on random feature subsets of the received signals.
Anomalous signals, caused by attacks, are typically isolated with fewer splits, leading to
shorter path lengths, while normal signals require more splits, resulting in longer paths.
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This method demonstrated a high level of accuracy in detecting anomalies during our
simulations, particularly under noisy and complex channel conditions, providing real-time
insights into potential threats. The key advantages of using isolation forest include its
ability to manage high-dimensional data efficiently and its relatively low computational
cost compared to more resource-intensive machine learning models. This makes it suitable
for real-time applications, as shown by the reduced BER and improved detection accuracy
in attack scenarios, particularly under jamming conditions. However, the method has its
limitations. Although it performed well in detecting anomalies, its effectiveness can dimin-
ish when facing more sophisticated, blended attacks that may not fit the typical anomaly
patterns. Additionally, the reliance on predefined parameters, such as the number of trees
and sample size, may require fine-tuning to adapt to different network environments,
potentially affecting scalability and robustness across the wider 6G use cases.

3. Results and Discussion

The performance of different models (ML, hybrid, and non-ML) under various condi-
tions of no attack, spoofing attack, eavesdropping attack, and jamming attack is evaluated
in terms of BER and accuracy. In the absence of attacks, the BER decreases as the SNR
increases for all models, as shown in Figure 2e. The ML-based models for both Alice and
Bob show the lowest BER, demonstrating their effectiveness in decoding signals under
normal conditions. The hybrid models also perform well, closely following the ML models.
Non-ML models have the highest BER, indicating their relative ineffectiveness in error
correction compared to ML and hybrid models. For instance, at an SNR of 20 dB, the ML
models achieve a BER of less than 0.05, whereas the non-ML models have a BER of around
0.3, reflecting a performance difference of approximately 85%. Under spoofing attacks,
the BER trends are similar to the no-attack scenario, as shown in Figure 2d. However,
the overall BER values are higher, reflecting the impact of the spoofing attack. The ML
and hybrid models still outperform the non-ML models, but the effectiveness of the ML
model is slightly reduced due to the attack interference. Specifically, at 20 dB SNR, the ML
models’ BER is about 0.1, while the non-ML models’ BER is around 0.35, indicating that
the ML models’ BER is about 71% lower than that of the non-ML models. Eavesdropping
attacks increase the BER across all models, but ML and hybrid models maintain better
performance, as shown in Figure 2c. The non-ML models show a significant rise in BER,
highlighting their vulnerability to such attacks. At an SNR of 20 dB, the BER for ML models
is approximately 0.15, while for non-ML models, it is around 0.4, suggesting that the ML
models have a 63% lower BER compared to non-ML models under eavesdropping attacks.
Jamming attacks result in the highest BER among all attack scenarios, as shown in Figure 2b.
The ML and hybrid models show resilience to some extent, but their performance is still
affected. The non-ML models exhibit the worst performance under jamming conditions.
For example, at 20 dB SNR, the ML models’ BER is around 0.2, whereas the non-ML models’
BER is close to 0.5, indicating that the ML models’ BER is 60% lower than that of the
non-ML models.

Without attacks, the accuracy increases with SNR. The ML models for both Alice and
Bob achieve near-perfect accuracy at higher SNR levels, as shown in Figure 2e. Hybrid
models also perform well, while non-ML models lag, demonstrating their limitations in
achieving high accuracy. At an SNR of 20 dB, ML models achieve an accuracy of over
99%, whereas non-ML models achieve around 80%. Under spoofing attacks, the accuracy
decreases compared to the no-attack scenario, attributed to the injected false signals, which
disrupt the legitimate signal patterns and make it harder for the models to correctly identify
the legitimate data. ML and hybrid models still outperform non-ML models, though the
accuracy improvement is less pronounced due to the attack interference, as shown in
Figure 2h. At 20 dB SNR, the ML models achieve an accuracy of approximately 95%,
while non-ML models achieve around 75%. Eavesdropping attacks lead to a significant
drop in accuracy across all models because of the introduction of the random bit flips into
the signal, complicating the models’ ability to accurately decode the original message, as
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shown in Figure 2g. The ML and hybrid models manage to retain relatively higher accuracy,
but the performance gap with non-ML models widens, emphasising the robustness of ML
and hybrid models. At 20 dB SNR, the accuracy for ML models is about 90%, while for
non-ML models, it is around 70%. Jamming attacks cause the most significant decrease in
accuracy because of the substantial interference in the communication channel, as shown
in Figure 2f. Despite this, the ML and hybrid models show better resilience compared
to non-ML models, though all models are impacted by the high interference. At 20 dB
SNR, the accuracy of ML models is approximately 88%, while non-ML models achieve
around 68%.

(a) No attack. (b) Jamming attack.

(c) Eavesdropping. (d) Spoofing.

(e) No attack. (f) Jamming attack.

(g) Eavesdropping. (h) Spoofing.

Figure 2. Evaluation of the BER (a–d) and accuracy (e–h) of different approaches of non-ML, ML
(LSTM), and hybrid.
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The training and validation loss graphs for Alice and Bob indicate that both the ML
and hybrid models converge well, with the hybrid model showing faster convergence, as
shown in Figure 3. This demonstrates the effectiveness of combining feature extraction
with sequential learning in the hybrid model. For instance, the loss for the hybrid model
drops to nearly zero within the first 10 epochs, whereas the ML model takes slightly longer,
and the non-ML model shows slower convergence and higher final loss values.

Figure 3. Training and validation convergence for both the ML and hybrid models for Alice and Bob.
The loss corresponds to the model’s error during training, representing the difference between the
predicted and actual outcomes.

The integration of deep learning and PLS in 6G networks offers several advantages,
such as enhanced accuracy in detecting physical layer attacks and improved resilience
against common threats such as spoofing, jamming, and eavesdropping. The use of machine
learning models such as LSTM and RF allows for better pattern recognition and anomaly
detection, contributing to more secure communications. However, the high computational
power required for these models can strain the energy efficiency of devices, particularly in
large-scale 6G deployments. Moreover, the potential latency introduced by these techniques
may be problematic in real-time applications, such as autonomous systems and vehicle-
to-vehicle communication, where ultra-low latency is critical. Furthermore, the scalability
of these techniques to handle the massive data throughput expected in 6G networks,
alongside the need for efficient resource management to maintain quality of service, poses
a significant challenge.

4. Conclusions and Future Work

This study presents a cutting-edge framework for improving the security of 6G com-
munication networks by combining deep learning techniques with PLS. We demonstrate
significant improvements in classification precision and reliability over intricate data pat-
terns by integrating multi-stage detection techniques and using deep neural networks
together with a hybrid model for sequential learning. Through the simulation of spoofing,
jamming, and eavesdropping attacks, we optimised the detection algorithms and devel-
oped an anomaly-detection system to identify potential threats. Our results demonstrate
the advantages of ML and hybrid models over traditional approaches, with significant
improvements in BER and accuracy, particularly under adversarial conditions. Future work
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will focus on expanding the applicability of our framework to diverse 6G communication
scenarios and exploring the integration of emerging technologies such as blockchain, quan-
tum communications, and AI/ML for enhanced security. Furthermore, additional research
is required to investigate the scalability and real-world implementation of the proposed
security framework.

Future work can extend and further strengthen the results by addressing a broader
range of attacks beyond spoofing, jamming, and eavesdropping, particularly in the con-
text of blockchain-assisted authentication for IoT [40]. Attacks such as replay, denial of
service (DoS), and man-in-the-middle (MitM) are particularly relevant to IoT environments,
where security vulnerabilities at the physical and network layers can expose critical in-
frastructure to threats. For instance, while the system showed strong resilience against
simulated attacks, its ability to handle replay attacks—where attackers can retransmit inter-
cepted communication—was not explored. Similarly, DoS attacks, which can overwhelm
blockchain-assisted authentication systems by exhausting computational resources, could
be particularly disruptive in real-time 6G applications that require ultra-low latency and re-
liable connectivity. Lastly, MitM attacks, which intercept and alter communication between
nodes, pose a significant risk in environments relying on continuous secure exchanges,
such as IoT healthcare systems or autonomous vehicles.

Moreover, another future piece of work aims to conduct a comprehensive comparison
of our security framework with other existing methods for 6G, such as quantum com-
munication, blockchain-based approaches, and zero-trust architectures. This will allow
us to assess the relative strengths and weaknesses of our approach in terms of computa-
tional efficiency, real-time performance, and resilience against a broader range of threats.
By benchmarking our framework against these alternative solutions, we aim to provide a
clearer understanding of its practical applicability and effectiveness in meeting the stringent
security requirements of 6G networks.

Furthermore, we plan to expand our research by incorporating covert communications
as a complementary security mechanism to PLS. Covert communications offer an additional
layer of transmission security by making the presence of communication undetectable,
which is highly relevant in the evolving landscape of 6G. This includes the exploration of
relevant frameworks such as harvest and opportunistically relay- and covertness-aware
trajectory design for UAVs to integrate covert communication principles into our study.
This will provide a more comprehensive approach to 6G security, enhancing both the
privacy and undetectability of transmissions.
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Abbreviations

ML Machine learning
PLS Physical layer security
BER Bit error rate
XR Extended reality
IoT Internet of Things
ITU International telecommunication union
UAVs Unmanned aerial vehicles
IoV Internet of Vehicles
DT Digital twin
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FDM Frequency division multiplexing
TDM Time division multiplexing
PMI Precoder matrix indexing
SNR Signal–noise ratio
RF Random forest
LSTM Long short-term memory
DNN Deep neural network
M2M Machine-to-machine
NF Network function
V2V Vehicle-to-vehicle
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