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Abstract Internet of Things (IoT) technology in the field of sports has brought about
a significant transformation in the analysis of athletic performance, as it facilitates
the seamless collection and processing of data in real time. Nevertheless, enduring
obstacles encompass issues pertaining to data security, privacy, and the imperative
for resilient real-time data processing capabilities. Mainly, data transfer rate is very
important when it is related to real-time application. However the emergence of
5G, edge computing, machine learning, and artificial intelligence offers substantial
prospects for augmenting the functionalities of these systems. This enhancement
would result in more precise and prompt understandings of athletes’ performances,
improvised training plan for specific objectives, and high potentially able to decrease
risk of common injury. However, there are limitations even though these kinds of
technologies have been implemented. On the other hand, cyber physical attacks
threat is another aspect that must be taken into consideration in developing IoT
devices. This article would also help the readers and researchers to understand the
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importance of data processing, smart systems, security and privacy and future trends
in IoT application for sports performance analysis.

Keywords Internet of Things - Sports performance analysis - Real-time data
processing + Smart systems - Data security

1 Importance of IoT in Sports Performance Analysis

The Internet of Things (IoT) has brought a significant transformation in various
industries such as manufacturing, agriculture, medical and healthcare, and even in
sports (Pires and Santos 2018; Rejeb et al. 2022; Jain et al. 2021; Abdulmalek et al.
2022). This modern industrial evolution is supported by utilization of IoT due to its
ability to facilitate real-time data collection and analysis (Yu and Wang 2020; Jamil
et al. 2021; Babu et al. 2021). Internet of Things (IoT) devices, such as wearable
sensors and smart equipment, have the capability to gather a wide range of data points,
encompassing metrics such as an athlete’s heart rate, speed, movement patterns, and
other relevant information. The aforementioned data can subsequently be subjected
to analysis in order to derive valuable insights pertaining to an athlete’s performance,
pinpoint areas that require enhancement, and potentially forecast and preempt poten-
tial injuries (Silvers-Granelli et al. 2021). The incorporation of Internet of Things
(IoT) technology in sports performance analysis has resulted in the emergence of
intelligent systems capable of promptly processing and evaluating data (Rosli et al.
2021; Nizeti¢ et al. 2020). These systems have the capability to offer real-time feed-
back to athletes and coaches, enabling them to make necessary adjustments during
training sessions or competitions. An intelligent system has the capability to analyze
the data obtained from a runner’s wearable device, subsequently offering immediate
feedback regarding their running technique (Clermont et al. 2019). This feedback
serves the purpose of enhancing efficiency and mitigating the likelihood of sustaining
injuries.

Moreover, the integration of Internet of Things (IoT) technology in smart systems
has the potential to make significant contributions to the expansive domain of sports
science (Baharuddin et al. 2022; Schlegel and Hill 2020). This is achieved through
the provision of extensive datasets that can be utilized for research purposes. The
utilization of these datasets facilitates the examination of patterns, the identification
of optimal strategies, and the formulation of novel approaches to training (Khan
et al. 2022). Nevertheless, the integration of Internet of Things (IoT) technology
in the realm of sports performance analysis presents certain obstacles. Significant
considerations encompass data security, privacy, and the imperative for robust, real-
time data processing capabilities (Khoshkhah et al. 2022; Rosli et al. 2019).

The objective of this review is to offer a comprehensive examination of the present
condition of Internet of Things (IoT)-based intelligent systems for the analysis of real-
time sports performance. The review will additionally put forth potential remedies for
these deficiencies, offering a strategic plan for future investigation and advancement.



2 IoT and Real-Time Data Processing

2.1 The Role of IoT in Real-Time Data Collection

The Internet of Things (IoT) has brought about a paradigm shift in the field of
data collection by facilitating the seamless acquisition of real-time and continuous
data from diverse sources. In sports performance analysis, Internet of Things (IoT)-
based devices, such as wearable sensors, smart equipment, and video surveillance
systems, have the capability to gather a diverse range of data points. These data
points encompass an athlete’s physiological parameters, movement patterns, and
environmental conditions (Zhou et al. 2021). Zhou et al. examined the application of
Internet of Things (IoT) technology in surveillance systems, emphasizing the signif-
icance of real-time data acquisition for efficient monitoring and decision-making
processes (Zhou et al. 2021). In sport science, the collection of real-time data can
offer prompt insights into an athlete’s performance, enabling on-the-spot adjustments
to be made during training sessions or competitive events. Lukas et al. introduced
SPORTSENSE, a video-based event retrieval system. This system can visualize the
analysis results in real time, store the analysis results persistently for offline activi-
ties, and leverage the stored analysis results for intuitive sketch-based video retrieval
as in Fig. 1 (Probst et al. 2018).

On the other hand, Jamali and Giman emphasized the utilization of the Internet
of Things (IoT) for the purpose of collecting real-time data for flood monitoring
(Jamali and Giman 2021). While the principles of real-time data collection and
monitoring may not have a direct correlation to sports performance analysis, they
possess similarities that allow for their application within the sports domain, espe-
cially to monitor the environmental changes that might affect the athlete performance
and health (Jamaludin et al. 2018a; Jamali and Giman 2021; Abdullah et al. 2022;
Donnelly et al. 2016; Nowak et al. 2022). Sven et al. conclude that climate change
is associated with the increases in health-related risks for athletes such as UV expo-
sure, heat stress, UV exposure, exposure to air pollutants, spread of vectors, and
natural reservoirs as well as other risks such as extreme weather events (Schneider
and Miicke 2021). Thus, monitoring systems that are focusing on feeding affirma-
tive information about surrounding environmental changes during sports activity are
crucially needed (Hasya et al. 2022; Torres-Ronda et al. 2022; Md Kamil et al. 2022;
Alexandersen et al. 2023). For example, Mainura et al. proposed an improved fuzzy
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Fig. 1 Architecture of SPORTSENSE system (Probst et al. 2018)
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Fig. 2 Architecture of outdoor air quality monitoring system for sports athlete (Li and Xu 2021)

logic-based controller for humidity monitoring control in sports halls. Then, Juan
Li et al. as in Fig. 2 developed a real-time online monitoring system for outdoor air
quality for sports athletes (Li and Xu 2021).

2.2 Real-Time Data Processing and Decision-Making

After the collection of data in real time, it is necessary to undertake processing and
analysis in order to derive significant insights. Real-time data processing is a crucial
aspect in this context. Real-time data processing refers to the practice of analyzing
data immediately after its collection, enabling prompt decision-making (Khan et al.
2022; Abidin et al. 2022; Sudharsan et al. 2021). In the study on sustainable smart
cities, utilization of real-time routing and underscoring the significance of real-time
data processing in facilitating efficient decision-making (Rehman et al. 2021; Rosli
et al. 2021) found that a mobility support 5G architecture with real-time routing
able to decrease the loss of data against network disconnectivity and increase the
reliability. Figure 3 shows the success ratio when data rate is increased from 30 to
150 bits per second. Even though data rate is decreased, but it is still in acceptable
range (Sachs et al. 2018).

In the field of sports performance analysis, the utilization of real-time data
processing has the potential to offer instantaneous feedback regarding an athlete’s
performance (Silva et al. 2020; Yuan et al. 2020). This enables coaches and athletes
to make well-informed decisions in the midst of training sessions or competitive
events. Qingfeng proposed a computer big data-based technology real-time signal
transmission system for sports competitions (Shi 2023). The proposed system is
able to remove noise from signal transmission and also capable of detecting weak
signals submerged in the background of strong color noise, which is superior to the
traditional time domain detection method.
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2.3 Challenges in Real-Time Data Processing

Although real-time data processing in IoT-based systems offers numerous benefits,
it is not devoid of challenges. These factors encompass the necessity for strong and
dependable data processing capabilities, the management of substantial quantities
of data, and the assurance of data security and privacy (Gurcan and Berigel 2018).
The necessity for strong and dependable data processing capabilities is of utmost
importance in order to guarantee accurate and timely processing of the collected
data. The need for robust computational capabilities poses a significant challenge for
IoT devices, given their inherent limitations in terms of processing power.

One additional challenge pertains to the management of substantial quantities
of data. IoT devices have the capacity to accumulate substantial volumes of data,
potentially surpassing the data processing capabilities of the system. Efficient data
management strategies are necessary in order to ensure the processing of only perti-
nent data, thereby mitigating the system’s workload. The preservation of data security
and privacy poses a considerable obstacle. Due to the ability to gather and analyze
data in real-time, IoT devices possess a susceptibility to being targeted by cyber-
attacks. The implementation of robust security measures is necessary in order to
safeguard data and guarantee the preservation of privacy (Khoshkhah et al. 2022;
Ting et al. 2022).



3 Smart Systems and IoT

3.1 The Concept of Smart Systems in loT

Smart systems in the context of the Internet of Things (IoT) pertain to systems that
possess the capability to independently process and analyze data, make informed
decisions based on the analyzed data, and execute actions without requiring human
intervention. These systems utilize cutting-edge technologies such as machine
learning, artificial intelligence, and cloud computing to offer intelligent and auto-
mated solutions (Rehman et al. 2021; Elkhoukhi et al. 2022). Sudharsan et al. inves-
tigated on real-time offensive words spotting network for consumer IoT devices
(Sudharsan et al. 2021) and found that is capable of efficiently detecting multiple
keywords in real-time. This system showcases the potential of intelligent systems to
effectively process and analyze data in real time, enabling informed decision-making
based on the analyzed information.

In a similar vein, Elkhoukhi explored the application of intelligent systems in the
context of real-time occupancy detection within smart buildings (Elkhoukhi et al.
2022). The system showcases the potential of intelligent systems to effectively handle
and analyze substantial amounts of data in real time, enabling them to derive insights
and make informed decisions based on the analyzed data.

3.2 Application of Smart Systems in Sports Performance
Analysis

The utilization of intelligent systems has demonstrated notable applications in
the analysis of sports performance. The ability to extract and evaluate data from
diverse sources, including wearable sensors, smart equipment, and video surveil-
lance systems, enables the generation of valuable insights regarding an athlete’s
performance. This data analysis can identify areas that require improvement and
even forecast and mitigate potential injuries (Kofahi et al. 2022; Ali et al. 2022; Liao
etal. 2020). Kofahi et al. developed IoT-enabled intelligent system for Mixed Martial
Arts (MMA) athletes that has the capacity to continuously monitor and measure the
athlete’s body temperature, strike force, and the number of strikes that the athlete
has received from the opponent, providing promising real-time data analysis and
decision-making capabilities (Kofahi et al. 2022). Figure 4 show the location of
sensors on protection equipment and this study showcases the potential of smart
systems to effectively process and analyze health-related information in real time,
thereby facilitating informed decision-making.
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3.3 Limitations and Challenges of Current Smart Systems

Notwithstanding the inherent benefits, contemporary intelligent systems encounter
various constraints and obstacles. The aforementioned factors encompass the neces-
sity for resilient and dependable data processing capabilities, management of substan-
tial quantities of data, assurance of data security and privacy and requirement for
compatibility between various IoT devices and systems (Liao et al. 2020; Jamaludin
et al. 2018b). The necessity for robust and dependable data processing capabilities
is of utmost importance in order to guarantee accurate and timely processing of the
collected data (Tramarin et al. 2019). The need for robust computational capabilities
poses a significant challenge for [oT devices, given their inherent limitations in terms
of processing power.

Dealing with substantial quantities of data presents an additional obstacle. IoT
devices have the capacity to accumulate extensive volumes of data, potentially
exceeding the data processing capabilities of the system. Efficient data manage-
ment strategies are necessary to ensure the processing of only pertinent data, thereby
mitigating the system’s workload. The maintenance of data security and privacy
presents a noteworthy challenge. Given their ability to gather and analyze data in
real-time, IoT devices possess a susceptibility to cyber-attacks. The implementation
of robust security measures is necessary in order to safeguard data and guarantee
privacy (Tawalbeh et al. 2020; Ramli et al. 1060; Laghari et al. 2021). One additional
challenge in the realm of IoT pertains to achieving interoperability across diverse
devices and systems. The seamless communication and collaboration of IoT devices
and systems are of utmost importance in facilitating the efficient operation of smart
systems, given the growing proliferation of such devices and systems.



4 Security and Privacy in IoT-Based Systems

4.1 The Importance of Security in IoT Systems

The preservation of security holds significant importance in [oT systems, primarily
due to the handling of sensitive data within these systems. In the field of sports
performance analysis, IoT devices are utilized to gather a diverse range of data
points (Laghari et al. 2021; Jamaludin et al. 2017; Manzoor et al. 2023). These data
points encompass an athlete’s physiological parameters, movement patterns, and the
prevailing environmental conditions. If this data was to be accessed by unautho-
rized individuals, it has the potential to result in significant breaches of privacy or be
exploited for nefarious intentions. In their research on IoT-based smart climate agri-
culture systems, Ting et al. emphasize the importance of safeguarding the security of
IoT systems by encompassing not only the protection of the data they manage, but
also the preservation of the system’s integrity (Ting et al. 2022). A security breach has
the potential to impede the operational integrity of the system, resulting in the gener-
ation of erroneous data and analysis, and potentially jeopardizing the well-being of
the athletes.

4.2 Current Techniques for Ensuring Security and Privacy

Various methodologies are presently employed to safeguard the security and privacy
of IoT systems. The aforementioned elements encompass encryption, authentication,
and the utilization of secure communication protocols. In a study on the generation
of daily modal split estimation and OD matrices using IoT data in application of
secure communication protocols shows that the importance of secure communica-
tion protocols in guaranteeing the integrity of data exchanged between IoT devices
and the system is underscored (Khoshkhah et al. 2022). Meanwhile, Xinyu et al.
propose a cancelable biometric modality by utilizing a high-density surface elec-
tromyogram (HD-sEMG) encoded by hand gesture password, for user authentication.
The proposed system will overcome a noncancelability of traditional biometrics (e.g.,
fingerprint) for user authentication that might increase the privacy disclosure risks
once the biometric template is exposed. Based on the analysis result, the proposed
system with 95% variance preserved, the security of the proposed HD-sEMG biomet-
rics is equivalent to a 140-bit key with a total of 2'4? expected attempts of brutal attack
required to intrude the system. The security strength of HD-sEMG biometrics against
brutal attack is presented in Table 1.
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100% 1318 bits
9% 313 bits
98% 238 bits
97% 198 bits
96% 164 bits
95% 140 bits

4.3 Challenges and Limitations in Ensuring Security
and Privacy

Despite the existing methodologies, the task of safeguarding the security and privacy
of IoT systems is accompanied by a multitude of obstacles. Several factors must be
considered in the context of ensuring the security of devices, such as the impera-
tive of employing strong encryption methods, the potential vulnerability to physical
assaults, and the necessity of safeguarding data storage (Manzoor et al. 2023). The
implementation of strong encryption methods is imperative in order to safeguard data
integrity and confidentiality throughout the processes of transmission and storage.
Nevertheless, the computational resources necessary for ensuring strong encryption
pose a significant obstacle for IoT devices, which generally possess constrained
processing capabilities.

One additional risk involves the potential for cyber and physical attacks on the
devices (Shah and Sengupta 2020). IoT devices are frequently deployed in real-world
environments, making them susceptible to physical attacks. This has the potential
to result in the compromise of the device and unauthorized access to the collected
data (Shah and Sengupta 2020; Lee et al. 2021; Bennett et al. 2018; Baharuddin
et al. 2023; Li et al. 2019). The challenge of secure data storage is also evident. To
mitigate the risk of unauthorized access, it is imperative to ensure secure storage of
the substantial amounts of data amassed by IoT devices. The utilization of robust data
storage solutions is imperative in addressing the challenge posed by the constrained
storage capacities of IoT devices. Cyber and physical attacks can be detected based
on energy auditing as in Fig. 5 (Bennett et al. 2018).
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Fig. 5 Power prediction error with true attacks and detected anomalies. Cyber-attacks (between
900 and 1100 s) and physical attacks (between 150 and 600 s) (Li et al. 2019)

5 Future Trends and Opportunities

5.1 The Role of 5G and Edge Computing in IoT (Reference
Jain et al. 2021)

The emergence of 5G and edge computing is poised to bring about a transformative
impact on the IoT, particularly in sports performance analysis. The implementation
of 5G technology has the potential to greatly augment the real-time data collection
and processing capabilities of IoT devices, owing to its ability to facilitate high-speed
data transfer (Li et al. 2019; Sufian et al. 2021; Zhao et al. 2019). This phenomenon
has the potential to result in enhanced precision and promptness in the comprehension
of an athlete’s performance (Rehman et al. 2021). In contrast, edge computing refers
to the practice of performing data processing tasks in close proximity to the source
of data generation within a network. The implementation of this approach has the
potential to decrease the latency that is typically encountered when transmitting data
to a centralized location for processing. As a result, the real-time capabilities of IoT
devices can be further improved (Rehman et al. 2021).



5.2 The Potential of Machine Learning and Al in IoT

The utilization of machine learning and artificial intelligence (AI) exhibits consider-
able promise within the realm of Internet of Things (IoT), specifically in the domain
of sports performance analysis for predicting results, athletes profiling and perfor-
mances, injuries diagnosis and even can be extended to predict advertising behaviors
(Du et al. 2021; Worsey et al. 2021; Goud et al. 2019; Binti Kamarudin et al. 2021;
Bunker and Thabtah 2019; Chhabra et al. 2023; Ghazali et al. 2022; Jamaludin
and Yassin 2013 Naglah et al. 2018; Tedesco et al. 2022; Barnes and Wang 2023).
The aforementioned technologies possess the capability to analyze the extensive
quantities of data gathered by Internet of Things (IoT) devices in order to detect
patterns, generate predictions, and offer insights that may not be readily discernible
through conventional methods of analysis (Qian et al. 2022). In optimization of neural
networks for time-series analysis in IoT systems in potential of machine learning and
artificial intelligence, found that accuracy is improved compared without using any
classifiers (Qian et al. 2022).

5.3 Opportunities for Future Research and Development

The progressions in technological domains such as 5G, edge computing, machine
learning, and Artificial Intelligence (AI) offer substantial prospects for prospective
investigations and advancements in IoT-based intelligent systems designed for the
analysis of sports performance (Glebova et al. 2023). These encompass the advance-
ment of more resilient and dependable data processing capabilities, the investiga-
tion of novel data collection methodologies, and the enhancement of more secure
and privacy-centric systems. Moreover, there exists the potential to investigate the
incorporation of additional nascent technologies, such as blockchain and quantum
computing, within the realm of the IoT (Li and Zhu 2023; Khaund 2020; Yadav et al.
2023). The implementation of these technologies has the potential to significantly
augment the security, privacy, and data processing functionalities of IoT systems. In
addition, progress and achievement findings in sports science are high potentially
can be implemented for public usage such as for wearable devices and healthcare
monitoring.
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