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Abstract

This paper seeks to advance a critical criminology of artificial intelligence (Al) by explor-
ing how Al technologies function as mechanisms of systemic harm under late capitalism.
Moving beyond sensationalist concerns regarding malicious actors utilising Al for nefari-
ous purposes, we interrogate how Al reconfigures labour, governance, and social control
in ways that intensify inequality and erode worker autonomy. Drawing from ultra-realism,
zemiology, and social harm theory, we introduce a new typology of Al-related harms:
Datafication, Algorithmic Governance, Operational, and Existential harms. These catego-
ries reveal how Al operates not as a neutral tool but as a mechanism of pseudo-pacification
that consolidates elite power while masking deepening exploitation. Through a thematic
analysis of 224 sources, we demonstrate that Al’s telos—its intended good—has been
corrupted by the capitalist logic of efficiency and control. We argue that criminology must
urgently engage with AI’s embedded harms to remain fit for purpose in an increasingly
automated world.

Introduction
Criminology has often lagged in responding to technological developments, engaging reac-

tively with phenomena such as cybercrime rather than anticipating the structural harms
emerging from digital systems (Stratton et al., 2017; Degenhardt and Bourne 2018). While
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Artificial Intelligence' (AI) has begun to attract attention within policy and computer sci-
ence, criminological responses remain fragmented and narrow, focusing primarily on mis-
use, such as surveillance, fraud, and online abuse (Flynn et al., 2021; Saheb, 2023). Several
key contributions have shifted the conversation toward more profound structural concerns
(Hayward & Maas, 2021). However, the field lacks a sustained framework to understand the
wider harms Al is embedding into everyday life and labour. If criminology fails to meaning-
fully engage with Al now, it risks arriving too late to shape meaningful responses, as it did
with cybercrime. This paper lays the groundwork for such an intervention by developing a
critical criminology of Al. Drawing on ultra-realism and zemiology (Hall & Winlow, 2015;
2025; Canning & Tombs, 2021), we present a new typology of Al-related harms—Datafi-
cation, Algorithmic Governance, Operational, and Existential—derived from a thematic
analysis of 224 sources across academic, journalistic, and policy literature. These categories
extend Pemberton’s (2015) harm typology, reframing Al not as a neutral innovation but as a
mechanism that intensifies inequality, pacifies dissent, and reinforces elite power.

Crucially, we centre the felos—the question of AI’s purpose—following Raymen’s
(2022) call for harm scholarship to engage more deeply with the ontology of harm: without
understanding what a system or institution is intended for, it is impossible to fully grasp
the nature or extent of the harm it produces. In this paper, we extend this ontological con-
cern to technology, specifically Al, to interrogate how its corrupted purpose generates and
legitimises new forms of social harm. As Raymen (ibid) warns, defining harm without an
account of the good risks turning social harm into a conceptual repository for grievances.
In response, we assert that AI’s felos—its promised contribution to a more equitable and
liberated society—provides a necessary anchor. Originally envisioned to reduce human suf-
fering, free individuals from menial labour, and support human flourishing (Bostrom, 2014;
Russel, 2019), Al now functions as a corrupted” mechanism of control, inequality, and sym-
bolic violence. These harms are not exclusive to Al, but Al extends and further entrenches
them through new algorithmic modalities. In ultra-realist terms, Al enables elites to exercise
special liberty under a technologically ‘insulating sleeve’ (Hall, 2012) that conceals exploi-
tation. Thus, Al is not the origin of harm, but the most recent instrument through which late
capitalism imposes and amplifies its logic (Crawford, 2021; Zuboff, 2019).

From the Usual to the Unusual Suspects: The Case for a Criminology of
Al Harms

The social sciences, particularly criminology, have often lagged in addressing technologi-
cal advancements and their profound implications for crime, harm, and social justice. For
instance, Stratton et al. (2017) suggest that criminology’s increasing insularity has weak-
ened its multidisciplinary foundations, leaving it poorly equipped to engage with contem-
porary transformations such as Al, automation, and algorithmic governance. Degenhardt

'The capability of a computer system to mimic human cognitive functions such as learning and problem-
solving. Whereas machine learning is an application of Al It is the process of using mathematical models of
data to help a computer learn without direct instruction.

2While we use the term ‘corrupted telos’ throughout the paper, we do not mean to imply that AT was ever
neutral or inherently benevolent. Rather, we are critiquing the dominant ideological narrative that Al was
designed for collective human benefit.
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and Bourne (2018) highlight that this inward focus has meant criminology tends to engage
with technology only in reactive, securitised forms, such as surveillance and border control,
rather than interrogating the systemic and everyday harms of technological change. Despite
some emerging research (Hayward & Maas, 2021), the discipline’s broader response
remains fragmented, reactive, and insufficiently focused on structural harm.

Criminological engagement with technology has focused narrowly on cybercrime,
overlooking AI’s role in deepening structural inequalities. Powell et al. (2018) note how
criminology has largely failed to address how marginalised groups disproportionately expe-
rience technology-facilitated abuse and harassment. When the field considers inequality and
technology, it is often through the concept of the “digital divide” (Cullen, 2001), which,
while acknowledging disparities in access, provides a limited and misleading framework.
As Graham (2022) argued, focusing solely on access neglects how Al and related technolo-
gies actively produce and amplify existing inequalities. The term “digital divide” implies
separation between virtual and real spaces, when in fact, Al is embedded in everyday mate-
rial realities, from work to welfare and justice systems. Thus, we face a technologically
mediated restructuring of harm, especially in precarious labour markets.

Despite growing public and academic attention to Al, much of criminology’s engage-
ment remains superficial, focusing on headline-grabbing threats such as deepfakes (Flynn
et al., 2021), mass surveillance (Saheb, 2023), Al-driven malware (Kolosnjaji et al., 2018),
drug trafficking (Hu et al., 2024), terrorism (Tuteja & Marwaha, 2023), and market manip-
ulation (King, 2019). While important, these examples represent the surface of AI’s dis-
ruptive capabilities, obscuring more routine, systemic harms embedded in workplaces and
labour relations.

Emerging scholarship in Al ethics, sociology, and critical data studies has started to
explore these deeper harms. Noble (2018) and Benjamin (2019) demonstrated how Al sys-
tems perpetuate and exacerbate racial and gender inequalities, acting as tools of structural
discrimination rather than neutral technologies. Buolamwini and Gebru (2018) also demon-
strate the bias of facial recognition. Eubanks (2018) has revealed how automated decision-
making in welfare intensifies poverty governance and exclusion. Crawford (2021) extends
this critique by arguing that Al is not only computational but also materially embedded in
labour exploitation, environmental degradation, and corporate extraction. These scholars
offer essential insights, yet their focus often remains on AI’s “misuse” or flawed design
rather than Al as an intrinsic mechanism of capitalist governance. Few link Al directly to
structural violence, state-corporate harm, or systemic inequality. Fewer still engage with
criminological or zemiological analyses of harm. As Zuboff (2019) argues, Al is founda-
tional to surveillance capitalism; however, this has not been fully integrated into crimino-
logical accounts of state-corporate crime or the everyday harms of the powerful (Lynes et
al. 2024).

Relatedly, the “future of work™ literature has charted AI’s role in reshaping labour through
automation, algorithmic management, and surveillance (Woodcock & Graham, 2020; Mul-
doon et al., 2024). Al emerges not only as a tool of efficiency but as a mechanism of worker
control, dehumanisation, and alienation. However, even within this growing body of work,
criminological concepts of harm are notably absent, and the structural inequalities inherent
in capitalism are rarely fully addressed.

Recent attempts to develop typologies of Al and technological harms have provided
important groundwork. Wood (2021; 2022) has proposed frameworks for understanding
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how technologies create “ambient harms” and complex harm relations. Viljanen (2022)
has explored how algorithmic and Al features shape harm reduction efforts, and Malik and
Lepinkdinen (2022) have examined the intersection of algorithmic and analogue harms in
immigration services. These contributions are vital, but as Raymen (2022) notes in his cri-
tique of social harm theory, many typologies suffer from limited engagement with the telos,
or intended good, of institutions and technologies. As such, these frameworks offer use-
ful insights, but they tend to overlook the extent to which Al-related harms are rooted in
the structural logic of late capitalism, especially in how it reinforces inequality, expands
control, and deepens exploitation. Moreover, these typologies frequently treat AI harms
broadly, whereas we focus specifically on the workplace, the site where Al’s corrupted telos
are most materially evident.

Whilst important scholarship has identified bias, surveillance, and algorithmic exploita-
tion, these analyses have yet to fully articulate how Al embeds capitalist and state-corporate
harms into daily life. For criminology and zemiology, harm extends beyond interpersonal
wrongdoing to include structural violence, inequality, and exploitation—often legal, nor-
malised, and systemically maintained (Pemberton, 2015). Understood through this lens, Al
is not a neutral or flawed tool, but rather a systemic mechanism of social harm wielded by
the economic elite (Lynes et al. 2024).

Building on ultra-realism’s focus on pacification, social control, and capitalist realism
(Hall & Winlow, 2015 and 2025; Fisher, 2009), we argue that Al functions as a contempo-
rary form of pseudo-pacification (Hall, 2012), embedding control and surveillance while
masking deepening social crises. Following Raymen (2022), we contend that AI’s corrupted
telos—its failure to achieve its promised good—underpins these harms. We follow Kotzé
and Boukli (2018) in asserting the value of bringing ultra-realism and zemiology into closer
dialogue. While ultra-realism provides the ontological framing of subjectivity and control
under late capitalism, zemiology offers a broader conceptual lens for understanding the dif-
fuse and often hidden harms that emerge from systemic structures. Together, they enable a
deeper interrogation of how Al both produces and conceals harm. By focusing on Al as an
embedded mechanism of harm within the workplace, we move beyond dominant narratives
of misuse or bias to examine Al as a criminogenic force that necessitates urgent attention.

Note on Methods

This study employed a qualitative exploratory design, using thematic analysis to investigate
the embedded harms of artificial intelligence (Al) in contemporary workplace settings. The
aim was to identify real-world instances of Al deployment, focusing on the structural harms
experienced by workers, and to explore Al as a mechanism of pseudo-pacification and spe-
cial liberty within late capitalism.

Data was gathered through a systematic review of secondary sources, including news
articles, academic publications, industry reports, and case studies examining Al in corpo-
rate environments. Searches were conducted between September and December 2024 using
Google News, Nexis, JSTOR, and industry journals, with search terms such as “Artificial
Intelligence AND workplace,” “AI AND job loss,” “Algorithmic management AND harm,”
and “Al AND worker surveillance.” This process yielded 400 sources, which were reduced
to 224 following the application of inclusion and exclusion criteria. To be included, sources
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had to focus on Al use in workplaces and its associated harms, including labour displace-
ment, surveillance, and control, and be published between 2018 and 2024. Excluded were
articles that presented Al positively, focused on non-workplace contexts, or offered limited
qualitative insight. Of the final sample, 142 were journalistic investigations, 50 were indus-
try or NGO reports, and 32 were academic publications.

Recognising the limitations of secondary data, including potential bias and selective
reporting, we employed triangulation to incorporate diverse perspectives and cross-check
information (Merriam, 1995). This allowed us to mitigate some limitations while remaining
attentive to the ideological framings within these sources, including narratives that nor-
malise Al as a tool of efficiency.

A thematic analysis was conducted using a structured manual coding process to organise
and interpret the data. All 224 sources were read in full, with preliminary memos developed
to identify recurring issues and emerging patterns. Coding combined deductive and induc-
tive approaches: deductive codes were informed by existing Al and social harm literature,
while inductive coding allowed novel themes to emerge. Preliminary codes were refined
into broader themes through an iterative review and discussion process. This process identi-
fied five key categories of Al harms in workplace contexts: Automation Abyss, Panopticon
Economy, Algorithmic Dictatorship, Divide and Conquer, and Gatekeepers of Opportunity.

All three authors were involved in the analytical process. Two researchers independently
coded 20 percent of the dataset (45 articles) to enhance intercoder consistency, while the
third author acted as an intermediary to review and adjudicate discrepancies and assist in
triangulation. A shared codebook was then developed collaboratively and applied to the
remaining data to ensure consistency across the analysis (Nowell et al., 2017). Although
qualitative research does not require statistical reliability measures, we adhered to estab-
lished practices to maintain analytical rigour and transparency (Guest et al., 2012).

Findings

Five key themes emerged from the thematic analysis: Automation Abyss, Panopticon Econ-
omy, Algorithmic Dictatorship, Divide and Conquer, and Gatekeepers of Opportunity.

The first theme, Automation Abyss, reflects perhaps the most well-known threat that Al
poses in the workplace: mass automation and workforce displacement. Corporations with
a long-standing legacy of prioritising profit over societal good have rapidly monopolised
Al (Olson, 2024), using it to replace, monitor, and coerce workers (Roscoe, 2024). Compa-
nies such as General Motors and Ford have embraced increasingly automated production
lines, displacing thousands of workers in the U.S. auto industry (Huang, 2024). Automated
production lines are not new (particularly in the context of automotive manufacturing).
However, contemporary Al systems introduce a more dynamic and data-driven form of
automation that not only replaces labour but also governs it in real-time, enabling deeper
surveillance, optimisation, and predictive control (Lloyd, 2022). Previously outsourced to
the Global South, call centres are now being abandoned entirely as Al is seen as a cheaper
alternative (Elmbhirst, 2024). Despite sensational accounts of Al-driven harm, such as the
first recorded ‘death by robot’ on a Ford production line in 1975 (Merritt, 2012), the indirect
harms are arguably more widespread and pernicious. Acemoglu and Restrepo (2020) esti-
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mate that between 420,000 and 720,000 jobs were lost to automation in U.S. manufacturing
between 1990 and 2014. Al and robotics now displace labour in new sectors.

Beyond economic displacement, automation correlates with worsening public health,
as communities affected by such processes report increased mortality, suicide, and sub-
stance abuse (Venkataramani et al., 2020; O’Brien et al., 2022). This trend aligns with what
O’Brien et al. (2022) describe as “deaths of despair,” linking Al-driven job displacement to
broader social harm. However, the risks extend beyond those who lose their jobs. Increas-
ingly, employees who are still in their jobs are being subjected to constant Al surveillance
and productivity tracking. At companies like Amazon, Al tools—including cameras, sen-
sors, and performance algorithms—are used to monitor workers’ every move, measuring
aspects such as “time off task” (Gurley, 2022). These systems push people to work longer
hours under challenging conditions, often leading to stress, anxiety, and poor mental health
(Kalischko & Riedl, 2021). In this way, Al does not just remove work—it streamlines and
automates harmful practices.

The second theme, Panopticon Economy, reflects AI’s role in transforming workplaces
into continuous surveillance and hyper-monitoring sites. Although tools like vehicle track-
ers and clock-in systems have been around for some time, recent developments have taken
workplace surveillance to a new level, integrating it more closely into the fabric of every-
day working life (Lynes et al. 2024). Corporations like Amazon use Al-powered cameras,
sensors, and algorithms to monitor workers’ performance, penalising minor deviations
from productivity expectations, such as short breaks, through reduced pay or termination
(Sainato, 2024). Al also monitors employees beyond static workspaces. Amazon delivery
drivers report that Al cameras flag them for taking a hand off the wheel to drink or scratch
their faces (Barr, 2023). Framed as safety measures, these technologies increase pressure on
workers whose livelihoods depend on mileage and delivery quotas (Zego, 2023). Uber, too,
uses automated systems to track driver behaviour and can penalise them for actions flagged
as unsafe (Geotab, 2018). These forms of surveillance hit marginalised workers the hardest.
Cram et al. (2022) highlight that Amazon and Uber’s workforces are largely from disadvan-
taged communities, meaning the consequences of Al monitoring, from pay deductions to
job loss, deepen existing inequalities. Companies such as Walmart, AstraZeneca, and Star-
bucks have also begun using tools that track employee conversations and internal messages
(Broomfield, 2024). While justified as measures to prevent harassment, these practices have
been described as “chilling”, undermining trust and damaging morale (ibid). Al, therefore,
enforces an ideology of relentless productivity that subordinates workers’ well-being to the
demands of corporate efficiency. Reducing workers to data points, Al consequently dehu-
manises labour, stripping away autonomy and embedding control in the algorithmic fabric
of the workplace.

The third theme, Algorithmic Dictatorship, highlights how Al technologies govern work-
ers’ wages, schedules, and working conditions, often through opaque and unchallengeable
systems, and are fundamentally disempowering. Al algorithms now dictate the daily reali-
ties of work, embedding power asymmetries that disproportionately impact marginalised
workers. Uber offers a prominent example: Al-driven “dynamic pricing” supposedly bal-
ances demand and supply to ensure ride availability (Phillips, 2019). However, many driv-
ers report that since Al systems began determining fares and job allocations, their wages
have dropped, and pay rates remain impossible to predict or understand (Meaker, 2024). In
2024, Uber’s CEO publicly acknowledged that drivers’ pay is adjusted based on behavioural
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patterns, confirming long-held suspicions that drivers are subjected to algorithmic wage
discrimination (Wray, 2024). This pattern extends beyond the gig economy, with Walmart
using Al to manage employee schedules and working hours, basing shift allocation on cus-
tomer flow predictions rather than workers’ preferences or needs (Kapoor, 2023). Reports
suggest that many employees have seen their weekly hours cut sharply, often without a
clear explanation (Waldman, 2024). Much of the company’s workforce come from low-
income, marginalised backgrounds (Oxfam, 2024): as such, this compounds existing eco-
nomic insecurity.

Al-driven scheduling and task allocation are now used across retail (Moreno & Raman,
2025), logistics (Bogle, 2024), and healthcare (Alnawafleh, 2024). In sectors like retail and
hospitality, task assignments and shift patterns are determined by data models, which can
penalise those who fall short of performance targets or whose lives do not neatly align with
algorithmic logic (Mateescu & Nguyen, 2019). This form of control lacks visibility. Many
workers are unsure how decisions regarding their hours or pay are made. There is often no
clear or accessible process for questioning or appealing those decisions. As a result, job
security becomes tied to opaque digital systems rather than agreed-upon rules or trans-
parent negotiation. Across industries, these Al-driven practices are associated with rising
stress, burnout, and erosion of trust, as workers are forced to adapt to shifting, unpredictable
demands (Ali et al., 2024). The supposed efficiency of Al masks a deeper, more troubling
reality: a new form of technological management that intensifies inequality and strips away
worker autonomy. By handing decision-making over to algorithms, companies can manage
large workforces with minimal oversight and accountability, continuing the broader pattern
of disempowerment disguised as innovation (Woodcock, 2021). Thus, Algorithmic Dicta-
torship reflects how Al is reshaping the workplace and fundamentally redefining labour
relations, where human workers are governed by invisible systems designed to optimise
profit at their expense.

The fourth theme, ‘Divide and Conquer,” examines how Al influences working condi-
tions that hinder collective action among individuals. In places like warehouses and facto-
ries, Al tools track individual output and encourage workers to focus on their performance.
This often creates tension, as people end up working against each other instead of along-
side one another. For example, General Motors and Ford have rapidly adopted Al-powered
automation on production lines, displacing thousands of workers (Riley, 2024). Similarly,
Amazon has significantly increased automation in its warehouses, deploying over 750,000
mobile robots and robotic systems to cut costs and streamline operations, This has raised
concerns about substantial workforce reductions and job displacement, even as the company
continues to promote narratives of job creation (Uddin, 2025). However, evidence sug-
gests that many of these newly created roles, often limited to overseeing or maintaining Al
systems, may themselves be vulnerable to future automation as Al and robotics continue to
advance (Sadowski, 2020). This process, emblematic of what we term “Disposable Capital-
ism”, transforms workers into expendable units. Corporate leaders may frame Al as a path
to innovation. However, in reality, it becomes a mechanism for labour market “churn”, with
workers discarded in favour of cost-effective Al alternatives. While sharing commonalities
with the theme of Automation Abyss, within this theme, those who remain employed are
pushed into competition with machines and each other, amplifying workplace division and
undermining solidarity.
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While linked to the theme of Algorithmic Dictatorship in terms of algorithmic control,
Divide and Conquer speaks more directly to the relational consequences of such systems.
Al algorithms facilitate worker monitoring and ranking, such as creating digital “leader-
boards” of productivity that pressure employees to compete against colleagues or risk ter-
mination (Rosenblat, 2018). This was witnessed in Amazon warehouses where algorithms
monitor performance metrics such as units packed per hour, with material repercussions for
underperformance (Gurley, 2022). Uber drivers also compete for Al-dispatched rides, fos-
tering a culture of competition rather than collaboration. In addition to competition, workers
facing algorithmic scrutiny are often reluctant to voice concerns or build solidarity, fearing
retribution from Al systems designed to detect and suppress dissent. Notably, Amazon’s Al-
powered tools for monitoring union activity exemplify how Al can be leveraged to track, iso-
late, and prevent collective organising (Del Rey & Ghaffary, 2020). Psychological effects of
Al-driven fragmentation are considerable, with workers being motivated to constantly sur-
veil their own work and compare it to that of others, resulting in higher rates of stress,
anxiety, and burnout. Simultaneously, the continuous threat of job loss, either through auto-
mation or algorithm-based performance evaluations, enhances the vulnerability of already
precarious workers, particularly in sectors such as warehousing, delivery, and manufactur-
ing. Lacking proper protections, these workers are driven into a race to the bottom, bidding
against each other for survival under the scrutiny of Al systems that measure, sort, and
discard them. Divide and Conquer, thus, explains how Al is intentionally utilised to opti-
mise output and fragment the workforce, decimating collective action and leaving workers
to struggle alone in increasingly adversarial labour markets. Al’s role in pitting workers
against each other prevents the development of solidarity and opposition, ensuring the per-
sistence of exploitative corporate practices under the guise of technological innovation.

Gatekeepers of Opportunity, the final theme, recognises Al’s influence in determin-
ing access to work, career progression, and economic well-being. Rather than open-
ing doors to workplaces, these systems tend to reinforce existing disadvantages,
with possibilities for advancement lying among those who are privileged. For example,
IBM’s Al-powered skills platform was designed to enable employees to develop new skills;
however, it is currently limited to executives and senior staff. This denies access to many
lower-level workers, reinforcing existing workplace hierarchies (Jaiswal et al., 2021). Simi-
larly, Al-powered investment tools, such as Charles Schwab’s “Intelligent Portfolios Pre-
mium,” require high minimum balances, limiting wealth-building opportunities to affluent
clients (Sham & Davis, 2024). Al also reproduces existing biases in recruitment and credit
decisions. Al systems used for loan approvals and credit scoring disproportionately deny
mortgage applications from minority applicants, even when their financial profiles are simi-
lar to white applicants (Perry et al., 2023). In recruitment, 42% of companies now use Al for
hiring (Fennell, 2025). Tools such as HireVue, adopted by firms like Unilever and Hilton,
have been criticised for perpetuating discrimination, particularly against disabled candidates
(Engler, 2019). Amazon abandoned its Al recruitment tool when it was exposed for favour-
ing male candidates (Dastin, 2018). Rather than reducing bias, Al often institutionalises it,
reshaping labour markets to reinforce harmful social hierarchies (Bowen et al., 2024).

These practices fundamentally shape the modern workforce, dictating who has access to
secure, well-paid, and stable employment. Those already marginalised, including racialised
groups, low-income workers, and those without advanced digital skills, are excluded from
Al-driven opportunities while also being the first to face automation (Graham, 2022). As Al
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increasingly governs access to work, a range of structural barriers, such as a lack of afford-
able and secure housing, become even more critical. Without a fixed address or stable liv-
ing conditions, many individuals are unable to engage in algorithmically controlled labour
markets that require constant digital presence and flexible availability (Desmond & Gersh-
enson, 2016). The rapid integration of Al into recruitment and work allocation means that
lacking essential Al-related skills, disproportionately absent in marginalised communities,
serves as a new form of exclusion (Woodcock & Graham, 2020). Thus, Al does not sim-
ply manage work; it reshapes the workforce itself, determining who is included, excluded,
and disposable. Al serves as a sophisticated gatekeeper, aligning opportunity with privilege
while deepening the precarity and insecurity of those already disadvantaged within capital-
ist economies.

Pseudo-Pacification, Special Liberty, and Criminological Reframing of
Al Harm

The forefathers of Al, Sam Altman and Demis Hassabis, were adamant that they wanted to
harness Al’s civilisation-altering potential for the good of humanity (Olson, 2024). They
envisioned Al as a force that could transform human existence for the better if developed
responsibly. However, they failed to recognise that AI’s telos, its inherent purpose, would not
be shaped by scientific ideals alone but inevitably corrupted by capitalism. Like other tech-
nological innovations, Al was born into a world governed by entrenched corporate power
and capitalist accumulation, which would dictate its function. History leaves little room
for ambiguity: the internet, initially designed as a decentralised and democratic force, has
become a central supporting column of surveillance capitalism under the control of big busi-
ness (Zuboff, 2019). Similarly, the Industrial Revolution’s dream of advancement laid the
groundwork for mass exploitation and environmental destruction (Albritton Jonsson, 2012).
Despite Altman and Hassabis being aware of the risks of corporate monopolisation, they
ultimately conceded that their vision would be irrelevant without support from the tech
giants they feared (Olson, 2024). Al is the latest tool consumed by the logic of capitalism;
its felos committed to profit rather than human flourishing. This corrupted felos is not only
crafted by elites but repeated by a public steeped in capitalist values of efficiency and con-
venience. In adopting Al technology that promises to optimise our lives, we perpetuate its
harmful trajectory. To understand AI’s impact, we must turn to criminological frameworks
capable of exposing the deeper harms embedded within its development and deployment.
As conceptualised by Hall (2012), pseudo-pacification proposes that the apparent decline
in physical violence throughout history is not due to societies becoming more civilised but
rather a strategic reconfiguration of violence to better support capitalist interests. A criti-
cal moment in this process can be traced back to the Industrial Revolution, which funda-
mentally altered the structure of work, community, and social order (ibid). Industrialisation
demanded a stable, non-violent environment to facilitate uninterrupted trade and produc-
tion. Physical violence and chaos would disrupt the new, centralised modes of manufactur-
ing and commerce essential to the burgeoning capitalist economy (Hall & Winlow, 2015).
Pseudo-pacification rejects the notion of societal “progress” toward reduced violence.
Rather, violence is sublimated and redirected through socially acceptable forms that suit
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capitalist interests (Hall, 2012; Hall & Winlow, 2025). Competitive, exploitative, and sym-
bolically harmful practices now support market economies.

Al, particularly within corporate settings, accelerates and entrenches this pseudo-pac-
ification, introducing new layers of control and competition while masking exploitation
behind technological “advancement”. As the findings discuss, Al-enabled surveillance and
performance monitoring increase worker compliance by setting strict behavioural expecta-
tions and exploiting data-driven insights to optimise productivity, often at the expense of
employee well-being. Al amplifies competitive individualism through algorithmic manage-
ment of schedules, wages, and workloads. Workers must conform to intensified productivity
benchmarks that can lead to a range of harms. This aligns with the “insulating sleeve” anal-
ogy Hall (2012) uses in which legal, ethical (and now technological) frameworks conceal
the underlying exploitative current of market-driven violence.

Al is a modern instrument of pseudo-pacification. It does not reduce overt aggression.
It redirects human energy and agency into profit-oriented labour regimes accountable to
market rationality. Al encourages conformity and obedience through algorithmic surveil-
lance and monitoring of productivity, channelling workers’ ambitions and competitive ener-
gies into systems that reward efficiency and profit. This technological pacification subtly
restrains resistance, redirecting individual drives towards performance targets and optimis-
ing output rather than challenging the structures that shape their everyday work experience.
At its crux, Al systems further reinforce and embed the symbolic violence workers are
subjected to within contemporary neoliberal capitalism. Ultimately, through Al, corpora-
tions have ever more advanced means to do what is needed in order ‘to simply get things
done [so that] that the competitive logic of business can be served’ (Hall, 2015: 129). Across
the empirical examples discussed in this paper, we see special liberty manifest in algo-
rithmic form, where the powerful use Al to govern labour, opportunity, and life chances
while shielding themselves from moral or legal accountability (Hall, 2012). Whether in
Uber’s behavioural wage manipulation, Walmart’s exploitative scheduling, or exclusive re-
skilling initiatives, Al functions as a delivery mechanism for elite freedom without restraint.
These systems enact what we term algorithmic immunity—a condition in which harm is
digitally administered but morally disowned, reinforcing the asymmetries of late capitalism.
Through digitised disavowal, elites avoid direct involvement in exploitation, outsourcing
control to opaque technological systems. This represents a contemporary evolution of the
instrumental purposes of special liberty (Kotz¢, 2024): no longer maintained solely through
overt deregulation, but through invisible code that entrenches inequality under the guise of
innovation.

Building on this understanding of pseudo-pacification and its connection to Al, we now
discuss specific forms of harm because of this exercise in special liberty enabled by Al
within corporate systems. These harms represent a contemporary categorisation that builds
on existing typologies of exploitation, yet are uniquely intensified by Al’s pervasive role in
restructuring work, autonomy, and agency. Pemberton (2015) provides one of the most con-
ceptually in-depth accounts of what constitutes social harm. Specifically, Pemberton details
Physical harms, such as the impact of air pollution; Autonomy harms, such as the impact
of poverty; and Relational harms, which are the damaging consequences of social exclu-
sion and stigma (ibid). Concerning the social component of harm, Pemberton (ibid) notes
that these harms are ‘socially mediated’ and, as such, are preventable in a more ethically
moral society. We are not critiquing the applicability of Pemberton’s theories of social harm;
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we are using them as a departure point for a contemporary analysis that reflects the rapidly
changing, technologically advanced society of today, recognising an increasing amalgama-
tion between ‘socially mediated’ and ‘technologically mediated’ harm, resulting in what
we propose: (1) Datafication harms, (i) Algorithmic Governance harms, (iii) Operational
harms, and (iv) Existential harms.

The first proposed harm, Datafication Harm, aligns with Pemberton’s (2015) Autonomy
harms and is divided into Datafication Damage and Surveillance Saturation. As illustrated
in the Panopticon Economy and Algorithmic Dictatorship themes, this harm captures the
way labourers’ actions, emotions, and conduct are relentlessly watched, tabulated, and re-
channelled toward corporate productivity purposes. Datafication Damage is the outcome
that comes when performance tracking systems, now ubiquitous in most sectors, moni-
tor keystrokes, downtime, and deviations from prescribed behaviours, amassing employee
profiles utilised to calculate job security and welfare. These systems collate and generate
information that sets the value of workers, subjecting them to conformity to machine-cal-
ibrated standards and valuing efficiency at the expense of autonomy. Surveillance Satura-
tion is the pervasive digital surveillance in Al-laden workplaces, where privacy is eroded
in the interest of productivity and security. Workers are constantly under observation and
in real-time feedback loops that compel them to favour efficiency, often at the expense of
well-being. As seen in Divide and Conquer, Al surveillance fragments solidarity, fostering
hyper-competitive and isolated work environments. Workers internalise capitalist values,
self-disciplining to meet impossible demands without overt coercion—a digitised strand of
pseudo-pacification that enforces compliance whilst masking exploitation. While existing
typologies, such as Viljanen’s (2022) Legitimacy Harms, highlight how Al systems rein-
force structural biases, Datafication Harm goes further by focusing on the origin of harm:
the data itself. This includes biased or incomplete training datasets and unethical collec-
tion practices that feed into harmful algorithmic decision-making, issues often overlooked
in broader harm debates. By centring harm on data production and use within capitalist
workplaces, Datafication Harm reveals how Al transforms workers into data points to be
analysed, ranked, and exploited, entrenching symbolic violence and deepening systemic
control under AI’s corrupted zelos.

The second proposed harm, Algorithmic Governance Harm, is underpinned by two
dimensions: Algorithmic Oppression and the Algorithmic Cage. As shown in the themes of
Algorithmic Dictatorship, Divide and Conquer, and Gatekeepers of Opportunity, Al does
not merely organise work but governs it, dictating employment conditions, access to work,
and wage structures. While existing frameworks (Wood, 2022) attempt to address legitimacy
or structural issues, our approach offers greater granularity, focusing on the mechanics of
harm produced by opaque, biased systems that dominate modern workplaces. Unlike Malik
and Lepinkdinen’s (2022) analysis of public sector harms, we focus on systemic harms in
corporate workplaces, where Al-driven decisions govern workers’ productivity, status, and
future employability. Building on Pemberton’s (2015) autonomy and relational harms, A/go-
rithmic Governance Harm demonstrates how algorithmic decision-making strips workers
of control over fundamental aspects of their employment, thereby perpetuating inequalities
rooted in broader social hierarchies. Algorithmic Oppression refers to the compounding
injuries experienced by already vulnerable populations, including gig, warehouse, and ser-
vice industry workers, who are disproportionately subject to Al systems determining when,
how, and if they work. These unseen metrics are Gatekeepers of Opportunity, devaluing
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labour and reinforcing inequality in the guise of technological neutrality. The Algorithmic
Cage captures the deeper entrapment of workers within Al-driven systems that prioritise
productivity over well-being. Al allocates shifts, wages, and performance measures in rigid,
unchallengeable ways, as seen in Walmart and Uber’s Al systems that dictate unpredictable
earnings and schedules. Al thus creates an intensified ‘Iron Cage’ (Weber & Parsons, 2013),
where workers are governed by constantly recalibrated rules designed to maximise output.
These systems, embedded in capitalist imperatives, erode autonomy, security, and dignity
while reinforcing pseudo-pacification, producing a compliant, competitive workforce and
enabling special liberty for corporate elites to govern without accountability. Ultimately,
Algorithmic Governance Harm is a core mechanism through which Al sustains capitalist
domination, exacerbating exploitation and suppressing collective resistance.

The third proposed harm, Operational Harm, aligns with Pemberton’s (2015) relational
harm, focusing on how Al erodes workplace solidarity and human connection. While over-
lapping with Wood’s (2022) Interface Harm, which explores physical harms from human-
technology interaction, Operational Harm emphasises the psychological, relational, and
structural consequences of Al’s integration into workplaces over time. Unlike Wood, who
focuses on situational interactions, we argue that in Al-governed workplaces, agency is
eroded as workers are compelled to adapt to Al-led systems, often without choice or con-
trol. As seen in Automation Abyss, Algorithmic Dictatorship, and Divide and Congquer,
Al intensifies competition between workers, both human and machine. Through Human—
Machine Displacement, workers are forced to match AI’s relentless pace and precision,
fostering adversarial dynamics and a profound sense of obsolescence (Carmichael, 2023).
Al-based robots impose unrealistic standards of performance, particularly in warehouses
and logistics, which degrade solidarity and render working conditions impossible (West-
wood, 2023). Algorithmic Fragmentation is also felt when Al allocates shifts, work, and
opportunities using non-transparent criteria, thereby breaking past the principles of equity
and trust. Black-box algorithms are used by gig economy platforms, such as Deliveroo
and Amazon Flex, to assign work, which fosters uncertainty, competition, and isolation
among workers (Lomas, 2021). This exacerbates precarity, making employment secu-
rity and wages more vulnerable and undermining collective action. Lastly, Operational
Harm explains how Al facilitates fractured workplace relations and the consolidation of
pseudo-pacification, which compels employees to internalise capitalist productivity ratio-
nality and immunise themselves from solidarity. Rather than enhancing human flourishing,
Al restructures social relations to maximise profit, deepening exploitation and undermining
worker autonomy and dignity. Al becomes a mechanism of instrumental special liberty,
enabling elites to control labour while maintaining a pacified, divided workforce.

The final proposed harm, Existential Harm, aligns most closely with Pemberton’s (2015)
physical harm, though we expand this concept to capture the systemic, long-term destabili-
sations that Al introduces into both work and society. While existing frameworks, such as
techno-social harms (Wood, 2021), vaguely acknowledge some existential risks, our fram-
ing highlights how Al fundamentally threatens the stability of work, social cohesion, and
individual identity under capitalism. In doing so, we extend debates on the ontology of harm
within the context of Al (Viljanen, 2022), recognising that Al produces harms that transcend
the individual with far-reaching societal consequences. AI’s deep integration into corporate
structures intensifies pseudo-pacification but also risks undermining it. As seen in Automa-
tion Abyss, Divide and Conquer, and Gatekeepers of Opportunity, Al displaces workers
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and erodes autonomy. However, Existential Harm draws attention to deeper processes that
destabilise the role of work itself, historically a key anchor of capitalist pacification. By
stripping away the capacity of work to provide meaning, identity, and status, Al exposes
capitalism’s inability to uphold its moral economy, creating a crisis that pseudo-pacification
may struggle to conceal. We identify two subcategories.

Desultory Drift refers to the alienation and social fragmentation that emerge as Al dis-
places and deskills workers. As secure employment vanishes, many face chronic precarity
and loss of purpose, aligning with evidence of ‘deaths of despair’ linked to technological
displacement and deindustrialisation (O’Brien et al., 2022; Telford, 2022). Once a source of
identity and integration, work is supplanted by fragmented, fleeting, and degrading forms
of labour that create deep existential crises for workers (Lloyd, 2018). Systemic Disintegra-
tion, meanwhile, depicts the erosion of faith in institutions as Al displaces human judg-
ment in fundamental workplace processes such as hiring, performance management, and
discipline. Because Al determines this based on opaque, automated processes, employees
are disempowered, as they negotiate systems that appear arbitrary and impenetrable. This
undermines the normative foundations of work as a fair and negotiable space, producing
widespread disempowerment and voicelessness. The resulting loss of trust in employers,
markets, and social contracts produces not only workplace alienation but also broader soci-
etal disillusionment. Ultimately, Existential Harm illustrates how Al may unravel capitalist
pacification itself, creating a workforce that is both pacified and profoundly disillusioned—
a volatile condition that could destabilise the very systems Al was designed to serve. As
such, Al becomes not only a mechanism of exploitation but a force that fractures capitalist
society at its core, demanding urgent criminological attention.

At this stage, we would be remiss not to acknowledge that, while it is true that automa-
tion can theoretically liberate humanity from the litany of harms compounded by contem-
porary labour markets, such optimism overlooks the historical and structural realities of
capitalism, wherein technological advancements have rarely been deployed for the collec-
tive good. The displacement of skilled labourers in the post-Fordist era has not resulted
in meaningful reskilling or leisure. Rather, the development and entrenchment of precari-
ous service work, long-term unemployment, and the erosion of class identity have shaped
society, the economy and culture (see Winlow, 2001; Winlow & Hall, 2013; Lloyd, 2018;
Telford & Lloyd, 2020; Telford & Briggs, 2022; Telford, 2022; Briggs et al., 2023). Eman-
cipation from exploitative labour is thus deeply ambivalent. In the creative and knowledge
sectors, too, Al threatens roles. As automation expands into areas including, but not limited
to, journalism, design, education, music, and coding, we risk a systematic cultural devalu-
ation of human creativity, rather than its liberation (Glynn, 2025; Marr, 2024; NUJ, 2025;
Taylor, 2024; Merchant, 2024; Eaton, 2025; Cuthberston, 2023).

If full automation were to alleviate society from work and afford widespread engagement
in leisure, this is no panacea. As the work of Smith and Raymen (2018) demonstrates, idle
time under late capitalism is largely occupied by harmful and nihilistic pursuits resulting
in exploitation, social corrosion and dislocation. The issue is not automation itself, but the
political and economic models in which it is embedded. This framing brings us back to the
telos, or the guiding vision of the good life. Under current conditions, Al becomes a vehicle
not for emancipation, but for the intensification of harm deployed and developed in a system
lacking a coherent or ethical felos. Deficient of a meaningful reorientation of social values
and institutions, the promise of post-work life becomes a mirage: a life not of dignity and
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leisure, but of abandonment and atomisation in which freedom equates to a form of struc-
tured dispossession. The anticipation that Al might free humans to pursue more fulfilling
work or leisure is not merely structurally improbable; it also reflects a symbolic violence,
redefining exclusion as progress. Lloyd (2018) notes that even precarious and undesirable
work can provide routine, purpose, and social identity. Being displaced without compensa-
tion or unable to integrate into a new, socially valued role is not neutral; it conveys a sense of
obsolescence. Thus, the narrative that Al will usher in a creative renaissance or new moral
economy is seductive but ultimately mystifies a deeper reality.

Without seismic shifts to an alternative political economy globally, the proliferation
of Al will likely entrench existing hierarchies of value, merit, and disposability. As such,
harms emerge not just from material loss but from the psychosocial and symbolic denial of
place, worth, and purpose in society.

The four categories of harm we identify—Datafication Harm, Algorithmic Governance
Harm, Operational Harm, and Existential Harm—converge throughout AI’s design, deploy-
ment, and daily use. Together, they provide an enriched examination of AI’s inscribed harms,
demonstrating how Al reconfigures the workplace as a site of structural violence and exploi-
tation, rather than simply a site of isolated risks.

While this paper focuses on workplace harms, employment remains a universal constant
under capitalism, structuring economic life, status, and identity. Thus, harms rooted in the
workplace ripple outward, reshaping broader social relations and institutional stability. Al’s
disruption of work—who works, how, and under what conditions—reverberates through
society, altering the social contract and expectations of stability and belonging. These harms
do not function in isolation; instead, they interact and amplify each other, operating as inter-
connected mechanisms of control and pacification. Al tightens the structures of exploitation
and compliance while exposing their fragility. Through deployment to streamline labour for
corporate interests, Al generates cumulative harms—intensified control, eroded autonomy,
widening inequality, and existential dislocation. It may ultimately destabilise the very sys-
tems it seeks to uphold.

This brings us back to pseudo-pacification (Hall & Winlow, 2015). While pseudo-
pacification has long functioned as a mechanism to stabilise capitalist labour relations, Al
represents a qualitative evolution in how pacification is operationalised and experienced.
Workplace anxiety, competition, and individualism are not new—they have characterised
work under capitalism for over a century (Standing, 2011). However, Al intensifies and
refines these dynamics by embedding them within algorithmic systems that govern work
invisibly and without negotiation. Where managerial oversight once relied on direct super-
vision, Al disperses control through code, metrics, and behavioural predictions, producing
what we call algorithmic pacification. Workers are not just disciplined but datafied, ranked,
and pre-emptively acted upon by systems that elude challenge. This renders the workplace
a site of ambient control where competition is internalised and solidarity undermined. Al is
not a historical rupture but a logical continuation of capitalist governance—one that brings
pseudo-pacification to a more precise and dehumanising level.

It is important to note that pseudo-pacification does not render workers entirely passive
or stripped of agency. As Hall and Winlow (2015) argue, through special liberty, individuals
retain the capacity, and are often incentivised, to pursue self-interest within exploitative sys-
tems. In the Al-mediated workplace, this manifests not only in compliance with algorithmic
oversight but in the competitive internalisation of its logics. Workers do not simply endure
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harm; they enact it, competing against both machine and fellow worker in ways that exac-
erbate exclusion and dispossession. As we explored in the Divide and Conquer theme, Al
fosters a hyper-individualised labour environment that undermines solidarity and collective
resistance. As eloquently put forth by Hall and Winlow (2015), ““divide and rule’ is a crude
and ancient political tactic, but it still seems to work quite well, and even better if the ruled
do the dividing themselves” (pg. 42). Within Al-governed labour systems, this self-division
becomes structural: performance metrics, leaderboards, and algorithmic scheduling atomise
the workforce, ensuring harm is not only vertical but also horizontal. In this way, algorith-
mic pacification functions not simply by coercion, but by compelling workers to police,
outperform, and ultimately dispossess one another—a system in which agency is preserved,
but largely weaponised.

Al-driven governance and algorithmic control appear to placate workers by instilling
conformity and repressing resistance. This pacification is increasingly precarious. As Lloyd
(2018) has noted, the moral economy of capitalism—the promise of meaningful work, sta-
ble identity, and upward mobility—has long been eroding. This erosion, observed by others
(Winlow, 2001; Telford & Lloyd, 2020; Raymen, 2022), reflects a deeper cultural crisis:
the collapse of work as a stable source of identity, belonging, and moral worth. Hall and
Winlow (2005) situate this within the broader breakdown of the pseudo-pacification pro-
cess, where the disintegration of traditional labour and social interdependencies gives rise
to more individualised, unstable subjectivities. What once restrained violent or antisocial
impulses through meaningful integration is now replaced by hollow consumer freedoms and
the imperative to compete. In this context, Al further exacerbates the breakdown, accelerat-
ing the loss of work’s residual meaning, deepening symbolic violence, and rendering the
crisis of subjectivity more visible and acute. As Al fails to deliver on its corrupted felos,
workers may begin to question the legitimacy of these systems, not only within their work-
places but across the broader socioeconomic order. Whilst Al currently extends pseudo-
pacification, it may also advance its collapse. Such a breakdown would not remain confined
to the workplace but would spill over into broader society, fracturing social trust, amplifying
inequality, and generating unrest. Thus, Al is both a tool of control and a potential disruptor
of the late capitalist order—a force whose harms extend far beyond the workplace, shaping
the very future of society.

Conclusion: A Look to the [Dystopic] Future?

This paper has argued that the threat posed by Al is neither remote nor speculative but
already embedded within the structures of everyday life. Al systems govern, regulate, and
exploit, particularly within workplaces and corporate infrastructures. While public dis-
course often gravitates toward sensational narratives, the actual harms of Al are ordinary,
systemic, and expanding in scope.

At the centre of our analysis lies an ontological concern: the problem of AI’s felos, or
purpose. Although Al is often promoted as a force for progress, promising safety, efficiency,
and innovation, its development and application have been steered by capitalism’s core
logic of profit, control, and exploitation. Rather than serving the common good, Al forti-
fies elite power. However, as its use expands, the system it seeks to stabilise may become
increasingly unstable. The tighter the grip, the greater the risk of fracture. Responding to
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Raymen’s (2022) call to centre telos in social harm analysis, we ask not only what harm
Al produces but what it is ultimately for. This reframing addresses a key gap in both Al
harm research, which rarely interrogates its corrupted purpose, and broader social harm
scholarship, which often overlooks the systems and technologies producing these harms. By
centring telos, we emphasise the importance of examining AI’s direction and beneficiaries.

To capture Al’s embedded harms, we proposed a new typology: Datafication, Algorith-
mic Governance, Operational, and EXxistential harms. These categories reveal Al not as a
liberatory tool but as an engine of intensified control, inequality, and symbolic violence.
Because work remains foundational to capitalist social organisation, harms in the workplace
reverberate outward, undermining meaning, status, and stability across broader society. As
Al strips work of its social value, it generates a compliant but alienated workforce. This
alienation cannot endure indefinitely. If AI’s trajectory continues unchallenged, the cumula-
tive harms of dispossession, inequality, and purposelessness may rupture the fragile paci-
fication process, triggering broader crises of legitimacy, governance, and social cohesion.

Criminology has rarely offered timely engagement with technological development. This
paper has sought to address that gap by recognising Al not merely as a tool misused by
bad actors but as a systemic mechanism of social harm. Before Al drifts further from its
emancipatory potential, we must critically interrogate its purpose and the unequal world it
is helping to create.
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