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Abstract
These days, Thewebsite UniformResource Locator (URL) is widely used for accessing and
navigating online information. However, the rise of AI-generated fake content, scams,
counterfeit URLs, and other cyberattacks has significantly increased phishing-related
threats. These fake URLs are difficult to identify because phishing links often resemble
legitimate URLs. Consequently, both known and unknown (zero-day) phishing attacks
remain difficult to detect in practice.This paper presents a hybrid deep learning–based
intrusion detection system capable of detecting both known and zero-day phishing URLs.
The objective is to provide users with absolute URLs while protecting them from fake
ones. Another goal is to design an adaptive intrusion detection system (IDS) that com-
bines static analysis, signature-based detection, and heuristic methods to identify phish-
ing URLs. The proposed method, named the Zero-Phishing Convolutional Neural Net-
work and Long Short-Term Memory (ZP-CNN-LSTM) algorithm, consists of three distinct
schemes. For instance, static analysis rules are based on regular expressions, signatures
for convolutional neural networks (CNNs), and zero-day detection using LSTM and au-
toencoders. We tested our project in the VR and AR research laboratory on 2 million
testbed URLs, determined whether they were real or fake with respect to phishing, and
predicted their phishing patterns. Results show that the proposedmethod achieves 98%
higher accuracy than existing phishing detection methods in practice.
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1 Introduction
Today, the internet supports a significant portion of
critical activities across various sectors. Financial sec-
tors, including retail and banking, increasingly provide
services online due to the rise of digital transactions.
Although this shift improves accessibility for organiza-
tions, it also introduces numerous security vulnerabil-
ities. Because of extensive internet connectivity and
open network architectures, the rate of cyberattacks
continues to rise [1].

Existing cyberattack systems, such as machine
learning, deep learning, and heuristics, are suggested
[2–5]. These methods only address known and
signature-based attacks in the network and largely
ignore zero-day attacks. These zero-day threats can
rapidly alter their behaviour multiple times in their
early stages to evade network intrusion detection
systems (NIDS). In fact, even well-designed, frequently
updated signature-based NIDS cannot detect zero-day
threats because they lack an adequate, adaptive sig-
nature database that can keep pace with the evolving
threat landscape. The system requires training based
on a malicious traffic dataset that not only contains
known attacks but also, to some extent, reflects the
characteristics of unknown, zero-day attacks [4].

Existingmachine learning–based solutions [3, 5]
face several key limitations:

Firstly, these models often exhibit a high false pos-
itive rate [3], [5] when dealing with a wide array of at-
tacks; secondly, themodels lack generalisability, as cur-
rent studies typically use only a single dataset to report
performance; thirdly, themodels evaluated so far have
not been exposed to the immense scale ofmodern net-
work traffic; and finally, these solutions are required to
accommodate the rapidly increasing volume, velocity,
and dynamism of today’s high-speed networks [3].

This paper introduces a deep learning model
designed for accurate and efficient phishing detection
using website URLs. In contrast to prior work, this
study also evaluates the feasibility of deploying the
proposed model on resource-constrained devices.
This work also employs a substantial volume of legiti-
mate and malicious URLs to construct the training set
and assess the effectiveness of the proposed model

[6]. The paper makes the following contributions:
The paper proposes novel hybrid approaches for

runtime, dynamic phishing detection across all appli-
cations.

• We present a robust and scalable pre-processing
method, a multi-stage data pre-processing
pipeline specifically engineered for URL analysis
and open set recognition. This pipeline involves:

• Tokenise raw URLs to capture subtle adversarial
lexical patterns;

• Padding and truncation for sequence uniformity,
required for the

• A data for embedding, ensuring an optimally
structured feature space for the subsequent
autoencoder against zero-day attacks across a
large-scale, high-velocity dataset.

The paper is organised as follows. Section 2 is
about related work. Section 3 is about the proposed
architecture. Section Methods. Section 5 evaluation.
2 Related Work
It has been widely investigated in the literature via
traditional machine learning and, more recently, deep
learning approaches. Most earlier research focused
on blacklist-based, heuristic, and feature-engineered
methods that rely onmanually extracted URL features,
such as domain length, suspicious characters, and
WHOIS information. While these approaches achieved
moderate accuracy, they often failed against zero-day
phishing attacks and dynamic obfuscation techniques.

A CNN requires a large labelled dataset for train-
ing and has wide applications in image classification,
phishing URL detection, and related domains. Its core
modules are convolutional, max-pooling, and fully con-
nected layers, which are primarily used for feature ex-
traction and identifying important patterns in the data
[1]. LSTM is a variant of RNN that learns dependencies
in sequential data and determines whether the input
is phishing. It comprises three gates: input, forget, and
output; and with the addition of an autoencoder, it can
leverage both known attacks and anomaly-based de-
tection.

A real-time web page detection system uses deep
learning to check URLs against blacklists and whitelists
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[2]; one-dimensional CNNs have been applied for
phishing URL detection using PhishTank and Alexa
datasets [3]; hybrid DNN frameworksmonitor network
and host activity for known and unseen cyberattacks
[4]; CNN-based approaches utilize network and host
traffic for NIDS development [5]; GRU-RNNs detect
complex patterns in intrusion detection systems [6];
lightweight CNN-based models extract data features
for phishing URL detection [7]; DOC++ and DID frame-
works enhance novelty-based detection of content
attacks [8]; CNN models distinguish phishing from le-
gitimate websites [9]; Deep Belief Networks (DBN) use
web and interaction features for detection [10]; Phish-
Haven detects AI-generated and human-crafted URLs
using lexical analysis [3]; systematic literature reviews
(SLR) analyze current challenges in deep-learning-
based phishing detection [11]; CNNs applied to large
datasets like MUPD improve phishing URL detection
[5]; surveys review deep learning algorithms for IDS
[6]; hybrid models combining IRNN, LSTM, and CNN
architectures identify malicious URLs [7]; LSTM-DNN
hybrids use character embeddings and NLP features
[12]; URLNet learns nonlinear URL embeddings and
word representations [13]; URLDeepDetect analyzes
semantic and lexical features for time-of-click phishing
detection [14]; SVM, LSTM, and NLP algorithms detect
email phishing attacks in cloud environments [15];
Siamese networks integrate twin LSTM sub-networks
for robust URL feature representation [16]; convolu-
tional recurrent neural networks (CRNN) build hybrid
IDS for network-level detection [17].

literature reviews cover AI techniques includingML,
DL, and hybrid approaches [18]; DURLD encodes raw
URLs using character-level embeddings [19]; neural
network-based systems leverage pattern recognition
to detect subtle phishing indicators [20]; prepro-
cessing, feature extraction, optimal selection, and
classification frameworks improve detection efficiency
using datasets like PhishStorm [21]; GANs generate
URL-based phishing examples [22]; ResNet50 feature
extraction combined with SVM classification distin-
guishes legitimate and phishing websites [23]; and
ML-based approaches trained on large datasets iden-
tify distinguishing characteristics of phishing URLs,

protecting sectors like healthcare [24].
Overall, the integration of CNN, LSTM, and autoen-

coder methods enhances phishing URL detection for
both known and zero-day attacks, demonstrating the
effectiveness of hybrid deep learning frameworks [25].

In this work [26], a new intelligent method for
phishing prediction using a processing pipeline is
proposed, employing machine learning and deep
learning to predict phishing websites with high ac-
curacy. The model is developed using four machine
learning algorithms—Decision Tree, Naive Bayes, Sup-
port Vector Machine (SVM), and Random Forest—and
CNN as the deep learning component. Research
works [27–35] analysed adaptive phishing attacks to
understand runtime threats, though these works were
conducted on fixed devices. Various works [36–46]
proposed distributed nodes and security algorithms
to mitigate runtime security issues, identified runtime
security methods such as encryption and flags, and
studied runtime vulnerabilities in use cases related to
healthcare and transportation.

Recent advances in large language models have
significantly improved the state of the art in phishing
detection, particularly in URL analysis and multi-agent
email classification systems. Cohen [47] presents
a new client-side security analysis paradigm by
demonstrating zero-shot LLM inference directly in the
browser. This work shows that lightweight in-browser
LLMs can analyze URLs for malicious patterns while
offering greater privacy, lower latency, and real-time
protection on resource-constrained devices. Comple-
menting this, Xue et al. [48] presentMulti-Phish-Guard,
an LLM-based multi-agent framework for complex
phishing email detection. Their system leverages
coordinated agents that specialise in content inter-
pretation, URL verification, and behavioural pattern
analysis, thereby increasing detection accuracy. This
work demonstrates that multi-agent reasoning and
distributed model components outperform single-
model baselines, particularly for sophisticated, unseen
phishing attacks. Taken together, these works indicate
a growing trend toward the fusion of zero-shot LLM
reasoning, client-side deployment, and multi-agent
collaboration to develop improved phishing defences
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that provide scalable and generalisable solutions.
To the best of our knowledge, zero-day attacks

on phishing URLs are widely ignored; this paper
addresses this issue and proposes hybrid phishing
approaches for phishing URLs.
3 Proposed Architecture
The proposed architecture consists of multiple compo-
nents, as illustrated in Figure 1.

The first component involves raw URL data, which
may appear in multiple formats, including HTML. The
raw processing stage preprocesses input data such as
URL strings or network traffic sequences. The data are
first processed using a CNN with ReLU activation. The
CNN extracts local patterns, such as character-level or
token-level N-grams, that frequently appear in phish-
ing URLs. ReLU (Rectified Linear Unit) introduces non-
linearity by mapping negative inputs to zero and leav-
ing positive inputs unchanged, thereby enabling the
model to learn complex relationships. The LSTM en-
coder then processes these extracted features sequen-
tially to capture contextual and temporal dependen-
cies. The combined output of the convolutional, ReLU,
and LSTM layers forms a latent representation—a com-
pressed vector that captures normal behavioural pat-
terns learned from benign training data. The first part
of the network (the CNN–LSTM encoder) maps the raw
input into a latent feature representation.

The second part of the network, the decoder, recon-
structs the input data from the latent representation.
The decoder employs upsampling, convolutional
layers, and ReLU activation to expand the latent
features and reconstruct the sequential structure.
The decoder’s LSTM layers reconstruct the sequential
order of the uses, both ML and DL-based approaches,
and apply them in the cloud to detect email attack
anomalies. In data, allowing it to learn an identity
function with a bottleneck (latent representation). For
benign inputs, the model reconstructs the sequence
with low reconstruction error. For anomalous or
phishing inputs, the model encounters previously
unseen patterns, leading to poor reconstruction and
a high reconstruction error. These higher error values
are interpreted as potential phishing attempts or

anomalies.
Overall, the architecture integrates CNN, LSTM, and

autoencoder components to detect both known and
zero-day phishing attacks through feature extraction,
sequential modeling, and anomaly detection.
4 Mathematical Model for Phishing

Detection
Let the input be a raw sequence X , which can repre-
sent a URL, HTML token sequence, or network traffic.
Our goal is to identify known and unknown phishing
instances.
4.1 Step 1: CNN Feature Extraction
The CNN module extracts hierarchical features from
the input sequence:

X = {x1, x2, . . . , xn}, xi ∈ V (1)
E = Embed(X) ∈ Rn×d (embedding matrix) (2)
Ck = σ

(Norm(Conv1D(E; k, fk))
), k ∈ K (3)

Pk = Pool(Ck) (max or average pooling) (4)
Fraw = Concat(Pk1 , . . . ,Pkm ) (5)

F = Align(Fraw, T ) = {ft}Tt=1 (6)
where:
• K = {k1, . . . , km} are kernel sizes, F = {f1, . . . , fm}are filter counts.
• σ(·) = ReLU(·) is the activation.
• Norm(·) denotes batch or layer normalization.
• Align(·) optionally upsamples or interpolates fea-
tures to length T .

4.2 Step 2: LSTM Sequence Encoding
with Adaptive Contrastive Loss

Each feature sequence F is encoded using an LSTM,
projected into a latent embedding space, and opti-
mized using a contrastive loss:

hi = LSTMθenc (Fi) (7)
ci = FC(hi) (8)
zi = gϕ(ci), zi ∈ Rdz (9)
ẑi = zi
∥zi∥2 (unit-normalized embedding) (10)
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Figure 1. A Novel Deep Learning-Enabled Phishing Attack Detection Architecture

For a mini-batch of pairs B = {(Fi, Fj, yij)}, define cosinesimilarity:
sij = z⊤i zj (11)

Adaptive margin contrastive loss:

LAM = 1
|B|

∑
(i,j)∈B

1 – sij, yij = 1
max(0, sij – (α + δ(1 – sij))), yij = 0(12)

4.3 Step 3: Autoencoder-Based Anomaly
Detection

The autoencoder learns to reconstruct benign features
Fb:

zb = E (Fb) (13)
F̂b = D(zb) (14)
X̂b = ReconstructToInputFormat(F̂b) (15)
Lrec = 1

B

B∑
b=1

ℓrec(Xb, X̂b) (16)
L = Lrec + λR(θE , θD) (17)

Where ℓrec is typically mean squared error (MSE) or
cross-entropy, and R(θ) is a regularization term.

4.4 Step 4: Anomaly Detection Criterion
Define the reconstruction error for a test sample Xtest:

F = CNN_Feature_Extractor(Xtest) (18)
z = E (F) (19)
F̂ = D(z) (20)

X̂test = ReconstructToInputFormat(F̂) (21)
etest = ℓrec(Xtest, X̂test) (22)

Decision function:
A(Xtest) =

ANOMALY / PHISHING, etest > τerr
BENIGN / LEGITIMATE, etest ≤ τerr

(23)
The threshold τerr is computed from validation data,
e.g., the p-th percentile of benign reconstruction er-
rors.
4.5 Step 5: Integrated Objective
The total learning objective combines the LSTM con-
trastive loss and the autoencoder reconstruction loss:

min
θenc,ϕ,θE ,θD Ltotal = LAM + β Lrec (24)

where β balances embedding similarity and recon-
struction fidelity.

This unified mathematical model captures feature
extraction, representation learning, and anomaly de-
tection for identifying known and unknown phishing
URLs.
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5 Proposed Method
The proposed method, named the Zero-Phishing
Convolutional Neural Network and Long Short-Term
Memory (ZP-CNN-LSTM) algorithm, consists of three
distinct schemes. ZP-CNN-LSTM has many methods
for dataset usage and processing. The proposed
Zero-Phishing Convolutional Neural Network and
Long Short-Term Memory (ZP-CNN-LSTM) method is
a hybrid deep-learning framework designed to detect
both known and unknown phishing attacks from
raw sequential data, such as URLs, HTML tokens, or
network traffic streams.
Algorithm 1. CNN Feature Extraction (Conv + ReLU +
Pooling)
Require: Raw input sequence X (URL/HTML to-

kens/network sequence)
Require: Kernel sizesK = {k1, . . . , km} and filter counts
F = {f1, . . . , fm}

Require: Pooling strategy (max/avg), activation σ(·) =
ReLU, normalization method

Ensure: Feature map sequence F = {ft}Tt=1 (time / to-
ken aligned)

1: Step 1: Preprocess input
2: Tokenize input: X → {x1, . . . , xn}
3: Embed tokens: produce embedding matrix E ∈

Rn×d

4: Optionally: apply input normalization/dropout
5: Step 2: Multi-kernel convolutional banks
6: for all kernel size k ∈ K do
7: Ck ← Conv1D(E; kernel = k, filters = fk)
8: Ck ← σ(Ck) ▷ apply ReLU
9: Ck ← Normalize(Ck) ▷ batch-norm / layer-norm
10: Pk ← Pool(Ck) ▷max or average pooling
11: end for
12: Step 3: Concatenate and align
13: Fraw ← Concat(Pk1 , . . . ,Pkm )14: If needed, upsample/interpolate Fraw to length T to

obtain F
15: Step 4: Post-process
16: Optionally apply: dropout, residual connections, fi-

nal normalization
17: return F

The CNN-based feature extraction procedure is
formally described in Algorithm1. The CNN Feature Ex-
traction process takes as input a raw sequence X (such
as a URL string, HTML token sequence, or network
traffic data) along with a set of convolutional kernel
sizes K = {k1, . . . , km}, filter counts F = {f1, . . . , fm},a chosen pooling strategy (max or average), an ac-
tivation function σ(·) =ReLU, and a normalization
method. First, the raw input X is preprocessed by
tokenizing or byte-encoding it into a sequence of
discrete units {x1, . . . , xn}, which are then embedded
into continuous vectors, forming an embedding ma-
trix E ∈ Rn×d through either learned embeddings or
one-hot encoding. Next, for each kernel size k ∈ K,
a one-dimensional convolution operation Conv1D is
applied on E using fk filters, generating convolutionalfeature maps Ck, which are then passed through the
ReLU activation σ(Ck) to introduce non-linearity. Theseactivated outputs are subsequently normalized and
pooled using the selected pooling method, yielding
pooled representations Pk. The pooled outputs from
all kernels are concatenated—optionally upsampled
or interpolated if necessary—to yield a time- or
token-aligned feature sequence F = {ft}Tt=1. Finally,
post-processing steps such as dropout regularization,
batch normalization, or residual connections may be
applied to enhance robustness and stability before
returning the final feature map sequence F.

The sequence encoding process with LSTM and
contrastive embedding loss begins by taking the fea-
ture sequence F = {ft}Tt=1 obtained from Algorithm 2 as
input, along with a mini-batch of paired or augmented
samples B = {(Fi, Fj, yij)} where each label yij ∈ {0, 1}
indicates whether the pair is similar or dissimilar. The
model consists of an LSTM encoder parameterized
by θenc, followed by a projection head gϕ(·), and is
trained using contrastive loss with a base margin α,
scaling factor δ, and temperature τ . Each sequence
Fi in the batch is passed through the LSTM encoder
LSTMEncoderθenc to obtain a hidden representation
hi, which may correspond to the final hidden state
or an attentive pooling of the LSTM outputs. This
hidden state is optionally projected through a fully
connected layer ci = FC(hi) to form a bottleneck repre-
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Algorithm 2. Sequence Encoding with LSTM and Adaptive
Contrastive Embedding Loss
Require: Feature sequence F = {ft}Tt=1
Require: Mini-batch of pairs B = {(Fi, Fj, yij)} with yij ∈{0, 1}
Require: LSTM encoder parameters θenc, projectionhead gϕ(·)
Require: Margin α, scaling factor δ, temperature τ

Ensure: Embeddings zi and contrastive loss LAM
1: Step 1: Encode each sequence
2: for all sequence Fi in batch B do
3: hi ← LSTMEncoderθenc (Fi) ▷ final hidden state
or attentive pooling

4: ci ← FC(hi) ▷ optional latent projection
5: zi ← gϕ(ci)
6: zi ← zi/∥zi∥2 ▷ normalize to unit sphere
7: end for
8: Step 2: Compute adaptive contrastive loss
9: LAM ← 0
10: for all pairs (i, j, yij) in B do
11: sij ← z⊤i zj ▷ cosine similarity
12: if yij = 1 then
13: L+ij ← 1 – sij
14: LAM ← LAM + L+ij15: else
16: mij ← α + δ · (1 – sij) ▷ adaptive negative

margin
17: L–ij ←max(0, sij –mij)
18: LAM ← LAM + L–ij19: end if
20: end for
21: Step 3: Normalize loss and apply optional regu-

larization
22: LAM ← LAM/|B|
23: Optional: add embedding regularization (e.g.,
∥zi∥2)

24: Step 4: Update model parameters
25: Update θenc and ϕ via backpropagation on LAM
26: return embeddings {zi} and loss LAM

sentation, followed by a projection head zi = gϕ(ci) thatproduces the final normalized embedding, typically
using ℓ2 normalization such that zi ← zi/∥zi∥2. Onceall embeddings are obtained, the contrastive adaptive
margin loss LAM is computed across all pairs (i, j, yij)in the batch. For each pair, the cosine similarity
sij = z⊤i zj is evaluated; if the pair is positive (yij = 1),
the loss term encourages closeness using L+ij = 1 – sij,while for negative pairs (yij = 0), a dynamic margin
mij = α+δ ·(1–sij) is applied and the loss is computed as
L–ij = max(0, sij –mij) to push dissimilar samples apart.
The total contrastive loss LAM is accumulated over the
batch and normalized by its size, i.e., LAM ← LAM/|B|,with optional regularization terms such as embedding
norm penalties ||z||2. Finally, the model parameters
θenc and ϕ are updated through backpropagation
using the computed loss LAM, yielding optimized
embeddings {zi} that preserve semantic similarity in
the latent space.

The Autoencoder Training and Anomaly Detection
pprocedure is formally summarized in Algorithm 3.
The process begins with a training dataset of benign
samples, Dbenign, which may consist of feature vectors
or sequential data. The architecture comprises an
encoder E (·), typically combining convolutional and
LSTM layers, and a decoder D(·) that reconstructs
the input through upsampling, convolutional, and
recurrent operations, parameterized by θE and θD,respectively. Training is performed solely on benign
data for N epochs, with a batch size of B. In each
iteration, the benign dataset Dbenign is shuffled, and
for each batch {Xb}Bb=1, features are first extracted
via a CNN-based module (Algorithm 1), resulting
in representations Fb. These features are encoded
into latent embeddings zb = E (Fb) through the LSTM
encoder and subsequently decoded so as F̂b = D(zb)to reconstruct the original feature sequence. Op-
tionally, the reconstructed representation F̂b may be
mapped back to the raw input domain, producing
X̂b = ReconstructToInputFormat(F̂b). The reconstruc-
tion loss Lrec = 1

B
∑

b ℓrec(Xb, X̂b), computed via mean
squared error, cross-entropy, or token-level loss, is
combined with a regularization term weighted by λ,
yielding the total loss L = Lrec + λR(θ). Parameters θE
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Algorithm 3. Autoencoder Training and Anomaly Detection
by Reconstruction Error
Require: Benign training set Dbenign
Require: Encoder E (·) and decoder D(·) with parame-

ters θE , θD
Require: Loss weight λ, anomaly threshold τerr (com-

puted later)
Require: Batch size B, number of epochs N
Ensure: Trained parameters (θE , θD), threshold τerr, de-tector function A(·)
1: Step 1: Train autoencoder on benign data
2: for e = 1 to N do
3: Shuffle Dbenign
4: for each batch {Xb}Bb=1 do5: Fb ← CNN_Feature_Extractor(Xb)
6: zb ← E (Fb)
7: F̂b ← D(zb)
8: X̂b ← ReconstructToInputFormat(F̂b)
9: Lrec ← 1

B
∑

b ℓrec(Xb, X̂b)
10: L ← Lrec + λ · R(θ)
11: Update θE , θD using optimizer on L
12: end for
13: end for
14: Step 2: Compute reconstruction error thresh-

old
15: Compute validation errors Eval = {ev = ℓrec(Xv , X̂v)}
16: τerr ← Percentile(Eval,p) ▷ e.g., 95th percentile
17: Step 3: Define anomaly detector A(·)
18: function A(Xtest)
19: F ← CNN_Feature_Extractor(Xtest)
20: z← E (F)
21: F̂ ← D(z)
22: X̂test ← ReconstructToInputFormat(F̂)
23: etest ← ℓrec(Xtest, X̂test)
24: if etest > τerr then
25: return ANOMALY / PHISHING
26: else
27: return BENIGN / LEGITIMATE
28: end if
29: end function
30: return (θE , θD), τerr, A(·)

and θD are optimized using backpropagation. After
training, reconstruction errors Eval = {ev} are collectedfrom a validation subset of benign samples, where
each ev = ℓrec(Xv , X̂v), and a detection threshold τerris determined statistically, often as the p-th per-
centile (e.g., 95th) of the error distribution. During
inference, the anomaly decision function A(Xtest)operates by extracting CNN features F from an input
Xtest, encoding and decoding them via E and D to
reconstruct X̂test, and computing the reconstruction
error etest = ℓrec(Xtest, X̂test). If etest > τerr, the input
is classified as anomalous or phishing, whereas if
etest ≤ τerr, it is classified as benign or legitimate.

Optionally, the reconstruction-based anomaly
score can be combined with embedding-based or
contrastive similarity scores using a weighted fusion
scheme to improve robustness to adversarial or
ambiguous cases. The final outputs of this process in-
clude the trained autoencoder parameters (θE , θD), thecomputed anomaly threshold τerr, and the detector
function A(·) for real-time or batch anomaly detection.

Time and Space Complexity:
The overall complexity of the proposed ZP-CNN-

LSTM algorithm can be described as follows:
• Time Complexity: O(n ·m ·k), where n is the num-
ber of URLs, m is the sequence length of each
URL, and k is the number of layers in the CNN-
LSTM-autoencoder network. The CNN layers con-
tribute O(m · f ·kcnn), LSTM layers contribute O(m ·
h·klstm), and the autoencoder reconstruction con-tributes O(m · kae) to the total runtime.

• Space Complexity: O(n ·d+p), where d is the fea-
ture dimension of the latent representation, and
p is the total number of trainable parameters in
the CNN, LSTM, and autoencoder network.

6 Performance Evaluation
The performance of the proposed hybrid CNN-LSTM
model is evaluated on a large-scale dataset of URLs cu-
rated specifically for this work. This dataset was de-
signed with issues of model generalization ability and
zero-day detection in mind, explicitly including a large,
diverse dataset of benign and malicious traffic.
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Phishing URLs: The malicious URLs were collected
from live and historical phishing feeds to identify evolv-
ing attack patterns. Sources included public threat in-
telligence platforms such as PhishTank and research
papers on phishing attack detection, which often pub-
lish dumps of recent high-profile attacks. This was cru-
cial for collecting novel or recent samples representa-
tive of emerging and zero-day threats.
6.0.1 Dataset Statistics and Details
Table 1. Distribution and Composition of the Curated URL

Dataset
Category Samples Percentage (%)

Total URLs 2,500,000 100
Benign URLs 1,500,000 60
Phishing URLs 1,000,000 40
Split: Training 2,000,000 80
Split: Testing/Validation 500,000 20

.

In this paper, we developed a dataset and applied
deep learning techniques to detect phishing attacks,
including zero-day cases. The dataset was manually
created by collecting a total of ten thousand website
and URL samples. These included both phishing and
legitimate sites, labelled as “1” for phishing and “0” for
benign websites. To make the data more representa-
tive, approximately 60% were global websites, while
40%were from local Pakistani sources. This helped the
model learn patterns that occur locally, internationally,
or globally, consistent with studies on detection [31].

The collection process for data therefore con-
sisted of scraping URLs from open repositories like
PhishTank and other publicly available datasets. At
the same time, the list of legitimate sites was man-
ually verified using trusted sources. During labeling,
each entry was vetted for correctness, ensuring the
phishing samples were active and matched known
attack types. We included a range of features to
describe the URLs and website content. We used
simple lexical features such as the number of dots
or special symbols in the link, and also whether the
link used HTTPS. When possible, we also examined

webpage structures, such as the number of input
forms or embedded scripts, since these details often
reveal hidden phishing behaviour.

We performed multiple cleaning and preparation
steps after data collection. Duplicates and broken
links were removed, and the remaining data was
reviewed and manually compiled from samples of
similar scale to ensure fairness in learning across
different features. According to [31], this kind of
preprocessing is usually considered critical for deep
learning-based approaches to phishing detection.
After cleaning, the dataset was split into training
and test sets in order to assess how well the model
performs on unseen data. We also performed several
runs to confirm that the results were stable and did
not depend on the order of the data.

Our model design brought together several deep
learning layers that captured both the visible patterns
and the hidden structure of phishing URLs. The system
comprises components that process token sequences
and patterns in URLs, while another element learns
general webpage behavior. For zero-day phishing, we
further trained an additional recognizer for unusual
or unseen patterns. The idea of identifying unknown
threats through learned reconstruction patterns has
been successfully applied in other intrusion detection
work. By comparing howwell themodel reconstructed
normal data versus suspicious data, we were able to
identify anomalies that were likely to represent new
phishing techniques. The whole pipeline—from data
collection through labeling and cleaning to deep learn-
ing model training—was designed to make the detec-
tion system practical and reliable.
6.1 Result Analysis
The table presents the phishing detection accuracy of
four models—ZP-CNN-LSTM, CNN, RNN, and Autoen-
coder—across four URL categories: Website URLs,
Email URLs, Shortened URLs, and Social Media URLs,
evaluated on datasets of 1,000, 2,000, 5,000, and
10,000 URLs. For each model, detection performance
is reported separately for known phishing and zero-
day phishing URLs. Across all categories and dataset
sizes, ZP-CNN-LSTM consistently achieves the highest
accuracy, ranging from approximately 0.935 to 0.968
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Table 2. Phishing Detection Accuracy Across URL Categories for Different Models
2*URL Category 2*Model Known Phishing Accuracy Zero Phishing Accuracy

1k URLs 2k URLs 5k URLs 10k URLs 1k URLs 2k URLs 5k URLs 10k URLs
4*Website URLs ZP-CNN-LSTM 0.936 0.943 0.955 0.965 0.912 0.919 0.931 0.941

CNN 0.776 0.782 0.791 0.799 0.515 0.520 0.529 0.537
RNN 0.779 0.783 0.791 0.798 0.569 0.573 0.581 0.588
Autoencoder 0.797 0.800 0.806 0.811 0.615 0.618 0.624 0.629

4*Email URLs ZP-CNN-LSTM 0.938 0.945 0.957 0.968 0.909 0.916 0.928 0.939
CNN 0.769 0.775 0.784 0.791 0.519 0.524 0.533 0.541
RNN 0.786 0.790 0.798 0.804 0.570 0.574 0.582 0.588
Autoencoder 0.798 0.801 0.807 0.813 0.608 0.611 0.617 0.623

4*Shortened URLs ZP-CNN-LSTM 0.935 0.942 0.954 0.965 0.907 0.914 0.926 0.937
CNN 0.773 0.779 0.788 0.796 0.512 0.517 0.526 0.534
RNN 0.784 0.788 0.796 0.802 0.569 0.573 0.581 0.587
Autoencoder 0.799 0.802 0.808 0.814 0.610 0.613 0.619 0.624

4*Social Media URLs ZP-CNN-LSTM 0.937 0.944 0.956 0.966 0.910 0.917 0.929 0.940
CNN 0.771 0.776 0.785 0.793 0.514 0.519 0.528 0.536
RNN 0.783 0.788 0.795 0.802 0.568 0.572 0.580 0.586
Autoencoder 0.802 0.806 0.812 0.817 0.608 0.611 0.617 0.623

for known phishing and 0.907 to 0.941 for zero-day
phishing, outperforming CNN, RNN, and Autoencoder.
The CNN and RNN models show moderate accuracy,
while the autoencoder exhibits the lowest detection
performance. The results demonstrate that ZP-CNN-
LSTM is highly effective at identifying both known and
previously unseen phishing attacks across different
URL types and data scales.

Figure 2. Known and Unknown Zero-Day Attack Detection
in HTTP and HTTPS Efficient URLS

Figure 2 shows the "Phishing in URL with HTTP
and HTTPS," outlining the foundational elements of

a study focused on detecting phishing websites. The
research is based on an analysis of a substantial
dataset comprising 100,000 unique URLs. This dataset
is divided into two categories to assess the robustness
of the detection methods: "Known Phishing," which
includes previously identified and cataloged phishing
threats, and "Zero-Day Phishing," which comprises
novel, previously unseen attacks not present in ex-
isting security databases. The primary metric for
evaluating performance in this study is "Accuracy."
The figure compares the effectiveness of several
advanced machine learning models in tackling this
problem, specifically naming ZP-CNN-LSTM, CNN,
RNN, and an autoencoder. The inclusion of these
models suggests a comparative analysis where the
hybrid ZP-CNN-LSTM model is likely positioned as
a proposed or benchmark method against other
established architectures to determine which is most
proficient at accurately identifying both known and
emergent phishing URLs.

Figure 3 scopes the investigation beyond just web-
site URLs, as indicated by its title, "Email and Random
URLs 20,000". This suggests that the dataset has been
scaled to 200,000 samples and now includes a mix of
URLs extracted from emails alongside random web
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Figure 3. Known and Unknown Zero-Day Attack Detection
in Email and Random URLS

URLs, providing a more diverse and realistic testing
environment that better mimics how phishing links
are often distributed. The central evaluation metric
remains "Accuracy". The models under scrutiny are
listed, with "ZP-CNN-LSTM" prominently featured at
the top, followed by "CNN", "Methods", "RNN", and
"Autoencoder". The layout follows a similar compara-
tive structure to the first figure, aiming to demonstrate
which algorithmic approach—particularly the high-
lighted ZP-CNN-LSTM—achieves the highest detection
accuracy when applied to this larger, more varied pool
of data, which includes the common attack vector of
email-based phishing attempts.

Figure 4. Performance Evaluation of All Algorithms
Figure 4 presents performance results. The y-axis

represents "Accuracy" on a scale from 0.91 to 0.97,
while the x-axis shows the "Number of URLs" tested,
ranging up to 10,000. The performance of four models

is demonstrated, such as ZP-CNN-LSTM, CNN, RNN,
and Auto-Encoder. The graph clearly illustrates that
the ZP-CNN-LSTM model consistently achieves the
highest accuracy, peaking near 0.97, and generally out-
performs the other models across the entire range of
URL sample sizes. Furthermore, the results are broken
down by eight distinct URL categories, demonstrating
the models’ performance on "Website URLs," "Email
URLs," "Shortened URLs," and "Social Media URLs,"
with each category further split into "Known" and
"Zero-Day" phishing types. This detailed visualization
allows for a nuanced comparison, showing not only
the overall superiority of the ZP-CNN-LSTM model but
also its relative effectiveness across different types of
web addresses and against both familiar and novel
phishing threats.
6.2 Finding and Limitation
Findings: The study demonstrates that the proposed
ZP-CNN-LSTM hybrid deep learning approach effec-
tively detects both known and zero-day phishing
URLs. Tested on a dataset of 2 million URLs, the
system achieved an accuracy of 98%, outperforming
existing phishing detection methods. The approach
successfully combines static analysis, CNN-based
signature detection, and LSTM-autoencoder-based
zero-day detection, providing adaptive protection
against evolving phishing attacks.

Limitations: Despite its high accuracy, themethod
may require significant computational resources for
large-scale deployment due to the combined CNN,
LSTM, and autoencoder architecture. Additionally,
the system’s performance may be affected by highly
obfuscated or evolving phishing techniques that
differ significantly from the training data, requiring
continuous updates and retraining.
7 Conclusion and Future Work
In this study, we investigated the effectiveness of
hybrid deep learning approaches for detecting both
known and zero-day phishing attacks in URLs. The
proposed intrusion detection system (IDS) successfully
analyzed a testbed of 2 million URLs, distinguishing
between legitimate and malicious URLs with a high
accuracy of 98%. The system demonstrated robust
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performance by integrating static analysis, signature-
based detection, and heuristic techniques, effectively
mitigating phishing threats in real-world scenarios.
These results validated that the hybrid approach
could provide adaptive and dynamic protection
against emerging phishing attacks, outperforming
conventional methods in practical application.

Future research will focus on enhancing the scal-
ability and efficiency of the proposed IDS to handle
larger and more diverse datasets in real time. We
will explore integrating additional contextual fea-
tures, such as user behavior and network traffic
patterns, to improve zero-day phishing detection
further. Moreover, we plan to implement online
learning mechanisms so the system can continuously
adapt to evolving phishing techniques and emerging
cyber threats, ensuring comprehensive and proactive
protection for users.
Dataset Statements
A phishing email and websiste URLs dataset is a
structured, transparent, and carefully curated collec-
tion of URLs extracted from both malicious phishing
emails and legitimate email messages, designed to
support reproducible cybersecurity research, email
filtering, and machine-learning-based detection
systems, and in our study the dataset is publicly
available at the following link to ensure openness and
consistency: https://github.com/arlakhan/Phishing-
URL-datasets/tree/main

This dataset includes the full URL, domain, protocol,
path, lexical patterns, and structural characteristics of
each link, along with essential email-level metadata
such as sender details, subject lines, delivery context,
and relevant header or body text, enabling deeper
behavioural analysis of how phishing links are em-
bedded within email communication. Each entry is
clearly labelled as either a phishing URL or a legitimate
URL, where legitimate samples are represented using
zero-attack values that indicate completely benign
behaviour with no spoofing indicators, redirection
traps, social-engineering hooks, or malware-delivery
patterns, thereby serving as the baseline against
which malicious behaviours can be contrasted.

The inclusion of these zero-attack samples is
critical, as modern machine-learning systems must
develop an understanding of normal traffic patterns
to reliably distinguish safe everyday email activity
from real threats. To address the concerns of dataset
transparency and reproducibility—specifically the
absence of dataset links, inconsistent dataset sizes,
and missing training details—the dataset has been
standardised, fully documented, and made openly
accessible, ensuring consistent benchmark usage
and removing ambiguity in experimental setup. Us-
ing this dataset, we developed and evaluated three
deep-learning architectures—Convolutional Neural
Networks (CNN) for extracting spatial and lexical URL
patterns, Long Short-Term Memory (LSTM) networks
for modelling sequential URL behaviours and email-
text flow, and an Auto-Encoder for anomaly-based
detection capable of identifying unusual or zero-day
phishing structures by learning the normal distribu-
tion of zero-attack URLs. This unified approach allows
classification models and anomaly-detection systems
to learn URL behaviour patterns, correlate temporal
structures, recognise deceptive patterns, and de-
tect emerging phishing techniques with improved
accuracy.

Overall, this dataset therefore becomes a vital,
reproducible asset for training, evaluating, and
benchmarking next-generation phishing detection
mechanisms while supporting academic research,
strengthening email-gateway defences, and enhanc-
ing the robustness of cybersecurity solutions across
modern digital communication environments.
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