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The rapid evolution of smart cities relies on agentic Al for autonomous decision-making, yet introduces gov-
ernance, risk, and compliance (GRC) challenges in decentralized environments. We propose SORA-ATMAS, an
adaptive trust management and multi-LLM governance framework for smart-city disaster management. Evalua-
tion with Weather, Traffic, and Safety agents shows the framework steers multiple LLMs (GPT, Grok, DeepSeek)
toward policy-aligned outputs, reducing mean absolute error by 35% on average. Results demonstrate stable
Smart contracts weather monitoring, effective handling of high-risk traffic plateaus (R ~ 0.85), and adaptive trust regulation in
Smart-city governance safety scenarios. Runtime profiling confirms scalability, with throughput of 13.8-17.2 req/s, execution times
SDIoT < 72 ms, and governance delays < 100 ms for a 3-agent deployment; analytical projections indicate maintained
performance at larger scales. Cross-domain policies ensure safe interoperability, such as allowing traffic rerouting
only under validated weather conditions. SORA-ATMAS thus provides a regulation-aligned, verifiable governance
framework that transforms distributed agent outputs into accountable, real-time decisions, offering a resilient

foundation for smart-city management.

1. Introduction

The rapid emergence in smart cities has led to greater reliance on
interconnected, intelligent services that enhance urban infrastructure,
resource management and well-being of citizens. Specifically, these ser-
vices utilize technologies such as the Internet of Things (IoT), big data,
and artificial intelligence (AI) to establish efficient urban ecosystems
[1,2]. As a result, smart cities address challenges related to city popu-
lation, energy consumption, traffic density and service delivery by pro-
moting sustainable and adaptive urban environments through real-time
data exchange and process automation[3,4].

Agentic Al plays a vital role in urban development. It enables au-
tonomous decision making and adaptive coordination, allowing systems
to respond proactively to changing urban conditions [5,6]. In contrast
to traditional Al, agentic systems can set goals, interact with their envi-
ronments and collaborate independently. This makes them particularly
effective for managing the complexities of smart city operations [7].
Such autonomy is essential for processing dynamic data from multiple
sources. As a result, efficiency and scalability improve in smart urban
environments[8]. For example, agentic Al can impact the energy sector
by intelligently controlling consumption and forecasting future demands
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[9]. It can also improve the efficiency of renewable energy sources by
analyzing historical usage data and weather patterns. In the transport
sector, agentic Al can improve routing efficiency and reduce delivery
times, and strengthen supply chain operations by continuously analyz-
ing traffic patterns, weather conditions and real-time vehicle data[10].

The deployment of agentic Al in smart cities raises significant gov-
ernance, risk, and compliance (GRC) challenges [11]. Effective gover-
nance requires clear accountability for autonomous decisions across in-
terconnected urban services. Opaque decision-making can create ethi-
cal concerns and reduce transparency [12]. For example, in a smart-city
traffic system without governance oversight, an autonomous Al agent
may misinterpret camera data during heavy rainfall and infer a major
traffic accident. Without validation or approval mechanisms, the agent
may alter traffic signals and reroute vehicles citywide. This can cause
severe congestion, delayed ambulance response, and disruption of pub-
lic transportation. The core risk lies not in Al autonomy itself, but in the
absence of control, verification, and accountability mechanisms [13].
Such failures can undermine system integrity and increase the risk of
data breaches [14,15]. Weak governance can also erode public trust
and hinder Al adoption. Recent studies emphasize the need for strong
surveillance to prevent social harm [16].
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$R \approx 0.85$


$<72$


$<100$


\begin {equation}\mathcal {A} = \{A_1, A_2, \dots , A_n\}, \label {Xeqn1-1}\end {equation}


$A_i$


$d_i(t)$


$t$


$R_i(t)$


$T_i(t)$


\begin {equation}\forall A_i \in \mathcal {A}, \quad d_i(t) \text { is accepted if } T_i(t) \ge \tau _i, \label {Xeqn2-2}\end {equation}


\begin {equation}\mathcal {S}(t) = \{d_1(t), d_2(t), \dots , d_n(t)\} \label {Xeqn3-3}\end {equation}


$\mathcal {S}(t)$


$d_i(t)$


$i$


$t$


$R \approx 0.85$


$\mathbb {I}(\cdot )$


\begin {equation*}\mathbb {I}(\text {condition}) = \begin {cases} 1, & \text {if the condition is true},\\ 0, & \text {otherwise}. \end {cases}\end {equation*}


$[0,1]$


\begin {equation}\small R_{\text {Env}}^{i}(t)= \begin {cases} \frac {1}{n}\sum _{k=1}^{n} \mathbb {I}\!\big (|x_k-\mu _k|>\theta _k\big ), & \text {continuous signals}, \\[3pt] \mathbb {I}\!\big (\text {Load}(t)>\theta _{\text {cap}}\big ), & \text {capacity/volume conditions}, \\[3pt] \mathbb {I}\!\big (\text {HazardEvents}(t)\ge 1\big ), & \text {discrete hazard events}. \end {cases} \label {Xeqn4-4}\end {equation}


$n$


$x_k(t)$


$k$


$t$


$\mu _k$


$k$


$\theta _k$


$k$


$\text {Load}(t)\in [0,1]$


$\theta _{\text {cap}}\in [0,1]$


$\text {HazardEvents}(t)$


\begin {equation}T_{\text {HRT}}^{i}(t)= \begin {cases} T_0, & t=t_0,\\ \delta \,T_{\text {HRT}}^{i}(t-\Delta T) +(1-\delta )\big ( \omega _p\,s(t) +\omega _r\,T_{\text {Rept}}^{i}(t) \big ), & \text {otherwise}, \end {cases} \label {Xeqn5-5}\end {equation}


$T_0=0.5$


$t_0$


$t$


$\Delta T>0$


$t=t_0+k\Delta T$


$k\in \mathbb {N}_0$


$\omega _p=.7$


$\omega _r=0.3$


$\omega _p+\omega _r=1$


$\delta \in (0,1)$


$s(t)\in \{0,1\}$


$(t-\Delta T,\,t]$


$\delta \in [0.8,0.9]$


$\omega _p=.7$


$\omega _r=0.3$


\begin {equation}T_{\text {Rept}}^{i}(t)= \frac {\sum _{j=1}^{M} c_j\,\mathbb {I}(f_j = f^\star )} {\sum _{j=1}^{M} c_j}, \qquad T_{\text {Rept}}^{i}(t_0)=0.5. \label {Xeqn6-6}\end {equation}


$f^\star $


$M$


$c_j\in [0,1]$


$j$


$f_j\in \{0,1\}$


$j$


\begin {equation}R_{\text {Service}}^{i}(t) = 1 - T_{\text {HRT}}^{i}(t-\Delta T), \qquad R_{\text {Service}}^{i}(t_0)=0.5. \label {Xeqn7-7}\end {equation}


$T_{\text {HRT}}^{i}$


$R_{\text {Service}}^{i}(t_0)=0.5$


$\lambda _i$


\begin {equation}R^{i}(t)=\lambda _i\,R_{\text {Env}}^{i}(t)+(1{-}\lambda _i)\,R_{\text {Service}}^{i}(t), \label {Xeqn8-8}\end {equation}


$\lambda _i\in [0,1]$


$R_{\text {Env}}^{i}(t)$


$R_{\text {Service}}^{i}(t)$


$[0,1]$


$R^{i}(t)\in [0,1]$


$\lambda _i$


\begin {equation}T_{\text {Ctx}}^{i}(t)= \min \!\Bigg (T_{\text {base}} \prod _{k=1}^{n_i}(M_{i,k}(t))^{w_{i,k}},1.0\Bigg ), \label {Xeqn9-9}\end {equation}


$T_{\text {base}}\in (0,1)$


$n_i$


$i$


$M_{i,k}(t)\in [0,1]$


$k$


$t$


$w_{i,k}\in [0,1]$


$\sum _{k=1}^{n_i} w_{i,k}=1$


$T_{\text {base}}=0.7$


\begin {equation}T_{\text {Overall}}^{i}(t)= w_{\text {HRT}}(t)\,T_{\text {HRT}}^{i}(t)+w_{C}(t)\,T_{\text {Ctx}}^{i}(t), \label {Xeqn10-10}\end {equation}


\begin {equation*}w_{\text {HRT}}(t)=0.5-0.2\,R^{i}(t),\quad w_{C}(t)=0.5+0.2\,R^{i}(t).\end {equation*}


$w_{\text {HRT}}(t)+w_{C}(t)=1$


$t$


$T_{\text {Overall}}^{i}(t)\in [0,1]$


$R^{i}(t)\in [0,1]$


$w_{\text {HRT}}(t)\in [0.3,0.5]$


$w_{C}(t)\in [0.5,0.7]$


$T_{\text {HRT}}^{i}(t)$


\begin {equation}\begin {aligned} T_{\text {Ecosystem}}(t) &= \frac {1}{|\mathcal {A}(t)|} \sum _{i\in \mathcal {A}(t)} T_{\text {Overall}}^{i}(t), \\[4pt] R_{\text {Ecosystem}}(t) &= \max _{i\in \mathcal {A}(t)} R^{i}(t). \end {aligned} \label {Xeqn11-11}\end {equation}
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$R^{i}(t)\ge \theta _R$


$T_{\text {Overall}}^{i}(t)\le \theta _T$


$\theta _R=0.70$


$\theta _T=0.60$


$\theta _R$
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$R^{i}(t)$


$T^{i}_{\text {Overall}}(t)$
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$A_i \in \{\text {Weather}, \text {Traffic},\text {Safety}\}$


\begin {equation}\mathcal {D}_i(t) = \{x_1(t), x_2(t), \dots , x_m(t)\}, \label {Xeqn12-12}\end {equation}


$\mathcal {D}_i(t)$


$g_i(\cdot )$


\begin {equation}y_i(t) = g_i(\mathcal {D}_i(t)), \label {Xeqn13-13}\end {equation}


$y_i(t)$


$\mathcal {D}_{\text {Weather}}(t)$


$t$


\begin {equation}\mathcal {D}_{\text {Weather}}(t) = \left [ T(t),\; P(t),\; H(t),\; W(t),\; UV(t) \right ], \label {Xeqn14-14}\end {equation}


$T(t)$


$^\circ $


$P(t)$


$H(t)$


$W(t)$


$UV(t)$


$t$


\begin {equation}\mathcal {D}_{\text {Weather}}(t) = \left [ 41.2,\; 48.6,\; 72,\; 6.3,\; 9.1 \right ], \label {Xeqn15-15}\end {equation}


\begin {equation}y_{\text {Weather}}(t) = g_{\text {XGB}}\big (\mathcal {D}_{\text {Weather}}(t)\big ), \label {Xeqn16-16}\end {equation}


$y_{\text {Weather}}(t)$


$\mathcal {D}_{\text {Traffic}}(t)$


$t$


$t$


\begin {equation}\mathcal {D}_{\text {Traffic}}(t) = \{ I_k(t) \mid k = 1, 2, \dots , N \}, \label {Xeqn17-17}\end {equation}


$I_k(t)$


$k$


\begin {equation}y_{\text {Traffic}}(t) = g_{\text {YOLO}}\big (\mathcal {D}_{\text {Traffic}}(t)\big ), \label {Xeqn18-18}\end {equation}


$y_{\text {Traffic}}(t)$


\begin {equation}y_{\text {Traffic}}(t) = \left \{ (b_j, c_j) \mid j = 1, 2, \dots , M \right \}, \label {Xeqn19-19}\end {equation}


$b_j = (x_j, y_j, w_j, h_j)$


$j$


$c_j \in [0,1]$


\begin {equation}V(t) = \sum _{j=1}^{M} \mathbb {I}(c_j \ge \theta _c), \label {Xeqn20-20}\end {equation}


$\mathbb {I}(\cdot )$


$\theta _c$


$0.5$


\begin {equation}y_{\text {Traffic}}(t) = \{(b_1, 0.91), (b_2, 0.88), \dots , (b_{20}, 0.84)\}, \label {Xeqn21-21}\end {equation}


$V(t)=20$


$\mathcal {D}_{\text {Safety}}(t)$


$t$


\begin {equation}\mathcal {D}_{\text {Safety}}(t) = \{ F_k(t) \mid k = 1, 2, \dots , N \}, \label {Xeqn22-22}\end {equation}


$F_k(t)$


$k$


\begin {equation}y_{\text {Safety}}(t) = g_{\text {Fire}}\big (\mathcal {D}_{\text {Safety}}(t)\big ), \label {Xeqn23-23}\end {equation}


$y_{\text {Safety}}(t)$


\begin {equation}y_{\text {Safety}}(t) = \left \{ (b_j, c_j, \ell _j) \mid j = 1, 2, \dots , M \right \}, \label {Xeqn24-24}\end {equation}


$b_j = (x_j, y_j, w_j, h_j)$


$j$


$c_j \in [0,1]$


$\ell _j \in \{\text {fire}, \text {smoke}\}$


\begin {equation}H(t) = \begin {cases} 1, & \text {if } \max _j c_j \ge \theta _h, \\ 0, & \text {otherwise}, \end {cases} \label {Xeqn25-25}\end {equation}


$\theta _h$


$0.5$


\begin {equation}y_{\text {Safety}}(t) = \{(b_1, 0.74, \text {smoke}), (b_2, 0.55, \text {fire})\}, \label {Xeqn26-26}\end {equation}


$t$


$A_i$


$P_i(t)$


$j \in \{\text {GPT-4}, \text {Grok}, \text {DeepSeek}\}$


\begin {equation}f_j : P_i(t) \rightarrow \langle R_{i,j}(t),\; T_{i,j}(t),\; E_{i,j}(t) \rangle , \label {Xeqn27-27}\end {equation}


$R_{i,j}(t) \in [0,1]$


$T_{i,j}(t) \in [0,1]$


$E_{i,j}(t)$


$\Phi (\cdot )$


\begin {equation}P_i(t) = \Phi \big (\mathcal {D}_i(t),\; y_i(t),\; \Pi _i,\; \Theta _i\big ), \label {Xeqn28-28}\end {equation}


$\mathcal {D}_i(t)$


$y_i(t)$


$\Pi _i$


$\Theta _i$


$R \in [0,1]$


$T \in [0,1]$


\begin {equation}\begin {aligned} \mathcal {D}_{\text {Traffic}}(t) &= \{ \text {camera frames},\; \text {timestamp} \},\\ y_{\text {Traffic}}(t) &= \text {vehicle count} = 20,\\ \Theta _{\text {Traffic}} &= \{\theta _R = 0.85,\; \tau _T = 0.55\}. \end {aligned} \label {Xeqn29-29}\end {equation}


$\langle R_{\text {ref}}(t), T_{\text {ref}}(t) \rangle $


\begin {equation}\mathrm {MAE}_j(t) = \frac {1}{2}\left ( |R_{i,j}(t) - R_{\text {ref}}(t)| + |T_{i,j}(t) - T_{\text {ref}}(t)| \right ). \label {Xeqn30-30}\end {equation}


\begin {equation}j^*(t) = \arg \min _j \mathrm {MAE}_j(t), \label {Xeqn31-31}\end {equation}


$(\Delta R,\Delta T)$


\begin {equation}M = \{ \text {AID}, D, t, \lambda \}, \label {eq:agent_message}\end {equation}


$\text {AID}$


$D$


$t$


$\lambda $


\begin {equation}\{R^i_{\text {Env}},\ R^i_{\text {Service}},\ T^i_{\text {Ctx}},\ T^i_{\text {HRT}}\}, \label {Xeqn33-33}\end {equation}


$R^i(t)$


$T^i(t)$


$\{R^i(t),T^i(t)\}$


$R^{\text {ref}}$


$T^{\text {ref}}$


$\{R^i(t),T^i(t)\}$


\begin {equation}\text {MAE}_j = \frac {1}{2}\Big (|R_j - R_{\text {ref}}| + |T_j - T_{\text {ref}}|\Big ), \label {eq:mae}\end {equation}


$j$


\begin {equation}\texttt {Decision} = \begin {cases} \texttt {deny}, & T^i < \theta _T, \\ \texttt {restrict}, & R^i > \theta _R, \\ \texttt {approve}, & \text {otherwise}. \end {cases} \label {eq:decision}\end {equation}


$R^i>0.80$


$0.70$


$\ge 0.60$


$\text {Iter.}~0$


$2$


$\texttt {risk\_threshold}=0.07$


$\texttt {trust\_threshold}=0.05$


$\tau _t=\{0.60,0.55,0.65\}$


$\tau _t$


$(\Delta R,\Delta T)$


$0.5$


$[0,1]$


$R_{\text {Overall}}$


$\text {Iter.}~0$


$\text {Iter.}~1$


$\text {Iter.}~2$


$R\approx 0.85$


$\text {Iter.}~0$


$\text {Iter.}~1$


$\text {Iter.}~2$


$R>0.9, T<0.2$


$R\approx 0.1, T>0.6$


$\text {Iter.}~0$


$\tau _T=0.65$


$\text {Iter.}~1$


$\text {Iter.}~2$


$(\Delta R, \Delta T)$


$p$


$<0.05$


$T$


\begin {equation}T = \frac {N}{t^{\text {last decision}} - t^{\text {first request}}}, \label {Xeqn36-36}\end {equation}


$N$


\begin {equation}\text {ET} = t^{\text {fetch}} + t^{\text {compute}} + t^{\text {Agentic-Chain log}}. \label {Xeqn37-37}\end {equation}


$D$


\begin {align}D = t^{\text {validate}} + t^{\text {MAE-select}} + t^{\text {feedback}} + t^{\text {final-decision}} + t^{\text {SORA-Chain log}}. \label {Xeqn38-38}\end {align}


$T$


$D$


$T$


$D$


$D$


$D$


$O(N|A||M|)$


$t$


$|A|$
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Fig. 1. An Al-driven smart city ecosystem. Illustration of how heterogeneous Al service agents operate across urban domains and highlights the need for coordinated
governance, dynamic risk analysis, and compliance enforcement to ensure reliable and safe city-wide decision-making.

Blockchain is a key enabler of governance, risk, and compliance
(GRC) in smart-city ecosystems due to its transparency, immutabil-
ity, and decentralization [17]. In agentic Al systems, autonomous
agents make decisions and exchange data across heterogeneous do-
mains. Blockchain provides a trusted, tamper-proof record of actions,
policies, and outcomes. Immutable logging supports auditing, account-
ability, and regulatory verification, which are essential for public trust
[18,19]. Decentralization reduces reliance on single authorities and mit-
igates points of failure while ensuring consistent rule enforcement. As
agentic Al systems scale, blockchain-enabled GRC becomes critical for
transparency, traceability, and compliance in safety-critical smart-city
operations [20].

Addressing these challenges requires an integrated approach that dy-
namically assesses risk and trust across smart-city domains. Such a sys-
tem should combine contextual assessment of agent decisions with co-
ordinated governance mechanisms and decentralized technologies such
as blockchain. This integration enables secure and transparent data ex-
change. By embedding accountability, adaptability, and resilience into
smart-city infrastructures, future frameworks can better manage GRC
while supporting reliable and trustworthy agentic Al operations. Fig. 1
illustrates the interaction between GRC principles and smart-city do-
mains.

Motivation

The integration of Agentic AI within the smart city ecosystem
presents significant opportunities to optimize various urban services,
including transportation, energy management, healthcare, and public
safety [10,12]. By autonomously coordinating data from IoT devices,
cloud infrastructures, and interconnected urban platforms, Al agents can
significantly enhance operational efficiency, adaptability, and resilience
across diverse smart domains [6]. While Al agents can autonomously in-
terpret sensor data and coordinate actions across transportation, energy,
healthcare, and public safety systems, their reliance on imperfect, in-
complete, or adversarially manipulated data creates a significant risk of
erroneous or hallucinated decisions[11,14]. For example, a traffic man-
agement agent may hallucinate severe congestion due to misinterpreted
or spoofed sensor readings and autonomously reroute vehicles, inad-
vertently worsening congestion or obstructing emergency routes. Sim-
ilarly, a safety agent analyzing CCTV streams could falsely infer a fire
or hazardous event from visual noise or ambiguous cues, triggering un-
necessary evacuations or emergency dispatches. In energy or healthcare

domains, hallucinated demand spikes or misinterpreted patient vitals
could lead to resource misallocation with direct societal consequences.
Such erroneous decisions are particularly dangerous in smart cities be-
cause they can propagate rapidly across interconnected urban services,
amplifying localized errors into city-scale disruptions.

Traditional governance mechanisms often fall short in managing
these emerging challenges [21]. Therefore, ensuring trustworthiness,
transparency, and regulatory compliance in Agentic Al necessitates
adaptive trust management frameworks, blockchain-based governance
models, and real-time output validation mechanisms [17,19].

1.1. Problem statement

Despite the growing deployment of Agentic Al in smart-city ecosys-
tems, existing systems lack a formal governance foundation to en-
sure that autonomous decisions remain trustworthy, verifiable, and
regulation-compliant under dynamic and high-risk conditions. Current
solutions rely either on centralized control, which suffers from scala-
bility and single-point-of-failure issues, or on decentralized agents with
limited global oversight. As a result, erroneous or hallucinated outputs
caused by noisy sensors, incomplete data, or misaligned reasoning can
propagate across interconnected urban services and trigger cascading
failures.

Formally, consider a smart-city ecosystem consisting of a set of au-
tonomous agents

A={A,4,,....A,}, (@]

where each agent A; produces a decision d;(r) at time 7, together with an
estimated risk R;(#) and trust score T(¢) derived from local observations
and reasoning models (e.g., LLMs). In many existing systems, decisions
are validated independently using local thresholds, such that

VA; € A, d;() is accepted if T;(r) > 7;, 2)

without validation against global safety constraints, cross-domain de-
pendencies, or regulatory requirements. This local validation allows in-
correct or hallucinated outputs to satisfy confidence thresholds while
violating city-level policies. Existing governance mechanisms also lack
adaptive control over agent autonomy as contextual risk increases. They
do not provide verifiable accountability or auditability in decentralized
settings. Consequently, the system provides no formal assurance that the
aggregated system state

S = {d ), dr(®), ..., d, (D)} 3
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remains aligned with public safety goals, regulatory compliance, and
trust expectations, particularly under emergency or high-uncertainty
conditions, where S(¢) denotes the aggregated global system state and
each d;(r) represents a decentralized decision independently produced
by agent i at time 7.

1.1.1. Research hypothesis

This work hypothesizes that trustworthy and regulation autonomy
in smart city Agentic Al systems can be achieved by integrating contin-
uous governance-level validation of agent outputs, adaptive trust and
risk regulation across heterogeneous agents, and verifiable accountabil-
ity through decentralized yet auditable governance mechanisms.

1.1.2. Research questions
Guided by the formulation and hypothesis of the above problem, this
study investigates the following research questions.

1. RQI: How can Agentic Al systems in smart cities be continuously
monitored and validated to ensure accuracy, reliability, and fairness
across heterogeneous domains?

2. RQ2: How can blockchain-based governance mechanisms estab-
lish decentralized transparency, accountability, and auditability for
multi-agent smart-city ecosystems?

3. RQ3: How can adaptive trust management and specialized orches-
tration agents dynamically regulate agent autonomy and coordina-
tion to enhance resilience and regulatory compliance under high-risk
conditions?

These research questions directly address the identified shortcom-
ings of existing agentic smart-city systems and define the scope and ob-
jectives of the proposed SORA-ATMAS framework.

Contribution

The major contributions of this paper are outlined below, empha-
sizing both the novelty of the framework and its empirical validation
against relevant baselines:

1. We propose SORA-ATMAS, a multi-agent adaptive trust management
framework that integrates decentralized agentic sensing and rea-
soning at the edge with centralized governance validation through
SORA. The framework employs a dual chain blockchain architecture
Agentic Block
chains at the edge and a SORA-Blockchain at the governance layer to
enable real-time, context-aware risk and trust evaluation while en-
suring tamper-resistance, transparent compliance, verifiable cross-
domain coordination, and city-level accountability without single
points of failure.

2. To overcome the limitations of single-model systems, we design a
multi-LLM evaluation mechanism. It integrates GPT, DeepSeek, and
Grok as agent reasoning engines. Unlike online shielding [22] or
static XACML policies [23], our ensemble combines MAE-based se-
lection, governance thresholds, and iterative error feedback. This en-
ables adaptive convergence across domains, achieving up to a 35%
reduction in MAE across agents.

3. SORA-ATMAS is validated in a smart-city disaster management sce-
nario with weather, traffic, and safety agents. The framework con-
sistently converges towards the SORA baseline. It demonstrates ro-
bustness under high-risk conditions, such as traffic plateaus with
R ~ 0.85. This ensures strong cross-agent interoperability and estab-
lishes scalability and reliability for diverse smart-city ecosystems.

The remainder of this paper is structured as follows. Section 2 dis-
cusses adaptive governance, risk, and compliance (GRC) challenges for
agentic Al in smart cities. Section 3 presents the literature review.
Section 4 describes the overall architecture of the proposed SORA-
ATMAS framework. Section 5 introduces a decentralized and trusted
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GRC use case for smart city disaster management. Section 6 explains
workflow execution. Section 7 presents experimental analysis, results,
and discussion. Section 8 provides complexity analysis and addresses the
research questions. Section 9 outlines the limitations of the proposed ap-
proach. Section 10 concludes the paper and highlights future research
directions.

2. Adaptive governance, risk & compliance for Al

This section focuses on Governance, Risk, and Compliance (GRC) for
Agentic Al in Smart Cities. Responsible use of Al in smart cities is de-
pendent upon the correct implementation of GRC frameworks that allow
for the appropriate alignment with regulations. In this study, we will be
focusing on centralized GRC models and their limitations of security as
well as their potential for improvement, including decentralization, ac-
countability, trust management, and agentic governance models such
as SORA. Centralized GRC allows the integration of city-based services
with regulators and other local authorities, and provides a framework
of regulation to govern areas of service such as energy, transportation,
and surveillance through coordinated oversight [13]. Systems reliant on
institutional monitoring, dashboards, audits, and enforcement to ensure
compliance [24]. The benefits of using centralized governance include
ensuring consistent policy, harmonizing regulations, and providing clear
oversight of multiple and varied systems [25], while also allowing for
the effective management of risk and the structured deployment of Al
in urban planning.

2.1. Security challenges in centralized GRC for Al

Centralized GRC has its advantages in terms of offering consistent
standards across all parts of a smart city ecosystem, but also creates
many serious security risks for these types of ecosystems:

1. Centralized governance can create a bottleneck. Failures caused by
system faults or cyberattacks (e.g, DoS) can propagate across inter-
connected urban services [15,26].

2. Scalability remains a major limitation. Continuous data streams from
IoT devices and agentic Al systems overwhelm centralized risk eval-
uation, thereby constraining real-time adaptability and leaving cities
vulnerable to emerging risks [19].

3. Centralized architectures amplify security and privacy risks [13]. Ad-
versaries may spoof sensor data or exploit LLM prompt injection to
distort risk assessments and manipulate agent decisions [27]. Cen-
tral data repositories also increase exposure to large-scale breaches
and unauthorized access, undermining trust, privacy, and regulatory
compliance [28].

These challenges underscore why recent critiques argue that cen-
tralized GRC cannot meet the flexibility, resilience, and accountability
requirements of heterogeneous multi-agent smart-city ecosystems [21].

2.2. Security requirements for adaptive GRC

In order to overcome the limitations, it is important to move from
a rigid and centralized approach to a more flexible governance system.
This system should include decentralization and distributed resilience
while still allowing for central oversight when necessary. The following
requirements address each of the challenges discussed.

1. Decentralized oversight reduces dependence on a single gover-
nance hub and improves resilience against denial-of-service attacks.
Distributing compliance functions across multiple nodes allows
orchestration agents such as SORA to maintain governance conti-
nuity under targeted disruptions [17,21,29].

2. Governance mechanisms must handle high-volume IoT and AI data
while validating semantic reasoning outputs. Context-aware and
flexible policy frameworks support local adaptation and prevent
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Table 1

Coverage of reviewed studies across smart-city domains, Agentic Al integration, trust, interoperability, and governance dimensions.
Study Smart City Domain Agentic Al Trust & Risk Security & Compliance Service Interoperability Governance
Wang et al. [33] Traffic Control v X X X X
Cai and Wei [34] Traffic Signal Optimization v X X X v
Hameed et al. [35] Air Quality & Traffic Analytics v v X X X
Elamanov et al. [36] IoT / Industrial Services v X v v X
Lee et al. [37] IoT and Edge Platforms v X v v v
Siddiqui et al. [21] Municipal Cross-domain Services X v v v v
Siddiqui et al. [19] Security Governance X v v v X
Islam et al. [17] Blockchain-based Trust Systems X v v X X
Ayub and Alshawa [32] Smart City IoT Security X v v X v
Praharaj [38] Integrated Command and Control Centers X X v X v
Sohail et al. [39] Urban Digital Twins v X X v X
Rosmaninho et al. [40] Edge—Cloud Orchestration v X v v v
Our Framework Multiple Smart City Domains v v v v v

rigid enforcement [30,31]. In the proposed framework, MAE-based
validation and iterative feedback loops mitigate risks such as LLM
prompt injection and prevent manipulated outputs from bypassing
policy constraints.

3. Privacy and accountability must be strengthened through secure au-
dit trails, distributed data storage, strict access control, and clear re-
sponsibility mapping [32]. These measures reduce large-scale breach
risks, improve regulatory compliance, and enhance transparency in
Al-driven decisions, supporting public trust [19].

Collectively, these requirements define an adaptive hybrid GRC ar-
chitecture. The model balances centralized accountability with decen-
tralized resilience. It also enables transparent and secure governance of
smart city infrastructures, while at the same time providing operational
robustness and promoting Public Trust.

3. Literature review

Smart cities are increasingly framed as cyber-physical ecosystems.
Here, sensing, connectivity, and Al coordinate resources and services at
the urban scale [29]. Empirical studies show how deep reinforcement-
learning pipelines reshape urban operations. For example, city-scale
traffic signal optimization with multi-agent RL controllers compresses
travel times and reduces congestion [33,41,42]. Multimodal prediction
models that fuse air quality, meteorological, and traffic data advance
public-health and climate agendas [35]. Autonomous multi-agent sys-
tems, such as decentralized rendezvous planning for robots, boost ur-
ban functionality. These support operations include search and rescue,
surveillance, and assembly [43]. Collectively, these results show that
Al-enhanced programs lower lifecycle costs through predictive mainte-
nance, streamline mobility by coordinating heterogeneous flows, and
support sustainability targets with precise forecasting.

Building on assistive gains, research now pivots toward agentic Al
systems that act with minimal supervision, often as multi-agent sys-
tems (MAS) [42]. In operational domains, MARL coordinates diverse
services in real time. Agents negotiate priorities at distributed intersec-
tions, allocate resources and trigger actions under uncertainty [34]. Ar-
chitecturally, edge-cloud designs push computation close to sensors and
vehicles for low-latency, safety-critical tasks. Cloud layers synchronize
global state and policy. Standardized M2M-MEC interworking and Mod-
bus IoT gateways demonstrate interoperability with legacy and modern
services [36,37]. These patterns boost responsiveness but complicate
enforcement and explainability, motivating the adoption of structured
GRC frameworks. Agentic models now explore counterfactual scenar-
ios for proactive planning [34]. This highlights adaptability and pose
governance challenges.

As cities move towards autonomy, GRC emerges as key enabler of
trustworthy operations. Smart contract controls with blockchain log-
ging support authentication, authorization and accountability across

services [21], though scalability and policy rigidity remain concerns
in large ecosystems. Adaptive governance extends these mechanisms
with on-chain policy compilation and runtime compliance metrics [19],
but incurs significant overhead in multi-domain settings. Decentralized
trust frameworks that integrate blockchain with Al-driven techniques
improve decision-making in safety-critical environments [17], yet in-
troduce latency, energy costs, and a lack of regulatory pathways. On-
line shielding provides embedded compliance by blocking unsafe actions
during learning and execution [44], though adaptability across complex
MAS is limited. Centralized approaches include adaptive eXtensible Ac-
cess Control Markup Language (XACML) for runtime-aware IoT access
control [45], although increasing policy complexity reduces system ro-
bustness. In addition, integrated risk management (IRM) and GRC suites
combined with blockchain and AI analytics enhance resilience [32,46].
However, high implementation costs, vendor dependency and scalabil-
ity limit widespread adoption. At the urban scale, Integrated City Com-
mand and Control Centers (ICCCs) illustrate both the potential bene-
fits and inherent risks of centralized governance. These centers enhance
administrative oversight but also introduce vulnerabilities due to corpo-
rate influence, inconsistent deployment and insufficient mechanisms for
public accountability [38]. These challenges are exacerbated by inter-
operability. Smart city infrastructure, vendor-specific protocols, and nu-
merous fragmented schemas all contribute to the inefficiencies of smart
cities, resulting in bottlenecks in cross-domain coordination. Interop-
erable standards-based Edge-Cloud communication [36,37] and Digital
Twins (DTs) with real-time environmental, mobility, and utility data,
provide a common substrate for making decisions [39]. However, uni-
fied standards-based centralized hubs for unifying standards can act as
throughput bottlenecks and create latency in responding to events; thus,
adaptive governance. Adaptive governance distributes authority across
district, utilities, and agent levels while preserving citywide policy ob-
jectives.

Despite recent progress, two gaps continue to limit agentic smart-
city systems. First, the link between explainability and governance re-
mains weak. Existing methods rarely provide verifiable evidence that
autonomous decisions comply with legal, ethical, and operational re-
quirements. Runtime enforcement through online shielding is a promis-
ing step, but its use is still limited and has not been generalized to multi-
agent platforms [44]. Additionally, achieving equity and resilience in
cities requires advancements in both institutions and technology. Prior
studies have emphasized that standardized edge-cloud orchestration is
required for reliable coordination of critical urban services [40]. Simi-
larly, transparent digital twin pipeline structures will be needed to sup-
port the observability of urban dynamic processes [39] and to provide
trust frameworks that provide quantifiable assurances about security
and benefit sharing [17]. These findings collectively suggest a hybrid
governance path; one in which centralized Governance Risk Compliance
(GRC) provides both standardization and veto authority over high risk
activities, while decentralized, context aware decision execution agents
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operate on an equitable scale. Table 1 summarizes the coverage of these
studies across agentic Al integration, interoperability, and governance
models.

4. System overview

The proposed framework is a layer-based using a Software-Defined
Internet of Things (SDIoT) structure to provide a structured environment
for adaptive agent-based decision-making in smart cities (See Fig. 2).
SDIoT is treated as a enabling abstraction as opposed to being the main
contribution; it allows modularity, programmability, and scalability for
distributed coordination in heterogeneous IoT environments. This struc-
ture also enables the separation of perception, application, and control
layers with the ability to perform trust assessment at an integrated level,
enforcing decentralized policies, and enabling accountability at a city
level.

1. Application layer: At the top, the Application Layer is combined
with the SORA Governance Layer and the Agentic Layer. The SORA
Governance Layer has the function of an oversight authority at
a city level. It provides the engine for the dissemination of se-
curity policies, the coordination between domains, the assessment
of adaptive trust and the enforcement of GRC, based on gover-
nance repositories using blockchain technology. The Agentic Layer
in turn allows for autonomy specific to each domain via decentral-
ized agents for weather, traffic, and public safety. These agents pro-
vide for compliance checks, contextual reasoning through LLMs and
local blockchain anchoring. Collectively, both layers allow for au-
tonomous services that are compliant to regulations, verifiable and
contextually aware and yet can be adapted locally.

2. Control layer: Below the Application Layer, the Control Layer man-
ages communication, heterogeneity and scalability via SDN-Inspired
Mechanisms and will utilize multiple Controllers to enable Load Bal-
ancing and Fail-Over capabilities in addition to enabling automatic
activation of backup Controllers in the event of a Failure. This Layer
separates the Control Plane from the Data Plane which enables pro-
grammability and the ability to discover Topology and manage flows
across all IoT Domains, and provides interoperability by handling
packets through the WISE Flow Table for IEEE 802.15.4. In addition
to providing Interoperability, the layer also handles Cryptographic
Operations such as generating ECC Keys (128/192/256-bit), per-
forming ECDH Session Key Exchange, and performing Policy-Defined
Key Rotation utilizing Curves such as “secp256rl” and “secp384rl”.
These operations enable authenticated and encrypted communica-
tion and provide the necessary infrastructure for Secure Policy En-
forcement.

3. Perception layer: At the bottom, the perception layer consists of dis-
tributed IoT devices. These include environmental sensors (tempera-
ture, humidity, wind, rainfall), traffic monitoring systems, and safety
sensors or cameras for fire and smoke detection. Devices capture
real-time data that is pre-processed and logged into structured repos-
itories. The collected data feeds trust evaluation, risk estimation, and
governance decisions. Observations of weather-related events, traf-
fic incidents, and safety factors contribute to real-time monitoring
for emergency response, optimized travel routes, and public safety.

These three layers provide a structural foundation for the framework,
as shown in Fig. 2. The design supports modularity and scalable integra-
tion of different types of IoT-based services while SORA governance and
agentic intelligence promote adaptive trust and risk-aware compliance
and resilience within cross-domain operations.

4.1. Proposed architecture
The proposed architecture implements a dual-chain governance

model. Decentralized Al agents operate autonomously within their do-
mains while remaining accountable to global city governance. Fig. 3
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Fig. 3. The proposed Governance Framework integrates decentralized Al
agents, Agentic Blockchain, and the SORA Governance Layer on top of the
SORA Blockchain; validating the Dual Chain Design to show that agent-level
decision-making is immutably recorded in each node’s blockchain, while the
SORA Blockchain enforces global audits, cross-domain policies, and escalation
logic.

illustrates the integration of domain-specific Al agents, the Agentic
Blockchain, and the SORA Governance Layer over the SORA Blockchain.
This design aligns local intelligence and contextual adaptability with
city-wide compliance, auditability, and interoperability.

4.2. Agentic layer

The AI Agents are located at the Application Layer, and they sup-
port a variety of smart-city services (i.e., transportation, health care,
environmental protection, and public safety). Each Agent is autonomous
in operation relative to the service domain, but each also remains ac-
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countable for their respective operational activities to applicable laws
and regulations that govern the city. Unlike static services, Agents con-
tain both Compliance Intelligence and Adaptive Reasoning, which al-
low them to dynamically respond to changing contexts, newly emerging
risks, or changes in policy.

Each AI agent integrates four interconnected components:

1. Security compliance: Authentication, authorization, encryption, and
integrity validation are provided by this module. This ensures all
exchanges of information between authentic Services and authenti-
cated entities are secure. ECC-based Cryptography, along with SHA-
256 integrity checks, prevents Tampering and unauthorized access.

2. Domain-specific compliance: The service domain’s regulatory require-
ments are embedded within this module. For example, the health
agents enforce GDPR. The safety thresholds for Real-Time Opera-
tions are enforced by the traffic agents. These regulations allow for
lawful operation as well as optimization of functionality.

3. Context and policy adapter (LLMs): This module uses large language
models to interpret IoT streams, logs, and service requests. It eval-
uates semantic alignment with baseline policies. When anomalies
occur, such as congestion, abnormal health indicators, or hazards, it
recommends enforcement actions. These include access restriction,
resource reallocation, encryption escalation, or alert generation. This
capability enables adaptive and context-aware compliance.

4. Local repository: The local repository securely stores validated poli-
cies, compliance states, and trust-risk scores. Non-sensitive data is
stored in conventional databases. Sensitive data, including PII from
traffic or CCTV sources, is anonymized or removed after defined re-
tention periods (e.g., 30 days). Techniques such as data aggregation,
face masking, encryption, and role-based access control ensure pri-
vacy and regulatory compliance.

4.3. SORA Governance layer

Al agents provide local autonomy, but the SORA Governance Layer
retains final authority. It acts as the city-level ruling entity for vali-
dation and approval of agent decisions. This ensures alignment with
city-wide objectives, systemic risk thresholds, and regulatory mandates.
Agents autonomously generate proposals, such as encryption escalation,
access restriction, or domain-rule adaptation. These outputs are treated
as recommendations. Formal approval is required before enforcement.
This hierarchical structure preserves rapid local responsiveness while
maintaining global accountability, trust, and regulatory compliance.
Agent proposals are initially logged on their local Agentic Blockchain for
provenance, while only SORA’s final validation decisions are anchored
on the SORA Blockchain for global auditability.

The SORA Governance Layer consists of four tightly integrated en-
gines. Each engine performs a distinct supervisory role while operating
as part of a unified governance workflow.

1. Security policy engine: The Security Policy Engine is responsible for
defining global security baselines (cryptography standards, authen-
tication factors, etc.) against which all security checks performed at
the agent level (ECC Tier selection and ACL validation) are validated,
to ensure that all agents provide a uniform level of protection.

2. Cross-domain operational policy engine: This engine ensures that each
domain meets its own regulatory and operational requirements be-
fore interacting with other services. For example, healthcare agents
must comply with GDPR, traffic systems must respect safety con-
straints, and energy services must follow sustainability policies. Once
these domain-specific checks are satisfied, the engine manages cross-
domain interactions by guiding how data is shared, how emergencies
are coordinated, and how information is retained.

3. Adaptive trust and risk enforcement engine: This engine continuously
monitors trust signals and aggregated risk across agents. It can over-
ride local trust assessments when thresholds are exceeded. Enforce-
ment actions include access restriction, service suspension, or escala-
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tion to human oversight. This ensures that trust is globally enforced
rather than locally asserted.

4. Global repository: This repository stores validated policies, agent reg-
istrations, risk-trust histories, and enforcement outcomes. It is an-
chored to the SORA Blockchain to provide immutable and auditable
records. Stored knowledge is also fed back to agents to support adap-
tation and policy-aware learning.

Together, the Agentic Layer and the SORA Governance Layer form
a coordinated dual-chain governance architecture. As shown in Figs. 2
and 3, data flows from the perception layer through the control layer to
domain-specific agents. Agents evaluate context, assess compliance, and
generate proposals that are logged locally and submitted to SORA. SORA
validates decisions, enforces city-wide policies, and records approved
actions for audit and accountability. Detailed execution flows are pre-
sented later through concrete use cases and algorithms (Sections 5.3 &
6. Operational validation follows Algorithm 1.

Algorithm 1 Policy validation and enforcement by SORA.

Input: Agent proposal P, = (S;, action, R;, T;), local policy z;, global
thresholds (6, 6;), optional partner .S ;
Output: Decision € {approve,restrict,deny} anchored on SORA-
Chain
1: Security check (Security Policy Engine): Verify identity, authen-
tication, authorization, and access control for S;. If any fail — deny.
2: Domain-specific compliance: Confirm that .S; satisfies sectoral
rules (e.g., GDPR confidentiality/minimization, mobility safety
thresholds, energy sustainability/retention). If non-compliant —
deny.
: Trust/risk gate:
: if T; < 67 then
decision < deny
: else if R; > 6 then
decision < restrict
monitoring/human review
: else
9: decision < approve
10: end if
11: Cross-domain clause (Cross-Domain Operational Policy En-
gine): If proposal involves S, first ensure both agents pass their
own domain-specific checks; then enforce cross-domain constraints
(scope, data minimization, safety, retention). If any violation — de-
cision « deny.
12: Anchoring: Record {S;, S s action, R;, T}, decision} in GovDecisions
and append an immutable entry to the SORA Blockchain.
13: return decision to S; (and S; if applicable).

> trust below threshold

> limit scope or require

%

4.4. Adaptive trust and GRC enforcement

To operationalize governance across heterogeneous smart-city ser-
vices, we formalize how each agent quantifies (i) environmental risk,
(ii) service reliability, (iii) contextual trust, and (iv) adaptive (over-
all) trust and risk, and how the governance node (SORA) enforces city-
level policies with measurable tolerances. The constructs are domain-
agnostic and apply to diverse smart-city services such as weather, mo-
bility, utilities, health, and safety. The framework provides compact,
auditable hooks from per-agent assessments to global orchestration and
review.

Mathematical preliminaries. For all definitions, I(-) denotes the indicator
function:

1, if the condition is true,

0, otherwise.

I(condition) = {
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All inputs are normalized to [0, 1] prior to computation unless otherwise
stated.

Definition 1 (Environmental risk). Environmental risk quantifies the ex-
tent to which real-time sensor or service observations deviate from ex-
pected operating conditions within a smart-city ecosystem. The formu-
lation is domain-agnostic and applies to three generic data modalities:
continuous signals, capacity or volume conditions, and discrete hazard
events. It is defined as:

i Y Wlx, = uel > 6,), continuous signals,

(1) =1(Load(r) > 6,,,).
I(HazardEvents(r) > 1),

Ri

Env

capacity/volume conditions,
discrete hazard events.

4

where n is the number of monitored environmental parameters; x,(f)
is the normalized real-time observation of parameter k at time #; g,
denotes the expected baseline value of parameter k; 6, is the accept-
able deviation threshold for parameter k; Load(r) € [0, 1] represents the
normalized utilization level; Ocap € [0, 1] is the maximum safe capac-
ity threshold; and HazardEvents(¢) denotes the count of verified hazard
events within the evaluation window.

Typical triggers include abnormal climate measurements, excessive
transport or infrastructure utilization, and verified public-safety or
health-related hazard events.

Definition 2 (History-reputation trust; HRT). This measure captures the
trustworthiness of an agent by combining its historical performance with
peer reputation, while discounting older observations over time.

Ti (l‘) = 0 r= to,
HRT 8 Tipe(t = AT) + (1 = 8) (@, () + o, Ty, (1), otherwise,
)

where T, = 0.5 is the initial trust value at time 7,; ¢ denotes the current
discrete trust evaluation instant; AT > 0 is the fixed trust update in-
terval with evaluations at ¢ = #; + kAT for k € Ny; @, = .7 and w, = 0.3
are weighting coefficients satisfying o, + ®, = 1; € (0, 1) is the expo-
nential forgetting factor; and s(r) € {0, 1} denotes the outcome of the
most recent interaction observed over (1 — AT, t]. Typically, § € [0.8,0.9]
balances responsiveness to recent behavior with robustness against
transient fluctuations, while the representative weighting w, = .7 and
, = 0.3 prioritizes direct experience over peer reputation without los-
ing sensitivity to ecosystem consensus. These parameters are policy-
configurable and calibratable according to service criticality and gov-
ernance requirements.

Peer reputation trust derives from model alignment within the
ecosystem:

T (t)= Zjnil ¢; W/ =1

. T (ty) =05 (6)
Rept M Rept\'0
Zj:l €j

where f* denotes the consensus outcome among peers whose cumula-
tive credibility exceeds a predefined governance threshold. Similarly, M
is the number of peer agents, c; € [0, 1] denotes the credibility of peer
Jj,and f; € {0, 1} is the feedback reported by peer ;.

Definition 3 (Service risk). Service risk quantifies the likelihood of a ser-
vice exhibiting unreliable behavior in the near future based on its past
operational and reputational performance. Rather than relying solely
on raw historical outcomes, service risk is defined as the complement
of the history-reputation trust evaluated at the most recent trust update
instant, thereby incorporating both direct interaction results and peer
consensus.

RlService(t) =1

~Tiprt = AT), R

Service

(ty) = 0.5. @
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This formulation captures direct performance risk through recent inter-
action outcomes and reputational risk through peer feedback embed-
ded in T;IRT. Initializing Réemce(to) = 0.5 reflects a neutral risk assump-
tion under maximum uncertainty, consistent with reliability engineer-
ing principles where failure probability is modeled as the complement

of system reliability.

Definition 4 (Overall agent risk). The overall risk for each agent is deter-
mined by a combination of environment-driven anomalies and service
reliability. A tunable parameter 4; controls the relative contribution of
environmental risk versus service risk.

)+ (1-4)) R, o, (8)

Service

R'(t) = A; R

Env

where A; € [0,1] is a domain-dependent weighting parameter. Since
both R (1) and Rgemce(t) are normalized to [0, 1], their convex combi-
nation guarantees that R(r) € [0, 1]. The value of 4, reflects the sensitiv-
ity of a given domain to environmental conditions. In practice, higher
values are assigned to domains where environmental factors play a
dominant role (e.g., public safety or health services), while lower val-
ues are used in domains where service reliability is the primary driver
(e.g., software-centric information services). These weights are policy-
configurable and can be calibrated using historical incident data or
governance-driven risk assessments.

Definition 5 (Contextual trust). Contextual trust adjusts a baseline con-
fidence level according to operational factors including data freshness,
integrity and compliance. This mechanism enables agents to degrade
performance in a controlled manner as operational conditions deterio-
rate.

nl
T () = min(Tbase | § (R 1.0), 9
k=1
where T, € (0, 1) is the baseline trust assigned at service registration;
n; denotes the number of contextual modifiers for agent i; M, ,(¢) € [0, 1]
is the k-th normalized contextual modifier at time 7 (e.g., data fresh-
ness, sensor integrity, protocol compliance); and w; € [0, 1] are im-
portance weights satisfying ZZ; | Wi = 1. These parameters are policy-
configurable and calibratable using historical behavior, domain-specific
risk tolerance, or governance-defined thresholds; a representative choice
(e.8., Tpase = 0.7) reflects initial trust with sufficient margin for contex-
tual degradation.

Definition 6 (Overall trust). Overall trust represents the aggregate trust-
worthiness of an agent by combining its historical-reputation trust and
contextual trust using risk-adaptive weighting.

T(i)verall(t) = wyrr(?) TIEIRT(I) + we) T(iitx(t)’ (10)
where

wyrt®) = 0.5 - 02 R (1), we(t) =0.5+0.2 R (7).

These weights satisfy wygpp(t) + we() =1 for all 7, ensuring that
Tc")verau(t) €1[0,1]. Since Ri(t) €[0,1], the weights are bounded as
wygrr() €10.3,0.5] and wc(r) € [0.5,0.7], guaranteeing non-negative
contributions. Reputation effects are incorporated exclusively through
TIQRT(I), avoiding double counting while preserving sensitivity to peer
consensus. As agent-level risk increases, the model places greater em-
phasis on contextual trust to reflect heightened sensitivity to real-time

operating conditions.

Definition 7 (Ecosystem metrics). At the city scale, ecosystem metrics ag-
gregate trust and risk across all active agents to provide a global view
of system reliability and safety.

1 i
TEcosystem(t) = [A®)| ;()TOverall(t)’
i€A(t

1D

R 1) = max R'(?).
Ecosystem() €A ()
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The maximum operator used for ecosystem-level risk reflects a conserva-
tive governance strategy: the presence of a single high-risk agent is suffi-
cient to trigger system-wide monitoring or corrective action. This choice
is consistent with established practices in security- and safety-critical
systems, where overall safety is constrained by the weakest component.
In contrast, the average ecosystem trust value provides a representa-
tive measure of overall system performance and is useful for assessing
service quality, planning capacity, and allocating resources.

GRC enforcement and threshold calibration. SORA enforces GRC by map-
ping continuous trust and risk metrics (Definitions 1-7) to explicit pol-
icy thresholds, as summarized in Table 3. These thresholds govern ad-
mission, escalation, access control, and intervention decisions. At the
agent level, disaster-related actions are triggered when risk exceeds 6,
and trust falls below 60y, i.e., Ri(r) > 6 and T(Sverall(t) < 0;. Represen-
tative values 6z = 0.70 and 6; = 0.60 balance early detection and false-
positive suppression. Higher 6, and lower 6; reduce alert fatigue in
non-critical domains, while safety-critical scenarios favor higher sen-
sitivity. Trust thresholds also regulate access control. Highly trusted
agents receive full privileges, moderately trusted agents operate under
restrictions, and low-trust agents are denied access. Thresholds are tight-
ened automatically during elevated ecosystem risk. At the governance
layer, SORA enforces domain-specific admission thresholds z(i) based
on safety criticality, e.g., 7, = 0.60 for weather, 0.55 for traffic, and 0.65
for fire services. These values are calibrated using historical incidents,
regulatory margins, and acceptable false-positive rates. Ecosystem-level
enforcement uses aggregated metrics Rpcosystem () @ Tcosystem ()- City-
wide threshold violations trigger coordinated escalation or human-in-
the-loop review. Hysteresis and cooldown constraints (Table 3) prevent
oscillatory behavior. Together, this threshold-driven strategy converts
trust and risk scores into enforceable and auditable GRC controls.

4.5. Agentic and SORA blockchains

The governance framework uses a dual-chain setup for local and city-
wide oversight. Each Al agent logs decisions on an Agentic Blockchain,
a decentralized ledger for audits and domain rules via smart contracts.
At the global level, the SORA Blockchain gathers evidence from all do-
main chains, provides cross-domain audits, enforces shared contracts,
and manages trust, escalations, and emergency actions. Together, these
chains form layered trust: Agentic Chains ensure local compliance, while
the SORA Chain consolidates this into risk-aware, global governance.
This structure avoids single points of failure and balances local flexibil-
ity with city goals.

In the current implementation, both the Agentic and SORA
blockchains operate as permissioned MultiChain networks using the
built-in Proof-of-Work (PoW) consensus with a fixed validator set. This
configuration yields stable and predictable throughput suitable for gov-
ernance logging, auditability, and policy enforcement rather than high-
frequency transaction processing. Alternative consensus mechanisms
(e.g., PoA or BFT-based protocols) can be adopted in future deployments
to improve throughput without affecting the proposed trust-risk-GRC
models.

The end-to-end enforcement flow that unifies per-agent execution
and global validation is specified in Algorithm 2 (with metric computa-
tions referencing Definitions 1-7).

5. Use case description: decentralized, trusted GRC for smart-city
disaster management

Building on prior work advocating hybrid governance that pre-
serves city-level policy control while decentralizing execution, we im-
plement a smart-city disaster management use case to balance agility
and accountability. Agents operate near their data and apply defense-
in-depth principles, while a lightweight governance layer enforces pol-
icy, provenance, and auditability without introducing centralized bottle-
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Algorithm 2 Policy enforcement and logging via dual-chain gover-
nance.

Input: Agent observation for S; (AgentLogs); key K,; thresholds
(g, 07); domain baselines 7;(i); tolerances (eg,er,€e); Stability h;
cooldown At; optional partner .S;. Metrics computed per Definitions
(Defs) 1-7 in section 4.4 ; policy conditions from Table 3. Output: Deci-
sion € {approve, restrict,deny} anchored on Agent-Chain and SORA-
Chain.

1: Agent-side (W1-F1): Authenticate K;; preprocess input; compute
Rgnvs TarTs Rservices RY> Towo and Toyeran (Defs. 1-6). Append results
to AgentLogs and anchor record on Agent-Chain. Forward packet
P.={S,t, R, T(i)verall} to SORA.

2: SORA ingress (S1): Validate and admit only if packet is consistent
within (eg, er) and TCi)verall > 7,(i), following gate criteria in Table 3.

3: Selection & feedback (S2-S3): If multiple variants exist, select
highest trust (tie — closest risk). Issue error-directed feedback
(AR, AT) to non-selected candidates, per policy rules.

4: Decision (policy thresholds): If T; < 6y — deny; Else if T; <
0.7 or R; >0y — restrict; Else — approve. If partner S; in-
volved, enforce cross-domain rules; violations — deny.

5: Anchoring/Logging: Record {S;. S}, R;, T;, decision} in
GovDecisions and append to SORA-Chain Table 3, S2-S3).

6: System-level metrics (S4-S6, Def. 7): Compute ecosystem trust
and risk. If > 2 agents exceed high-risk triggers — joint actuation
(S4). If ecosystem thresholds exceeded — city-wide escalation
(S5), else apply trust-constrained escalation. Enforce hysteresis A
and cooldown Ar to maintain stability (S6); anchor outcomes to
SORA-Chain.

necks [19,47]. Three domain agents Weather, Traffic, and Safety operate
under dual-chain governance. Agent outputs are signed on the Agentic
Blockchain, while final governance decisions are anchored on the SORA
Blockchain. All agents follow the unified orchestration and escalation
workflow defined in Algorithm 2 and Table 3, as detailed in Section 6.

The roles, data sources, and processing pipelines of the three domain
agents are summarized below.

1. Weather agent: The Weather Agent processes meteorological data for
Karachi and Islamabad obtained from the Open-Meteo API for the
period 2014-2025 as shown in (Fig. 4). The dataset contains approxi-
mately 196,000 records and includes temperature, precipitation, hu-
midity, wind speed, cloud cover, UV index, and soil temperature.
Missing values are removed (< 1.2%), and features are normalized
using min-max scaling. Operational regimes are labeled as Heavy
Rain (> 40 mm/day), Rain (5-20 mm/day), and Heatwave (tempera-
ture > 40°C or anomaly +5°C with UV > 8); remaining conditions
are labeled Normal [48,49]. A supervised XGBoost classifier predicts
regimes and produces 20-hour forecasts. Outputs are stored as struc-
tured CSV files and consumed by three LLMs GPT-4.1 nano, Grok-4,
and DeepSeek-R1 to generate trust and risk assessments, including
predicted labels and explanatory reasoning. Signed outputs are an-
chored on the Agentic Blockchain and guide SORA’s policy enforce-
ment.

2. Traffic agent: The Traffic Agent estimates vehicular density as shown
in (Fig. 5) from CCTV streams using a pre-trained YOLOv8 model
designed for traffic density estimation [50]. The model is adopted
directly from the publicly available implementation and is not re-
trained in this study. Vehicle density is computed as the number
of detected vehicles per 100m road segment, where each vehicle
corresponds to a detected bounding box. A congestion threshold
of 15 vehicles per 100m is used, consistent with urban mobility
studies [51]. Detection outputs include bounding boxes, confidence
scores, and aggregate vehicle counts, which are logged in structured
CSV files. These outputs are consumed by GPT-4.1 nano, Grok-4,
and DeepSeek-R1 using fixed prompt templates to assess conges-
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Fig. 4. 20-hour temperature and weather regime forecast (Islamabad example)
shown via a Streamlit-based visualization. The line graph displays predicted
temperature trends with overlaid regime labels (Normal/Rain). These regime
classifications serve as contextual inputs to the Weather Agent, directly influenc-
ing environmental risk estimation and adaptive trust computation under chang-
ing weather conditions.

Fig. 5. YOLOvVS traffic-density output with bounding boxes and confidence
scores. The detected vehicle counts and confidence levels are aggregated to
quantify congestion intensity, which is then mapped to the Traffic Agent’s risk
and trust metrics for downstream governance and control decisions.

tion risk and to evaluate trust and risk with explanatory reason-
ing. Governance-approved recommendations, such as adaptive sig-
naling or traffic diversion, are signed and anchored on the Agentic
Blockchain.

3. Safety (Fire/Smoke) agent: The Safety Agent detects fire and smoke
events in CCTV streams as shown in (Fig. 6) using a pre-trained
YOLO11 “Flare Guard” model for real-time hazard detection [52].
The model is adopted as provided and is not fine-tuned further. Each
detection is logged with a timestamp, hazard type (fire or smoke),
confidence score, and spatial location. Detections with confidence
scores > 0.5 are forwarded to GPT-4.1 nano, Grok-4, and DeepSeek-
R1 for contextual annotation and trust-risk evaluation with ex-
planatory reasoning. Signed outputs are recorded on the Agentic
Blockchain. Hazard confidence directly elevates environmental risk
and triggers SORA’s escalation and emergency response policies.

A consolidated summary of the data sources, model performance, pri-
mary outputs, and ledger anchoring for all agents and the governance
authority is presented in Table 2.
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Fig. 6. YOLO11 “Flare Guard” output on a hazard scene showing detected
smoke (0.74) and fire (0.55) regions. These confidence scores are interpreted as
hazard severity indicators and are used to elevate environmental risk, triggering
SORA’s escalation and emergency response policies in safety-critical scenarios.

5.1. Governance authority

SORA (Security & Operational Response Agent) acts as the supervi-
sory governance node, maintaining its own trust-risk reference to eval-
uate each agent’s LLM outputs. The model with the lowest mean ab-
solute error (MAE) per interval is selected as authoritative, while oth-
ers receive signed, policy-based feedback for convergence. All gover-
nance artifacts validations, selections, feedback, policy versions, and
directives are immutably recorded on the SORA Blockchain, with the
Agentic Blockchain ensuring edge provenance. This dual-ledger setup
supports embedded compliance, human-on-the-loop oversight, and
tamper-evident auditability in multi-agent smart-city systems [13,19,
531.

5.2. Operational policy matrix

Governance enforcement in SORA builds on the trust and risk con-
structs defined in Section 4.4, operating on Overall Agent Risk R/(f)
(Def. 4), Overall Trust Tc")verau(t) (Def. 6), and aggregated ecosystem
metrics (Def. 7). The unified policy matrix (Table 3) integrates agent
triggers, governance filters, model selection, feedback, and cross-agent
escalation, ensuring that advisories, rerouting, or hazard protocols ac-
tivate only when thresholds are crossed, with stability maintained via
hysteresis and cooldown controls.

5.3. Agentic Al pipeline with use case context

In order to give the formal definition of the smart-city disaster man-
agement ecosystem, this section introduces the mathematical defini-
tion of the agentic Al pipeline implemented in the usecase agents of
Weather, Traffic, and Safety (Fire/Smoke). The pipeline is hybrid, in-
tegrating trained and pre-trained models of ML and Computer vision
to do perception and domain-specific prediction (e.g., XGBoost regime
classification and YOLO-based detection), and pre-trained Large Lan-
guage Models (LLMs) to do contextual reasoning, policy interpretation,
and governance-sensitive decision support. At the time of every deci-
sion, a deterministic (hard-coded) prompt template is filled with real-
time API values, verified ML outputs and a similar structured prompt is
released to three LLMs GPT, Grok, and DeepSeek to receive independent
risk trust ratings and explanations. The resultant multi-LLM outputs are
then compared to reference governance values, allowing the MAE-based
selection and alignment feedback-based on the result without a param-
eter change of LLM. This rigid division of perception/prediction (ML)
and contextual reasoning (LLMs) also facilitates explainability, repro-
ducibility, and regulation-consistent behaviour in heterogeneous smart-
city settings.
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Table 2
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Overview of domain agents and governance authority with data scope, outputs, performance, and ledger anchoring.

Agent / Authority Data Scope Primary Outputs Performance and Ledger

Weather Agent Open-Meteo (2014-2025): Classification (Normal, Rain, Heavy XGBoost (Accuracy: train =
temperature, precipitation, humidity, Rain, Heatwave); trust-risk rationale 0.998, test = 0.978); Agentic
wind, cloud cover, UV Chain

Traffic Agent Vehicle counts: CCTV streams; Congestion, risk and trust; routing Pre-trained YOLOV8 (mAP@50
congestion threshold: 15 recommendations = 0.975, mAP@50-95 = 0.742);
vehicles/100 m Agentic Chain

Safety Agent Fire and smoke detections: CCTV Hazard extent with confidence-based Pre-trained YOLO11 “Flare
streams annotations; risk—trust Guard” (mAP@50 = 0.770,

SORA Governance Cross-agent oversight and policy

enforcement

mAP@50-95 = 0.492); Agentic
Chain
MAE-based LLM selection, corrective Governance records; SORA Chain

feedback, and global directives

Table 3

SORA unified policy matrix: agent triggers, governance filters, and escalation (using R, T, and ecosystem metrics from Defs. 4-7).

Scope ID Trigger / Rule

Primary Action Notes

Agent-Level Policies

Weather w1 RWea(r) > 0.60 A TN | (1) < 0.65
Traffic T1 R™(1) 2 095 AT | (1) < 0.65
Fire F1 RFire(1) > 0.95 ATE™® (1) > 0.65

Overall

Select LLM closest to SORA reference
(post S1)

Select closest-to-SORA LLM (post S1)
Enforce most consistent LLM (post S1)

Flood/heatwave advisories

Rerouting, signal tuning
Dispatch, evacuation

Governance-Level Policies

Code vars: risk_thresh=0.07,
trust_thresh=0.05
No fallback for Weather/Traffic

Admit candidates

Select best model

SORA S1 Risk-Trust Gate: admit if |AR| <0.07, |AT| <0.05, and
T2 > 7.()) (Wea:0.60, Tra:0.55, Fire:0.65)

SORA S2 Selection & Tie-break: choose max T; if tie, pick min|AR|
(ties within 0.01 equal). Fallback (Fire only): nearest T > 7.,
else nearest 7

SORA S3 Error-Directed Feedback: AR = Rgops — R;, AT = Tgopp —

Tj

Feedback to non-selected Apply 50% adjustment; clip [0, 1]

Cross-Agent / Ecosystem Policies

Cross-Agent S4 > 2 agents with R(r) > 0.80
Ecosystem S5 Recosystem (1) > 0.70 A Tieosysiem () 2 0.60
Safety S6 Hysteresis h = 0.05, cooldown Az, = 15min

Joint actuation (reroutes, co- Tverall modulates confidence
alerts)
City-wide escalation

Stability / anti-chatter

Human confirmation if T oeysem < 0.60
Prevent oscillations and alert spam

a  Abbrev.: Wea=Weather, Tra=Traffic, Fire =Fire(Safety). R=Overall Risk (Def. 4), T = Overall Trust (Def. 6).

5.3.1. Dataset and predictive model formulation

Let ¢ denote a discrete decision interval in the smart-city opera-
tional timeline. Each domain agent A; € {Weather, Traffic, Safety} ac-
quires real-time observations from heterogeneous data sources, includ-
ing external APIs and physical sensors. This ecosystem are represented
as:

D;(1) = {x,(®), x,(D), ..., x, (D)},

where D;(r) consists of structured numerical signals (e.g., temperature,
precipitation, vehicle counts), semi-structured metadata (e.g., times-
tamps, geolocation), and unstructured inputs (e.g., traffic or CCTV
frames). To ensure deterministic, explainable, and domain-accurate per-
ception, each agent employs a trained or pre-trained ML/CV model g;(-)
that maps raw observations to domain-specific predictions:

yi(l) = gi(Di(t)),

where y,(r) denotes the validated predictive output consumed by down-
stream reasoning components.

(12)

13

Weather dataset and XGBoost model. For the Weather agent, Dyeather ()
consists of meteorological variables obtained from the Open-Meteo API,
a publicly available and widely used weather data service. At each de-
cision interval ¢, the weather observation vector is represented as:

Dyeather() = [T (1), P(1), H(1), W), UV ()], (14

where T'(r) denotes ambient temperature (°C), P(¢) is precipitation
(mm/day), H(¢) is relative humidity (%), W () is wind speed (m/s), and
UV (¢) is the ultraviolet index.

10

For example, a sampled observation at time 7 may be expressed as:
Dyeather(t) = [41.2, 48.6, 72, 6.3, 9.1], (15)

indicating extreme heat with heavy precipitation and high UV expo-
sure. These continuous-valued features are mapped to discrete weather
regimes (e.g., Normal, Rain, Heavy Rain, Heatwave) using a trained XG-
Boost classifier:

(16)

where yyeamer(f) denotes the predicted regime label. XGBoost is selected
for its ability to capture non-linear interactions between meteorological
variables, robustness to noisy environmental data, and strong perfor-
mance on structured, tabular data-sets, properties that are essential for
reliable perception in governance-sensitive smart-city applications.

Yweather(!) = &xGB (DWeather(l))7

Traffic dataset and YOLO-based detection model. For the Traffic agent,
Drpafiic(t) consists of visual data streams acquired from roadside surveil-
lance cameras and urban traffic monitoring systems deployed across the
city. These data sources provide real-time image or video frames repre-
senting vehicular flow conditions at time 7. Formally, the traffic obser-
vation at time ¢ is expressed as:

DTrafﬁc(I) = {Ik(t) I k=12,.. sN}s a7)

where I, (7) denotes the k-th image frame captured within a fixed aggre-
gation window (e.g., 100-meter road segment).Each frame is processed
using a pre-trained YOLOv8 object detection model to identify and lo-
calize vehicles in real time:

Yraffic(®) = &yoro (DTrafﬁc(t))’ 18)
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where yr.¢.(f) represents the estimated vehicle count and associated
confidence scores.

The YOLO detector outputs a set of bounding boxes:
yTrafﬁc(t) = {(b/-,cj) li=12,.. aM}9
where b ;= (x;, ¥, w;, b)) denotes the bounding box coordinates of the
j-th detected vehicle and ¢ ; €10,1]is the corresponding detection con-

fidence.
The aggregated vehicle density for a road segment is computed as:

19)

M
V=Yl 206,). (20)
j=1
where [(-) is the indicator function and 6, is the confidence threshold
(set to 0.5 in our implementation).
For example, a sampled traffic observation may yield:

Yrraffic(®) = {(b1,0.91), (5,,0.88), ..., (by, 0.84)},

resulting in an estimated vehicle count of V() = 20 vehicles per 100-
meter segment.YOLOVS is selected for traffic perception due to its single-
stage detection architecture, which enables low-latency inference and
high detection accuracy in dense urban environments. Its ability to
jointly localize and classify multiple vehicles within a single forward
pass makes it particularly suitable for real-time congestion estimation
and agentic decision pipelines, where timely and consistent perception
is critical for governance-aware traffic management.

(21)

Safety dataset and fire/smoke detection model. For the Safety agent,
Dagafery (1) consists of visual data streams obtained from urban CCTV cam-
eras deployed in public spaces, commercial districts, and critical infras-
tructure. These cameras provide continuous image or video frames that
capture potential hazardous events such as fire or smoke. Formally, the
safety observation at time ¢ is represented as:

Dgafery() = {F () | k=1,2,... N}, (22)

where F,(7) denotes the k-th video frame captured within a short tem-
poral window.

Each frame is processed using a pre-trained YOLO-based fire and
smoke detection model to identify hazardous regions in real time:

Ysafety (1) = &rire (DSafety (t)) > (23)

where ygqfery () denotes the detected hazard instances and their associ-
ated confidence scores.
The detector produces a set of hazard predictions:

ySafety(t) = {(bjycjsfj) [j=12,..., M}’

where b; = (x;,y;,w;, h;) represents the bounding box coordinates of
the j-th detected region, ¢; €[0,1] is the detection confidence, and
¢; € {fire, smoke} denotes the hazard class label.A hazard event is con-
firmed when the maximum detection confidence exceeds a predefined

threshold:

1, if max.c; >6,,
H() = i 6=
0, otherwise,

(24)

(25)

where 6,, is the hazard confidence threshold (set to 0.5 in our implemen-
tation).For example, a sampled safety observation may yield:

Ysafety() = {(b,0.74, smoke), (b,,0.55, fire)}, 26)

indicating simultaneous smoke and fire detections within the monitored
scene.

YOLO-based architectures are selected for fire and smoke detection
due to their ability to perform real-time object localization and clas-
sification in visually complex environments. Their single-stage design
enables rapid hazard identification with bounded latency, which is es-
sential for safety-critical applications such as emergency response and
evacuation coordination.

11
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5.3.2. Multi-LLM reasoning layer: GPT-4, Grok, and DeepSeek

While trained and pre-trained ML/CV models provide deterministic
perception and prediction, contextual interpretation, policy reasoning,
and trust-risk synthesis require higher-level semantic intelligence. To
address this, the proposed ecosystem employs three pre-trained Large
Language Models (LLMs) ; GPT-4, Grok, and DeepSeek as parallel agen-
tic reasoning engines. These models are not used for prediction and are
not fine-tuned at the parameter level. Instead, they operate exclusively
as contextual reasoning functions over validated ML/CV outputs and
governance constraints.

Mathematical abstraction of LLM reasoning. At each decision interval 7,
a domain agent A; constructs a structured prompt P;(r) and submits it
concurrently to all three LLMs. Each LLM j € {GPT-4, Grok, DeepSeek}
is modeled as a semantic reasoning function:

fit P = (R ;(0, T, ;(1), E;;(®), 27
where R, ;(7) € [0, 1] denotes the inferred operational or environmental
risk, T; ;0 €10,1] denotes the inferred trust or confidence level, and
E; ;(?) is a natural-language explanation constrained to the provided ev-
idence.

By evaluating multiple LLMs in parallel, the system captures seman-
tic diversity arising from differences in training corpora, reasoning pri-
ors, and internal representations, which is critical for mitigating hallu-
cination and model-specific bias in safety-critical smart-city operations.

Hard-coded prompt structure with variable injection. To ensure determin-
ism, reproducibility, and governance alignment, all LLM interactions fol-
low a hard-coded prompt template ®(-) with strictly defined fields. Dy-
namic values are injected only through validated API data and ML/CV
model outputs. Formally, the prompt is constructed as:
P() = ©(D,(0), y0), TI;, ©;), (28)
where D;(r) represents raw observations, y;(t) denotes ML predictions
(e.g., weather regimes, vehicle counts, hazard detections), II; encodes
domain and regulatory policies, and ©; specifies trust-risk thresholds
and output constraints.

Prompt template (Hard-coded portion). The hard-coded portion enforces
strict reasoning boundaries and output formats:

SYSTEM ROLE: You are an agentic Al operating within a
smart-city governance framework. You must reason only
over the provided inputs. Do not assume or hallucinate
missing information. TASK:

 Estimate Risk by using given formulae R € [0, 1]

¢ Estimate Trust by using given formulae T € [0, 1]

» Provide a concise justification grounded in the in-
puts

OUTPUT FORMAT (STRICT JSON):

{
‘‘R’’: <float>,
c¢T22 . <float>,
‘‘explanation’’: ‘‘<text>’’
}

This structure ensures that all LLM outputs are machine-verifiable
and directly comparable across models.

Variable portion (Runtime injection). At runtime, real-time values re-
place placeholders in the prompt, for example:
Dryafiic(t) = {camera frames, timestamp},
Y1rafiic(t) = vehicle count = 20, (29)
Orratiic = (g = 0.85, 77 = 0.55}.
These injected values ensure that LLM reasoning is grounded in real
sensor evidence rather than free-form inference.
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Fig. 7. End-to-end workflow of the SORA-ATMAS architecture showing API-based orchestration of LLMs, local agentic validation, and global SORA enforcement
with dual blockchain anchoring. The figure demonstrates how agent-level decisions are first validated locally through LLM-based reasoning and then subjected to
global trust-risk evaluation and policy enforcement, enabling auditable and coordinated governance across heterogeneous disaster-management agents.

Governance-guided model selection. The governance agent (SORA) com-
putes reference trust-risk values (R ¢(?), T;¢¢(t)) and evaluates each LLM
output using Mean Absolute Error:

1
MAE; (1) = 3 (IR, (1) = Ryeg)] + IT; ;1) — Treg()]). (30)
The selected model is:
Jj*(r) = argmin MAE; (1), (€10
J

subject to trust and risk gating constraints. Non-selected models receive
error-directed feedback, which is injected into subsequent prompts, en-
abling iterative semantic alignment without modifying LLM parameters.

Rationale for multi-LLM design. GPT-4 provides stable, policy-aware rea-
soning suitable for baseline governance alignment. Grok introduces di-
versity and sensitivity to dynamic conditions, which is beneficial in
volatile mobility scenarios. DeepSeek complements the ensemble with
strong consistency in hazard-centric narratives, particularly in Weather
and Safety domains. The coordinated use of these models, governed
through quantitative validation and feedback, enables robust, explain-
able, and regulation-aligned agentic decision-making across heteroge-
neous smart-city services.

6. Workflow explanation and execution

The workflow integrates decentralized Al agents, LLM-based reason-
ing, and centralized governance to operationalize adaptive trust man-
agement in disaster response. As shown in Fig. 7, local agents process
sensor data, invoke multiple LLMs for semantic reasoning, and generate
structured risk-trust outputs that are relayed to the SORA Governance
Layer for validation, compliance enforcement, and escalation. Unlike
static pipelines, this workflow supports context-aware, risk-sensitive de-
cisions across both stable and high-risk scenarios. The closed feedback
loop (AR, AT) iteratively returned to agent nodes drives convergence
and MAE reduction (Section 7). The setup was implemented on a dis-
tributed testbed (as shown in Table 6).

Agent-level workflow (Local processing on PC-A).

12

1. Each domain-specific agent (Weather, Traffic, Safety) collects con-
textual sensor data (e.g., temperature, congestion levels, fire/smoke
frames) and records it into structured logs on Google Sheets. A sam-
ple message structure is defined as:

M = {AID, D,1, 4}, (32)

where AID denotes the agent identifier, D represents the sensor data
payload, 7 is the timestamp, and A encodes local compliance meta-
data.

. The logged entries are transmitted via API calls to multiple LLMs
(ChatGPT, Grok, DeepSeek), which act as the semantic reasoning
“brains.” Each model computes domain-specific trust and risk com-
ponents:

{

which are then aggregated into overall trust-risk scores R'(f) and
T'(t) according to the definitions in Section 4.4.

. The agent signs and forwards the per-LLM outputs {R'(¢),T/(¢)} to
SORA. The signed packet is anchored on the Agentic Blockchain for
provenance.

Ti

i
R Ctx’

Service’

Ri

Env’

T )- (33)

SORA governance workflow (on PC-B).

1. At the governance node, SORA first ingests raw sensor values trans-
mitted by the agents. These inputs are checked using the policies
given by the Security Policy Engine for authentication, authoriza-
tion, and access control and by the Cross-Domain Operational Pol-
icy Engine for domain-specific compliance. Only packets that pass
both checks are admitted, and from these, SORA computes the
governance-level reference risk R™f and trust 7™ values according
to the definitions in Section 4.4, which form the baseline for com-
parison.
SORA then receives the signed per-LLM outputs {R'(¢), T'(¢)} from
each agent. These packets are again verified for provenance, autho-
rization, and compliance. Invalid or non-compliant packets are dis-
carded before further processing.
. For each valid packet, SORA calculates the Mean Absolute Error
(MAE) between an LLM’s reported outputs and its governance ref-

2.
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erence values:

1
MAE/.=§(|Rj—Rref|+|Tj—Tref|), (34

where j indexes the LLMs. These MAE scores are used in policy
step S2 (model selection) and step S3 (error-directed feedback).
4. The Adaptive Trust and Risk Enforcement Engine applies global
thresholds as specified in the policy matrix. Formally:

deny, T' < 6r,
Decision ={restrict, R'> 6, (35)
approve, otherwise.

This ensures that high-risk or low-trust outputs cannot bypass
systemic safeguards.

5. Cross-agent and ecosystem-level policies are then enforced. If at least
two agents report high risk (R’ > 0.80), joint actuation is triggered,;
if the ecosystem risk exceeds 0.70 with ecosystem trust > 0.60, global
level escalation follows (with human confirmation required if trust
is lower).

6. All governance decisions, including model selection, feedback, joint
actions and escalation outcomes are immutably anchored on the
SORA Blockchain. In addition, all dispatched alerts (such as flood
advisories, traffic reroutes and fire evacuations) are also logged on-
chain for provenance and audit while being simultaneously delivered
to stakeholders via API channels.

This layered synchronization between PC-A and PC-B is maintained
through structured data exchange (Google Sheets API), tamper-resistant
anchoring on the Agentic and SORA Blockchains, and lightweight mes-
saging for the timely dissemination of alerts and directives.

7. Results and discussion

The evaluation of the SORA-ATMAS framework is conducted in two
dimensions: Semantic alignment of local LLMs with governance-enforced
reference outputs and Operational performance of SORA as a central-
ized authority within a distributed multi-agent setting including cross-
domain interoperability for coordinated escalation. On the semantic
side, the focus lies on how candidate models progressively converge to-
ward policy-aligned outputs under governance supervision. On the op-
erational side, we analyze throughput, execution time, and governance-
induced delay across varying workloads to capture the trade-offs be-
tween oversight, responsiveness and blockchain anchoring. Together,
these results demonstrate SORA’s ability to balance correctness, safety,
and scalability in smart-city disaster governance.

7.1. Agent-level evaluation of LLMs

Three domain agents (Weather, Traffic, and Fire/Smoke) were eval-
uated across three iterations (Iter. 0-2). Each agent processed 20 struc-
tured requests per iteration, yielding 60 total observations per model
per iteration. This smaller, controlled batch size was used for semantic
convergence analysis rather than large-scale throughput testing. The se-
lection of candidate LLMs (GPT, Grok, DeepSeek) was governed by two
joint criteria:

1. Minimizing the Mean Absolute Error (MAE) with respect to SORA’s
reference values, and
2. Satisfying governance policies (S1-S3) as given in Table 3.

Specifically, the policies enforced a risk_threshold =0.07, a
trust_threshold =0.05, and domain-specific trust baselines 7, =
{0.60,0.55,0.65} for Weather, Traffic, and Fire/Smoke, respectively.
When no candidate satisfied S1, the fallback mechanism was activated,
allowing a model to be selected solely for meeting the trust baseline z,,
even if its MAE was not minimal. Error-directed feedback (AR, AT) was
iteratively applied with an adjustment factor of 0.5 (clipped to [0, 1]),
driving non-selected models toward convergence. Figs. 8 and 9 show the
trajectory of risk-trust values and the evolution of MAE distributions.
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Weather agent. The Weather agent maintained low Rgyeran values
across iterations. At Iter. 0, GPT achieved the lowest MAE (risk and
trust). By Iter. 1, error feedback allowed DeepSeek to significantly re-
duce its trust MAE, and by Iter. 2, DeepSeek surpassed GPT with the
lowest trust MAE while maintaining stable risk alignment. Risk MAE
remained negligible, confirming stable conditions.

Traffic agent. Traffic data showed a high-risk plateau (R = 0.85). Grok
consistently achieved the lowest MAE across iterations, dominating in
Iter. 0 and Iter. 1. GPT and DeepSeek reduced their trust MAE over it-
erations, as seen in Figs. 8 and 9. By Iter. 2, Grok retained dominance,
illustrating its stability under congestion. Risk MAE remained near zero,
making trust MAE the decisive factor.

Safety (Fire/Smoke) agent. The Fire/Smoke agent transitioned
from high-risk/low-trust (R >0.9,7 <0.2) to low-risk/high-trust
(R=~0.1,T > 0.6). At Iter. 0, most models failed the S1 trust gate
(z7 = 0.65), activating the fallback policy, which selected DeepSeek
despite its higher MAE. By Iter. 1, DeepSeek maintained dominance
while lowering its trust MAE. By Iter. 2, more models satisfied S1, but
DeepSeek still outperformed with the lowest trust MAE.

Key trends. Across all agents, SORA governance mechanisms (S1 gating,
S2 tie-breaking, S3 feedback, fallback) consistently reduced trust mean
absolute error (MAE) while maintaining stable risk MAE. These findings
indicate that governance ensured threshold compliance and minimized
MAE, guiding models toward SORA reference behavior and maintain-
ing safety in dynamic conditions. Semantic alignment at the agent level
enables coherent cross-domain reasoning, allowing SORA to integrate
independent risk and trust assessments.

Governance-enforced operational convergence. The sequential decline in
mean absolute error (MAE) observed in Figs. 8 and 9 arises from the
policy-guided feedback mechanism defined in Algorithm 2(steps S2-S3)
and summarized in Table 3. Specifically, the 50% adjustment factor ap-
plied to the system error signals (AR, AT) systematically steers non-
selected large language models (LLMs) toward the SORA reference
model. The fallback mechanism, which is triggered when no model
satisfies policy S1, ensures continuous system operation. More impor-
tantly, operational safety is preserved even in the absence of complete
semantic alignment, as only SORA-approved outputs are enacted and are
immutably logged on-chain. Consequently, SORA-ATMAS demonstrates
convergence through empirically observed, governance-enforced be-
havior rather than asymptotically guaranteed theoretical convergence,
while maintaining bounded and secure behavior at every iteration.

MAE reductions and statistical analysis

The MAE reductions across iterations as shown in Figs. 8, and 9 were
analyzed using boxplots and Wilcoxon Signed-Rank tests. The boxplots
Fig. 10 show the variance in MAE Total reductions across iterations for
the Weather, Traffic, and Fire/Smoke agents. These reductions are com-
pared against the single-LLM baseline (GPT) and the oracle-selection upper
bound to assess model performance.

The Wilcoxon Signed-Rank test results for MAE reductions across
iterations are presented in Table 4. P-values below 0.05 indicate statis-
tically significant reductions in MAE. Except for GPT in certain agent
iterations (e.g., Weather Agent), all models show significant reductions.

Additionally, the Mean MAE for the single-LLM baseline (GPT) and
the oracle-selection upper bound are provided in Table 5. The single-
LLM baseline (GPT) is used as a comparison to assess model perfor-
mance, and the oracle-selection upper bound represents the best possi-
ble model selection.

Combining the graphical evidence (Figs. 8 and 9), statistical tests
(Table 4) and policy-constrained selection (Algorithm 2, Table 3), prove
that SORA-ATMAS satisfies the operational convergence of governance
without violating safety invariants on each step.
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Iteration 0: Comparison of Risk and Trust with SORA
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Iteration 1: Comparison of Risk and Trust with SORA
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Fig. 8. Iterations 0 and 1: Comparison of candidate LLMs with SORA across Weather, Traffic, and Fire/Smoke agents. Top: Trust and Risk trajectories. Bottom: MAE-
to-SORA distributions. The results show that SORA-guided selection and feedback rapidly reduce trust and risk divergence, providing early alignment of candidate

LLMs toward governance-consistent behavior.

Table 4

Wilcoxon signed-rank test results showing the de-
crease in MAE across iterations. Statistically sig-
nificant improvements at low p-values (< 0.05)
confirm the convergence trends in Figs. 8-9 and
the effectiveness of the governance-based feed-
back loop (Algorithm 2, S2-S3).

Agent Model P-Values

Weather GPT 0.1088 / 0.1797
Weather DeepSeek  0.000078 / 0.000120
Weather GROK 0.000124 / 0.000124
Traffic GPT 0.000087 / 0.000087
Traffic DeepSeek  0.000077 / 0.000166
Traffic GROK 0.006459 / 0.002968
Fire/Smoke  GPT 0.0455 / 0.0455
Fire/Smoke DeepSeek 0.0339 / 0.0339
Fire/Smoke GROK 0.000175 / 0.000175

Table 5

Mean MAE for Single-LLM Baseline and Oracle-
Selection Upper Bound.

Agent Mean MAE

Weather 0.00445 (GPT), 0.0039 (Oracle-Selection)
Traffic 0.08685 (GPT), 0.0072 (Oracle-Selection)
Fire/Smoke 0.00400 (GPT), 0.0040 (Oracle-Selection)

7.2. Performance evaluation of SORA

After establishing agent-level semantic alignment, we evaluate
SORA'’s runtime performance as a governance authority. Beyond local
processing, SORA validates reports, enforces policies, and anchors deci-
sions on the blockchain, introducing governance overhead measured by
three key metrics:
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1. Throughput (T): The effective rate of governance-approved re-
quests per second:

N

- flast decision _ ffirst request ’

(36)

where N is the number of processed requests.

. Execution time (ET): The average per-request latency at the agent
level, comprising policy fetching, local risk-trust computation, and
secure logging to the Agent-Chain:

ET = tfetch 4 gcompute tAgentic-Chain log. (37)

. Operational delay (D): The additional per-request overhead intro-
duced by SORA governance, consisting of global validation, MAE-
based LLM selection, corrective feedback dissemination, final deci-
sion synthesis, and SORA-Chain anchoring:

D= tvalidate + tMAE-select + tfeedback + tﬁnal-decision + tSORA-Chain log_
(38)

Experimental testbed configuration. The performance evaluation was
conducted on a distributed two-layer testbed consisting of multiple
agent nodes and a single governance node. The hardware, network,
and blockchain configurations used for experiments are summarized in
Table 6.

Experimental setup. The performance evaluation used synthetic work-
loads simulating structured observations from domain agents such as
Weather, Traffic, and Safety, with request sizes of 100, 500, 1000, and
2000. To assess scalability, a fixed workload of 100 requests was used
to measure throughput (T), execution time (ET), and governance delay
(D) across different agent configurations. Larger configurations with six
and nine agents were projected using an analytical M/M/c queueing
model [54] calibrated to the measured three-agent results, as hardware
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Iteration 2: Comparison of Risk and Trust with SORA
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Fig. 9. Iteration 2: Convergence of candidate LLMs toward SORA with stable risk alignment and further reduction in trust MAE. This figure demonstrates convergence
of the candidate models under repeated governance feedback, indicating stabilization of both trust and risk signals across all agent domains.

Table 6
Hardware configuration for SORA evaluation.
Component Specifications

Agent Nodes (3 x PC-A) Intel® i7-12700K (3.8 GHz, 32 threads); 32 GB
RAM; 1 TB SSD; Ubuntu 22.04.

AMD Ryzen 9 5900X (64 threads); 64 GB
RAM; 2 TB SSD; Ubuntu 22.04.

Gigabit LAN, <2 ms latency.

Multichain: synchronous (SORA-Chain),
asynchronous/batched (Agentic-Chain).

Governance Node (PC-B)

Network
Blockchain

constraints limited physical scalability beyond three nodes. Timers at
both the agent and governance layers recorded ET and D, while T was
derived from the total wall-clock duration.

Runtime performance and scalability of SORA. The run-time performance
of SORA, including blockchain-anchored decision-making and deci-
sion synthesis, was assessed with a series of synthetic workloads of
various sizes. The results for throughput, execution time (ET), and
governance delay (D) of the 3-agent configuration are provided in
Table 7.

The scalability of SORA was further analyzed across different agent
configurations (3, 6, and 9 agents). For the 3-agent configuration, we
measured throughput, execution time, and governance delay. For the 6-

15

Table 7
Runtime performance of SORA including blockchain an-
choring and decision synthesis.

Requests T (req/s)* ET / req (ms)? D / req (ms)?*
100 17.2 58 21
500 16.3 61 32
1000 15.2 65 52
2000 13.8 72 92

2 Notes: T = Throughput, ET = Execution Time per
request, and D = Operational/Governance Delay per re-
quest.

and 9-agent configurations, the results were projected using an analyti-
cal M/M/c queueing model, as shown in Table 8.

Throughput trends. As shown in Table 7 and Fig. 11, throughput de-
clines moderately with workload size, from 17.2 req/s at 100 requests
to 13.8 req/s at 2000, primarily due to serial governance operations and
dual-chain anchoring. Throughput remains above 13 req/s even under
the maximum load, confirming practical scalability for near-real-time
applications.

Execution time analysis. Execution time at the agent level increases mod-
estly (58 ms to 72 ms) with higher workloads, indicating that policy
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Fig. 10. MAE distribution across iterations for Weather, Traffic, and Fire/Smoke agents, with baseline (GPT) and oracle upper bound for comparison. The progressive
reduction in MAE across iterations confirms that SORA-guided governance systematically improves alignment accuracy while maintaining bounded variance relative

to oracle behavior.
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Fig. 11. Performance of the SORA governance layer for the three-agent de-
ployment, showing execution time (ET), governance delay, and throughput. It
demonstrates that SORA maintains predictable latency and stable throughput as
request volume increases, validating its suitability for real-time governance and
escalation in smart-city disaster scenarios.

Table 8
Scalability analysis across different agent configurations.
Projections are simulation-based on fixed 100 requests.

3 Agents 6 Agents 9 Agents
Metric (Measured) (Projected) (Projected)
T (req/s)* 17.2 15.8 141
ET / req (ms)* 58 64 71
D / req (ms)* 21 38 62

a

Notes: T = Throughput, ET = Execution Time per
request, and D = Operational/Governance Delay per re-
quest.

fetching, local risk-trust computation, and Agentic-Chain logging scale
efficiently on CPU-only agent nodes. This confirms the lightweight na-
ture of local agent pipelines and efficient blockchain integration.

Operational delay trends. Governance/Operational delay (D) rises more
sharply (21 ms to 92 ms) as workloads grow, reflecting the additional
costs of validation, model selection, and synchronous SORA-Chain an-
choring. Despite this growth, delay remains under 100 ms for the tested
range, supporting the feasibility of responsive governance at modest
agent scales.

Scalability discussion. Analytical performance data presented in Table 8
extend the measured performance results to larger deployment sizes.
Under comparable agent loads and networking conditions, SORA is ex-
pected to support more than 14 requests per second for deployments
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with nine agents. The increased synchronous anchoring and coordina-
tion overhead associated with governance leads to higher governance
latency. The identified scalability limitations of the governance layer in
large-scale deployments will be addressed through proposed architec-
tural enhancements, including SORA sharding, partial asynchronicity,
and multichain partitioning.

In general, SORA finds an effective middle ground to ensure both
runtime responsiveness and regulatory monitoring; the distributed
testbed (Table 6) shows that CPU-only agent nodes can provide a high-
quality execution and verifiable blockchain anchoring in a resource-
efficient manner; the empirical data collected from 3-agents as well
as the simulations demonstrate a conservative, but practical, view of
SORA’s scalability and identify paths toward optimizing it for larger-
scale smart-city deployments

7.3. Baseline performance validation with GPT-only governance

To validate the realism of the reported throughput and governance
delay in a dual-chain, multi-agent setting, we perform a compara-
tive runtime analysis against a recent state-of-the-art blockchain-based
smart-city system that integrates GPT models for smart contract opti-
mization [55]. Unlike the full SORA framework, which supports MAE-
based multi-LLM selection, this analysis evaluates SORA in a GPT-4-only
configuration, while keeping all governance logic, policy enforcement,
and dual-chain anchoring unchanged. This provides a controlled base-
line comparison focused on governance overhead and end-to-end deci-
sion latency.

Comparison baseline and experimental alignment. The reference system
in [55] evaluates GPT-2, GPT-3, and GPT-4 optimized smart contracts
on a permissioned MultiChain blockchain for secure smart-city service
interoperability. Both systems share key architectural characteristics,
including permissioned blockchain execution, API-driven Al integra-
tion, and governance-oriented transaction flows. However, the bench-
mark system primarily optimizes cryptographic message exchange and
contract execution, whereas SORA additionally enforces trust-risk val-
idation, policy gating, cross-agent consistency checks, and dual-chain
anchoring. Accordingly, the comparison emphasizes runtime realism
rather than absolute performance parity.

Measured performance comparison. Table 9 presents a side-by-side com-
parison of runtime performance across increasing request volumes. For
SORA, all reported values correspond to a three-agent deployment op-
erating in a GPT-4-only configuration, without MAE-based model selec-
tion, and are obtained from direct runtime measurements on the phys-
ical testbed described in Section 7.2. Benchmark values for GPT-3 and
GPT-4 are reproduced from [55] under their Python-based MultiChain
configuration.
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Table 9
Performance comparison: SORA (3 agents, GPT-4 only) vs. GPT-optimized
smart contracts from [55].

Requests Throughput (req/s) Operational / Governance Delay (ms)

SORA (GPT-4) GPT-3* GPT-4° SORA (GPT-4)" GPT-3° GPT-4"
100 17.2 1.41 1.65 21 409.00 368.00
500 16.3 7.80 9.10 32 135.63 120.35
1000 15.2 1450 17.85 52 95.63  85.22
2000 13.8 28.10 3240 92 70.88  63.45

a2 Notes: SORA results correspond to a GPT-4-only configuration with
governance validation and dual-chain anchoring enabled. GPT-3 and GPT-4
benchmark values are reproduced from Tables 22 and 23 of [55]. Operational
delay in SORA corresponds to governance delay (D), including validation, pol-
icy enforcement, and SORA-chain anchoring.
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Fig. 12. Comparative runtime performance of SORA (GPT-4-only) and GPT-
optimized smart contract systems [55]. Bars represent operational/governance
delay, while lines indicate achieved throughput across increasing request vol-
umes. The figure highlights that SORA maintains competitive throughput
(13.8-17.2 req/s) with substantially lower governance delay despite enforcing
trust—risk validation, cross-agent policy checks, and dual-chain anchoring.

Interpretation and realism of reported throughput. All SORA measure-
ments reported in Table 9 are obtained from direct runtime measure-
ments, with no queueing-based or analytical projection models applied
in this analysis. As illustrated in Fig. 12, SORA sustains throughput in
the range of 13.8-17.2 req/s while simultaneously enforcing trust-risk
validation, cross-agent policy checks, and dual-chain anchoring. These
values fall within the performance envelope reported by GPT-optimized
smart contract systems, which span approximately 1.4-51.8 req/s de-
pending on workload characteristics and optimization focus. Impor-
tantly, both the tabular and visual comparisons show that SORA main-
tains substantially lower operational delay (21-92 ms) than the bench-
mark system (52-409 ms), reflecting an optimized governance pipeline
that preserves responsiveness despite additional enforcement responsi-
bilities.

Architectural trade-offs and complexity perspective. From a complexity
standpoint, SORA’s end-to-end governance processing scales linearly
with the number of agents and candidate models, i.e., O(N|A||M|) per
batch (Table 10), with blockchain anchoring introducing bounded con-
stant overhead. In contrast, the benchmark system prioritizes crypto-
graphic contract execution efficiency, achieving lower per-contract ex-
ecution time at the expense of higher end-to-end operational delay. The
observed throughput and delay trends are therefore consistent with the
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respective architectural objectives of the two systems and do not indi-
cate unrealistic performance measurements.

Overall, this runtime validation analysis confirms that the reported
throughput and governance delay of SORA are realistic for a dual-chain,
multi-agent Al governance framework. The results align with indepen-
dently published GPT-based blockchain systems while reflecting the ad-
ditional enforcement responsibilities intrinsic to trust-risk-aware smart-
city governance.

8. Complexity analysis and research question validation

This section complements the experimental results by providing an
analytical assessment of the proposed framework and a synthesis of
how the full paper addresses the stated research questions. The anal-
ysis combines architectural design, workflow enforcement, algorithmic
governance, empirical evaluation, complexity analysis and correctness
guarantees to validate the proposed hypothesis at a system level.

8.1. Analytical complexity and correctness guarantees

The proposed architecture integrates deterministic perception mod-
els, parallel LLM-based reasoning, and a governance layer with
blockchain anchoring. Let |A| denote the number of active domain
agents, |M| the number of LLMs used per agent, and N the number
of requests processed within a given evaluation window. At the agent
level, perception and prediction costs are dominated by domain-specific
ML models such as XGBoost (for tabular weather data) and YOLO-based
detectors (for traffic and safety imagery). These operations execute inde-
pendently per agent and exhibit bounded, domain-dependent complex-
ity. Prompt construction and trust-risk computation incur constant time
overhead. At the governance level, each request requires evaluating | M |
candidate LLM outputs against policy thresholds, computing Mean Ab-
solute Error (MAE), and enforcing security, domain, and cross-domain
constraints. As a result, governance processing scales linearly with the
number of candidate models and active agents. Blockchain anchoring
introduces a constant per-decision overhead, which becomes the domi-
nant factor under high request volumes.

Table 10 summarizes the asymptotic time and space complexity of
each pipeline component. The linear dependence on |M| and |A| ex-
plains the moderate increase in execution time and governance delay
observed in Section 7.2, while the absence of super-linear terms con-
firms the practical scalability of the framework for multi-agent smart-
city deployments.

8.2. Research question validation

This subsection synthesizes evidence from the architecture, work-
flow execution, governance algorithms, analytical guarantees, and ex-
perimental evaluation to validate the stated research questions.

1. RQ1: Continuous validation of Agentic Al outputs. It is addressed
through the multi-layer validation pipeline that combines agent-
level reasoning with governance-level enforcement. Domain-specific
agents process sensor data and generate trust-risk estimates using
multiple LLMs. These outputs are continuously validated by SORA
through MAE-based comparison against governance reference val-
ues, policy gates (S1-S3), and fallback mechanisms. The workflow
in Section 6 and the convergence trends in Figs. 8 and 9 show that
governance-guided feedback progressively aligns agent outputs with
policy-consistent behavior while preventing unsafe decisions.

2. RQ2: Decentralized transparency and accountability via blockchain.
It is addressed by the dual-chain governance design. Agent-level de-
cisions and intermediate reasoning outputs are immutably logged on
the Agentic Blockchain to ensure provenance. Final governance de-
cisions, escalations, and cross-domain actions are anchored on the
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Table 10

Knowledge-Based Systems 337 (2026) 115403

Asymptotic time and space complexity per decision interval ¢ for the proposed agentic Al pipeline.

Pipeline Component Operation Description

Time Complexity Space Complexity

Weather perception (XGBoost)
Traffic perception (YOLOv8)

Safety perception (YOLO Fire/Smoke)
Prompt construction

Multi-LLM reasoning (per agent)
Agent-side trust and risk computation
Agentic-chain logging

SORA admission gate (S1)

MAE computation (S2)

Model selection and tie-breaking
Error-directed feedback (S3)

Policy enforcement

Ecosystem aggregation

SORA-chain anchoring

Batch of N requests

Vehicle detection and counting

Compute R, (1) and T;()

Select lowest-MAE candidate
Compute AR and AT

Compute T,.,(t) and R, (1)

Weather regime classification from API features

Hazard detection and confidence estimation
Hard-coded template population with real values
Parallel inference using GPT-4, Grok, DeepSeek

Append signed agent output to ledger
Validate AR, AT, and trust baselines
Compute MAE for candidate LLM outputs

Security, domain, and cross-domain checks

Append governance decision to ledger
End-to-end governance processing

O(Tigp(d)) o)
O(Tyg10(1) + O(K) O(K)
O(Tyg10(1) + O(K) O(K)
o(l) o(1)
O(|M|) API calls o(IM|)
o(1) o)
O(B,) o(l)
o(M]) Oo(IM])
o(IM1) o)
o(M]) o)
o(M]) Oo(IM])
Oo(|P)) o)
O(|A]) o)
O(By) o(1)
O(N(IAIIM| + |Al|P| + B, + B))  O(A|IM])

SORA Blockchain for global auditability. This separation enables de-
centralized autonomy without sacrificing accountability. The archi-
tectural design (Figs. 2 and 3) and runtime validation results con-
firm that blockchain anchoring introduces bounded overhead while
ensuring transparent and tamper-resistant governance.

. RQ3: Adaptive trust regulation and orchestration under risk. It is ad-
dressed through adaptive trust-risk regulation enforced by the SORA
Governance Layer. Domain-specific admission thresholds, global risk
aggregation, and cross-agent coordination rules dynamically regu-
late agent autonomy. Under high-risk conditions, SORA restricts, es-
calates, or synchronizes agent actions while preserving safety invari-
ants. Disaster-response use cases and operational results demonstrate
that trust and risk thresholds effectively control escalation behavior,
maintain regulatory compliance, and enable coordinated responses
across heterogeneous domains.

Together, these findings validate the research hypothesis by demon-
strating that continuous governance validation, adaptive trust regula-
tion, and auditable dual-chain accountability jointly enable trustworthy
and regulation-compliant Agentic Al in smart-city environments.

9. Limitations of the proposed approach

While the proposed agentic Al ecosystem introduces a principled and
governance-aligned framework for smart-city decision-making, several
limitations must be acknowledged to contextualize its applicability and
to guide future extensions.

9.1. Residual risk of hallucination and semantic drift

Although the framework mitigates hallucination by separating deter-
ministic perception (XGBoost, YOLO) from LLM-based reasoning, con-
straining prompts, and enforcing governance-level validation, residual
risks remain. LLMs are probabilistic and may exhibit semantic drift un-
der ambiguous or incomplete inputs, and the framework does not pro-
vide formal guarantees of hallucination elimination. The evaluation,
therefore, focuses on trust and risk alignment with governance reference
values rather than direct operational safety outcomes. Reduced trust and
risk MAE indicates improved policy-aligned behavior and more reliable
triggering of safety thresholds, which is a necessary precondition for safe
operation. However, these metrics act as governance-level proxies for
safety and do not directly quantify real-world impacts such as reduced
false alarms or faster emergency response, motivating future safety-case
validation and human-in-the-loop oversight.

9.2. Computational and economic cost

The use of multiple LLMs in parallel introduces non-trivial compu-
tational and monetary costs, especially when deployed at city scale or
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under high-frequency decision cycles. API-based inference incurs usage-
dependent charges, and the cumulative cost of querying GPT-4, Grok,
and DeepSeek concurrently may limit feasibility for budget-constrained
municipalities. Although the framework is designed to scale horizon-
tally and supports selective invocation strategies, cost optimization (e.g.,
adaptive model selection or tiered reasoning) remains an open challenge
and a key direction for future work.

9.3. Rate limits and latency constraints

Dependence on external LLM APIs introduces operational constraints
related to rate limits, throughput ceilings, and network-induced latency.
During peak demand periods or large-scale emergencies, API throttling
could delay reasoning responses and degrade system responsiveness.
While the governance architecture tolerates short delays through buffer-
ing and asynchronous validation, strict real-time guarantees cannot be
assured in all conditions. Mitigating these constraints may require hy-
brid deployments incorporating on-premise or open-weight models for
fallback operation.

9.4. Robustness under adversarial manipulation

The framework assumes that upstream ML models and data sources
provide reliable, integrity-checked inputs. However, adversarial manip-
ulation remains a concern. Sensor spoofing, data poisoning, or care-
fully crafted perturbations in visual inputs may propagate mislead-
ing evidence into the reasoning layer. Similarly, prompt injection at-
tacks targeting LLM APIs could attempt to influence semantic reasoning.
Although cryptographic integrity checks, governance thresholds, and
cross-model disagreement act as partial defenses, the framework does
not yet include dedicated adversarial detection or formal verification
mechanisms. Strengthening resilience against coordinated adversarial
strategies is therefore a critical area for future enhancement.

9.5. Dependency on external model behavior

Finally, the framework relies on the evolving behavior of propri-
etary and third-party LLMs whose internal architectures, training data,
and update schedules are not fully transparent. Model updates may al-
ter reasoning characteristics over time, potentially affecting trust-risk
alignment or convergence behavior. While governance feedback loops
help compensate for such drift, long-term stability cannot be fully guar-
anteed without tighter control over model versions or standardized audit
interfaces.

Overall, these limitations do not undermine the core contributions
of the proposed approach but rather delineate the current boundaries
of agentic Al deployment in safety-critical smart-city environments.
Addressing these challenges will be essential for transitioning from
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controlled experimental settings to sustained, city-scale operational
adoption.

10. Conclusion and future directions

In conclusion, this work introduced SORA-ATMAS, a principled gov-
ernance framework integrating decentralized agentic intelligence with
centralized oversight and dual-chain anchoring for resilient smart-city
disaster management. By embedding governance and escalation poli-
cies (S1-S6), the framework enables heterogeneous agents (Weather,
Traffic, and Safety/Fire) to operate autonomously while remaining ac-
countable to city-wide policies. Evaluation showed that multiple LLMs
(GPT, Grok, DeepSeek), including SORA’s fallback mechanism for high-
risk scenarios, converged toward policy-aligned baselines, with domain-
specific optimization (Grok in Traffic, DeepSeek in Weather/Safety) re-
ducing trust deviation (MAE) by =~ 35% while maintaining stable risk
alignment. Throughput between 13.8-17.2 req/s, execution times of 58-
72 ms, and governance delays of 21-92 ms confirm real-time oversight
feasibility under load. Policy-driven coordination further prevented un-
safe or conflicting actions, such as traffic rerouting constrained by
weather and Fire/Smoke validations. Overall, SORA-ATMAS provides a
regulation-aligned, verifiable, and context-aware framework for trans-
forming distributed agent outputs into accountable, city-scale decisions,
establishing a resilient foundation for governance in smart-city disaster-
management scenarios, with potential extensibility to broader smart-
city services subject to further large-scale empirical validation.

Future research must now focus on hardening the framework against
privacy risks, security threats, and adversarial conditions while further
extending its scalability and applicability. Privacy-preserving analytics
such as differential privacy, homomorphic encryption, and secure en-
claves should be integrated to safeguard inter-domain data exchanges,
complemented by selective disclosure mechanisms like zero-knowledge
proofs. Strengthened cryptographic assurances through post-quantum
primitives, hierarchical key rotation, and formally verified contracts
will further reinforce auditability and compliance. Resilience against
adversarial scenarios, including data poisoning, sensor spoofing, and
LLM prompt injection, will require embedding uncertainty quantifica-
tion and adversarial detection into both agent-level and supervisory lay-
ers. In parallel, static enforcement thresholds can evolve into adaptive,
learning-based controllers that preserve safety invariants while adapt-
ing to context and operator input. Building on the runtime evaluation
and scalability projections presented in Section 7.2, future work should
incorporate large-scale stress tests beyond nine-agent simulations, ex-
ploring SORA sharding, partial asynchrony, and multichain partition-
ing to ensure sustained throughput and bounded governance delays in
city and multi-city deployments. Although the dual-chain architecture
is designed for scalability, empirical validation at large scales (e.g., 10,
50, 100+ agents) remains future work. Scaling to city wide deploy-
ments will require SORA blockchain sharding and hybrid governance
mechanisms to sustain throughput, which should be evaluated through
large-scale city digital-twin simulations before real-world deployment.
Scaling SORA-ATMAS with federated policy learning, digital-twin based
simulations, and standardized audit trails will provide the operational
validation and regulatory grounding necessary for deployment. Advanc-
ing along these directions will consolidate SORA-ATMAS as a scalable,
privacy-preserving, and resilient foundation for governance in next-
generation smart cities.
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