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Abstract

Stateful Defence Models (SDMs) aim to detect the pro-
cess of adversarial example generation during the query
stage. Although they are not designed to counter zero-query
attacks, they have shown varying levels of success against
query-based black-box attacks. Recently, several SDMs
have claimed 100% robusmess against query-based attacks,
which is an extraordinary assertion requiring a thorough
evaluation. In this work, we show that such defenses ex-
hibit both shared and system-specific weaknesses. Expos-
ing the vulnerabilities requires following a standard set of
evaluation strategies, which we propose in our paper. Fur-
thermore, we show that these vulnerabilities are amplified
under DazzlePatch, a novel patch attack that uniquely re-
places the borders of the input during the query phase to
minimize detection while perturbing the central patch using
standard query-based attacks. To ensure compliance with
the Lo, threat model, the attack restores the original bor-
ders in the final iteration, yielding a valid adversarial exam-
ple within the permissible perturbation budget. Our results
demonstrate a substantial reduction in detection rates and a
corresponding increase in attack success rates across multi-
ple SDMs. We then show that incorporating input randomi-
sation, such as Random-Resized Cropping (RRC), signifi-
cantly enhances SDM robustness, reducing attack success
rates by up to 26.5%. These findings suggest that while
current SDMs are vulnerable to tailored adaptive attacks,
integrating them with additional defense mechanisms may
offer improved resilience.

1. Introduction

Black-box attacks are a class of attacks that attempt to com-
promise the performance of a machine learning system by
making changes in the input space without relying on ma-
chine learning (ML) model related information [3, 6]. In
contrast, white-box methods may rely on ML model pa-
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Figure 1. Proposed DazzlePatch replaces the border of a target
image to avoid detection from SDMs while allowing optimisation
on central patch. The attack state is updated exclusively based on
undetected queries. In the final iteration, the target/ image is fully
restored with its original borders to satisfy ¢,, constraint.

rameters, architecture or training dataset to launch an attack
[38]. In a black-box setting, the adversary may be limited
to only accessing model outputs, such as predicted proba-
bilities or class labels. In more transparent scenarios, ad-
versaries might even access the underlying training dataset
[9]. Black-box attacks can further be categorised into trans-
ferability and query-based black-box attacks [12]. Trans-
ferability (zero-query) attacks attempt to transfer an attack
by generating the attack on a model available to an attacker,
called the surrogate model, and transfer it to a target model
[36].

To mitigate query-based black-box attacks, various



methods have been proposed. The defences can be cat-
egorised into two main classes. One method attempts to
mitigate them through input or output randomisation strate-
gies [2, 38]; inputs can be randomised by adding noise [38]
or transforming them stochastically [4]. The other class of
methods, called Stateful Defence Models (SDMs) [12], aim
to detect attacks during the querying stage. SDMs maintain
a history of queries (or inputs) sent to the model and try to
recognise attacks as variations of past queries. Each of the
two methods offer trade-offs in success and computational
expense.

Although previously shown vulnerable to the so-called
adaptive attacks [21], recently the SDMs have presented
some remarkable results in defence to an advanced adaptive
attack called Oracle-Guided Adaptive Rejection Sampling
(OARS) attack [21]. OARS is a state-of-the-art black-box
attack that exposed the vulnerabilities of previously pro-
posed SDMs considered to be secure [12, 14, 20, 30]. How-
ever, recently proposed SDMs [32, 37, 43] have claimed
0% attack success rate (ASR) against OARS, which is an
extraordinary claim that merits further investigation.

Therefore, in this work, we investigate the recently pro-
posed SDMs that claim 0% attack success rate; these are
AdvQDet [43], GWAD, [37], and QPA [32]. We find that
GWAD [37] and QPA [32] are vulnerable to attacks un-
der the /., distance metric. AdvQDet, although resistant
to /. based attacks, can still be defeated by a new attack
presented in this paper termed DazzlePatch attack, which
achieves an ASR of 75.50% with £, perturbation budget of
0.09 under 22 random restarts (attack seed initializations).
When restricted to smaller budgets of 0.05 and 0.07, the at-
tack still reaches 39.00% and 54.00% ASRs, respectively.
In the original work, AdvQDet was evaluated with a per-
turbation budget of 0.05. Similarly, we also show the effec-
tiveness of this attack on QPA and thereby present the attack
as a new benchmark for testing stateful defences. Our eval-
uation thus suggests that stateful detection can be bypassed
substantially. However, we then combine SDMs with in-
put randomisation and notice a significant improvement in
defence. Therefore, the results indicate that while vanilla
SDMs are vulnerable, they can be enhanced with additional
defences.

The main contributions of this work are below.

* We evaluate recently proposed Stateful Defence Models
(SDMs) and demonstrate that contrary to prior claims of
100% robustness these models remain highly vulnerable
under adaptive adversarial conditions.

* We propose a novel patch-based attack as an effective
benchmark for defence models and test it against the se-
lected SDMs. The attack takes a fixed-size central patch
from the input image and overlays it onto a separate host
image, resulting in an output where the inserted patch is
clearly framed by the border of the host image. The host

image is sourced from a separate dataset, and is selected
without repetition. This attack significantly lowers detec-
tion rates and improves attack success rates against Ad-
vQDet [43] and QPA [32].

* We show that incorporating input randomisation tech-
niques [4, 38] can enhance the robustness of stateful de-
tectors against query-based black-box attacks.

* In the light of our findings, we introduce a suite of eval-
uation strategies to comprehensively assess robustness of
SDMs and recommend their adoption for future evalua-
tions.

2. Related Work

Black-box attacks can be categorised into transferability
and query-based black-box attacks [45]. Both categories of
attacks can be utilised to compromise any defence type, in-
cluding adversarial training, SDMs, or input randomisation.
However, adversarial training [33] has stood the test of time
and has been the most successful defence against white-box
and black-box attacks. Nevertheless, results indicate that
robustness across popular benchmark datasets must be im-
proved [8, 15]. We discuss this progress below.

2.1. Transferability Attacks

Transferability attacks craft adversarial examples on surro-
gate models and deploy them against target models. Al-
though transferability-based attacks were mitigated by [42]
by training an ensemble of models, this defence was subse-
quently shown to be vulnerable to query-based attacks that
utilise probability scores [5, 25] or hard-labels [10, 11].

Although SDMs were not originally proposed to defend
against transferability attacks [12], the robustness of SDMs
under transferability attacks has not yet been systematically
evaluated and remains an open line of work.

2.2. Query-based Attacks

Although transferability based attacks hold potential, they
too must rely on querying the model several times to in-
crease chances of a successful attack on an SDM. Query-
based attacks are usually stronger than transferability-based
attacks because the latter relies on surrogate and target
model similarity [45]. Therefore, our work focuses on
query-based black-box attacks.

Commonly effective defences against these attacks are
input/output randomisation [2, 4, 38] or stateful detection
[12, 30, 32, 37, 43]. Randomisation based techniques per-
turb the inputs or outputs of the models to thwart the at-
tack; they have enjoyed varying levels of success defend-
ing against query-based black-box attacks. Stateful De-
fence Models (SDMs), first proposed by [12], aim to de-
tect adversarial examples during query-based black-box at-
tacks by tracking the history of past queries. The investi-
gation in [12] tested the SDM against an adaptive query-



based attack — specifically, a query-blinding attack — where
the adversary adapts its strategy to the defence by applying
random input transformations to obscure the attack pattern.
The attacker’s objective is to evade the detector repeatedly
while ensuring that predictions for the original and trans-
formed inputs remain consistent, ultimately inducing mis-
classification. The results showed that the SDM remained
resilient even under this adaptive setting. The authors eval-
uated their defence under the /., distance metric, a widely
adopted and more stringent perturbation constraint than ¢
under which achieving robustness is generally more chal-
lenging [15]. They further assume that robustness under £,
will naturally extend to other £, norms [12].

Following their work, Blacklight [30], Perceptual Im-
age Hashing (PIHA) [14] and IIOT-SDA [20] proposed de-
fences that further enhanced the performance of stateful de-
tection defences.

However, all the proposed SDM defences were later
shown to be vulnerable to the OARS attack [12]. OARS
changes the proposal distribution of the attack. For exam-
ple, in the case of Square Attack [5] instead of sampling a
single square, it samples multiple squares that lead to the
least detection. OARS [21] exposed multiple defences and
showed that the stateful defences were “not yet secure”.

OARS thus intensified the arms race and attracted sub-
sequent works [32, 37, 43] on developing stateful detec-
tors that are shown to be invulnerable to the OARS attack,
claiming a 0% attack success rate. This is an extraordinary
claim that warrants a careful investigation. We briefly ex-
plain the working mechanics of OARS-resistant SDMs and
discuss their limitations.

2.2.1. Gradient’s Watch Adversarial Detection (GWAD)

GWAD [37] detects attacks by training a classifier on the
Histogram of delta similarities (HoDS). The classifier de-
tects attack by classifying a histogram of cosine similarity
of differences (J) between consecutive queries, capturing
the signature of adversarial behavior. Essentially, it analy-
ses the query update patterns, that is HoDS, rather than the
inputs themselves.

It maintains a bank of queries submitted and uses it to
create HoDS. The size of the bank varies depending on the
end-user choice. However, the authors show that the opti-
mal size to recognise attack-types is 256.

According to the authors, each attack has its own unique
characteristic HoDS. They show empirically that their
method generalises across datasets.

Limitations:

¢ The defence has not been evaluated under the ¢, threat
model. However, we find that the defence is also vulner-
able under the /5 threat model.

« It takes a certain number of queries to build HoDS and
the mechanism to load HoDS is not addressed in [37].

However, in this work we consider the stronger scenario;
one in which HoDS is loaded so it can start detection from
the initial stage of the attack.

* GWAD+ is demonstrated to generalise across different
datasets, but not comprehensively to unseen attacks.

* The defence has not been evaluated under random restarts
of the attack.

2.2.2. Query Provenance Analysis (QPA)

Provenance analysis models relationships among system

entities to detect and investigate intrusions [23, 27, 31].

QPA [32] applies this idea to query auditing. Query prove-

nance features are defined by organising historical queries

into a provenance graph, where nodes are queries and edges
are weighted by similarities between their extracted features

QPA [32] defence uses perceptual image hashing [14] as
the default feature extractor to compute similarity between
the queries. Upon similarity calculation, QPA constructs
graphs where queries with high similarity are grouped into
the same graph. QPA then assigns a Provenance Anomaly

Score (PAS) to each graph and retains the graphs with the

highest score. It calls this phase statistical analysis, which

is used to filter out suspicious graphs. The graph classifier
is then used to flag incoming queries as malicious or benign
based on the statistical analysis and graph structure. Mali-
cious queries are rejected.

Limitations:

* Although the threat model assumed by the authors allows
an adversary to use any query-based black-box attack to
cause misclassification, the defence has only been evalu-
ated under /5 versions of the query-based black-box at-
tacks. It has not been evaluated under the /., versions of
most attacks except for Natural Evolutionary Strategies
(NES) attack [25].

* The performance of the defence relies on the number of
graphs stored in the cache. Detection efficiency can de-
crease as number of graphs increase. However, authors
find number of graphs as 20 to be sufficient.

* The authors argue that in the event of resetting the
database, an adversary on average will require 333 days to
launch an attack. This depends on the defence’s time-to-
detect (TTD) which for Square Attack is 17.8 queries on
ImageNet dataset [17, 40]. TTD is the number of queries
required to get the first detection. However, they assert
that the query provenance graph cannot grow infinitely.
Therefore, they reset the query provenance graph every
24 hours. An adaptive long-running adversary with an
advanced attack will have an opportunity to bypass it.

* The defence has not been evaluated under random restarts
of the attack.

2.2.3. AdvQDet

AdvQDet [43] is a detection framework designed to detect
adversarial example generation. They proposed ACPT to



fine-tune CLIP image encoder [39]. CLIP image encoder
is used for generating embeddings of images. The goal of
the proposed fine-tuned CLIP encoder is to generate similar
embeddings for two similar images for the purpose of attack
detection. Contrastive Learning (CL) is used to train feature
extractors [ 13, 24, 35] in a self-supervised setting. The con-
cept subsequently developed into Adversarial Contrastive

Learning (ACL) [26] and Adversarial Prompt Tuning (APT)

[44]. The methods combine adversarial training with con-

trastive learning to design robust encoders. AdvQDet uses

Adversarial Contrastive Prompt Tuning (ACPT) to fine-tune

the CLIP image encoder based on adversarial contrastive

learning (a form of adversarial training) and prompt tokens.

The goal of the training is to encourage the encoder to pro-

duce similar embeddings for adversarial inputs.

AdvQDet uses a historical embedding bank to store all
the embeddings it generates. It also stores their classifi-
cation predictions in a cache. The embedding of any new
query received is then compared with the previous embed-
dings in the embedding bank. If the cosine similarity score
is higher than a threshold, then the query is flagged as an at-
tack. The system then outputs the prediction corresponding
to the cached embedding most similar (by cosine similarity)
to the query embedding. In terms of storage cost, the au-
thors show that supporting up to 1 million users with each
allowed 100 queries will require around 95 GB of storage
with float16 precision. AdvQDet is claimed to have strong
detection performance with a TTD of 3 against query-based
black-box attacks. Moreover, AdvQDet claims zero-shot
generalization ability, as it is only trained on ImageNet
and demonstrates impressive detection performance across
a wide range of datasets and attacks. The authors evalu-
ate their SDM under the /., threat model, which is better
expected to generalise to other threat models [12].

Limitations:

* False detection/collision rate has not been evaluated in the
work. It may be possible that the detector flags images
belonging to separate classes as an attack, in which case
the incorrect prediction is sent back to the user.

e The authors acknowledge storage cost for embedding
bank and computational costs for similarity search as a
limitation. However, they do not discuss how frequently
the embedding bank would have to be pruned in case of
memory or storage limitations. They leave it as a future
investigation.

* The defence has not been evaluated under random restarts
of the attack.

3. Evaluating Stateful Defence Models
3.1. Threat Model

Given a clean input z, the attacker seeks a terminal example
Tady Such that || zeq0 — ||, < € and f(z440) # y where f

is the black-box classifier, y is the true class, and p can be
any metric o, £y or £,. Only the ferminal example is con-
strained; how the attacker searches for x4, (the intermedi-
ate queries) is unrestricted. This is the standard adversarial
robustness contract under £, [9]. We assume the adversaries
can access the model’s score outputs (logits) to accomplish
this goal.

3.2. Evaluation Protocol

Stateful Defence Models (SDMs) that resist the advanced
OARS attack still exhibit defence-specific weaknesses. For
example, QPA and GWAD report low false-detection rates
but require frequent resets of their history banks and were
not comprehensively evaluated under an /., threat model.
Robustness under the /., threat model is generally harder
to achieve than under /5 [15]. By contrast, AdvQDet was
evaluated under an /., threat model and achieves the small-
est TTD, but its false positive rate is unreported.

Furthermore, existing defences have not been systemati-
cally evaluated under random restarts (attacks re-initialised
with different seeds) of the attack. This setting is critical
for assessing the robustness of SDMs, especially given that
memory and efficiency constraints often necessitate peri-
odic resets of the historical buffer. Even in systems with
a global memory shared across users, a Sybil attacker [19]
could launch an attack with one seed, halt upon detection,
and then wait for the global memory to expire before initi-
ating a new attack with a different seed. Over time, a per-
sistent adversary could leverage multiple accounts to repeat
this process, gradually bypassing the detector.

Similarly, robustness of SDMs to the OARS adaptive at-
tack suggests that a novel attack strategy is required to de-
feat them. Therefore, we believe that a comprehensive eval-
uation of the claimed adversarially robust SDMs should be
based on the following strategy:

» Evaluate the false detection rate of the defence.

e Evaluate defences under the /., threat model to ensure
conclusions generalise beyond /5.

 Evaluate defences under random restarts to determine if
the defences can afford restarting their historical banks.

* Evaluate the defences under different realistic perturba-
tion budgets.

 Evaluate the defences under an adaptive attack designed
to bypass detection.

To this end, we have proposed a novel patch attack.

3.3. DazzlePatch Attack

Attack overview. Our method follows the spirit of query
blinding [12]: rather than querying the detector with the tar-
get image directly, we submit a hosted composite in which
the target core (a central patch from the target image) is
patched into a uniquely sourced host image, while the host
borders (pixels outside the core) come from the host. To
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Figure 2. Each patch size is evaluated on a single run of Daz-
zlePatch Attack on AdvQDet.

consistently maintain a low inter-query similarity, we ran-
domly sample a new border without replacement in every
query. The composite reduces inter-query similarity and
thereby significantly reduces the detection rate of stateful
detectors. Any query-based black-box optimiser can then
be run on the target core while the composite is sent to
the system to obtain informative confidence scores from the
classifier. The attack is demonstrated in Fig. 1 and the pseu-
docode is given in supplementary material.

Constraints. To reliably produce a valid adversarial ex-
ample, the attack must satisfy two practical constraints: (i)
Detector blinding: the composite should substantially re-
duce the detection rate so that sufficient queries can be is-
sued to optimise the target core. (ii) De-hosting robustness:
once optimisation completes maximum iterations, we re-
store the original target borders by replacing the host bor-
ders with the target’s borders (i.e., removing the host con-
tent). This is followed to satisfy £, constraint of the threat
model.

For the attack to succeed, the adversarial example must
stay misclassified after de-hosting, and the detector must
fail to identify the target image. De-hosting occurs only at
the end to avoid exposing the target’s borders to the SDM.

Confidence-increasing phase. To meet these require-
ments, we continue with a confidence-increasing phase that
explicitly maximises the incorrect-class confidence after the
first misclassification on the hosted composite. This creates
a robustness margin so that removing the host borders (de-
hosting) minimises the chances of reverting the prediction
into the correct class.

Target Patch Size and Position. The patch size of the
target image plays a role in determining both the detection
rate and attack success rate as shown in Fig. 2. Using a
large patch size will increase the detection rate but may also
increase the likelihood that the target remains adversarial
after borders are replaced. Finding the right choice depends
on the defence. In this work, we use patch sizes of 160 x 160
and 170 x 170 for the central patch, out of a total image size

of 224 x 224 on ImageNet.

Patch positioning may also play a role in determining
the success of the attack. However, in this work, we always
place the target image patch in the center and just change the
borders around it. Randomising patch position will make
optimisation difficult on the target core because randomisa-
tion helps the defender [4, 38].

3.4. Experimental Settings

Metrics. We use attack success rate (ASR), average hit rate
(Avg. Hit Rate), and false positive rate (FP) to measure the
performance of the defences. ASR measures the percentage
of samples that were misclassified by the defence during an
attack run. For attack with restarts, we measure the cumula-
tive ASR, which accumulates successes from previous runs.
Samples that were defeated on one run of the attack are not
re-evaluated on the next runs of the attack.

Moreover, the average hit rate measures the detection
rate of the defence during the entire run over all samples,
and the FP rate measures whether an image belonging to
one class triggers a false attack alarm, with an image of a
different class.

Datasets and Models. Dataset and model details are
provided in supplementary material.

Attack configuration. Stateful defence models were
originally proposed to detect an attack during its genera-
tion, with an aim of increasing attacker cost to defeat the
system. Black-box attacks are usually run with a budget
of 10000 queries. If competitive SDMs are installed as a
defence, majority of queries will be flagged in the case of
an attack. Therefore, an attacker must minimise the queries
required to accomplish a successful attack. For this rea-
son, DazzlePatch uses black-box attack optimiser (Square
Attack) with a query budget of 700 iterations, which is a
smaller budget. On the other hand, since GWAD is signifi-
cantly vulnerable to vanilla Square Attack, we do not apply
DazzlePatch on GWAD. Owing to the low detection rate of
GWAD, the Square Attack is allowed to run for 8000 iter-
ations. Furthermore, DazzlePatch attack perturbs the tar-
get image using a black-box optimisation procedure to in-
duce misclassification under an £, metric. We find that the
success of DazzlePatch-style attacks depends strongly on
the optimisation recipe: for the Square Attack [5], inserting
multiple squares per iteration substantially strengthens the
attack against QPA and AdvQDet. By contrast, results in-
dicate GWAD is already vulnerable to the original Square
Attack under the ¢, metric. Interestingly, GWAD detects
multi-square Square Attack better than the standard single
square Square Attack. Therefore, we apply a multi-square
insertion strategy for QPA and AdvQDet, and a single-
square strategy when attacking GWAD.

Perturbation budgets. Previous works on SDMs have
used various perturbation budgets. For example, GWAD



restricts the perturbation budget as ||xqqp — z||2/]|z]l2 <
0.1. They assert that this ensures humans cannot recognise
the image distortion. On the other hand, QPA uses multiple
{5 based attacks and a single /., attack and restricts them
under a normalised budget of 0.05. Similarly, AdvQDet
evaluates their defence on an ¢, budget of 0.05.

In this work, we focus on the /., metric. Particularly for
the DazzlePatch attack, we use ¢, budgets of 0.05, 0.07
and 0.09. The perturbation budget is increased when the
attack performance stagnates across random restarts. How-
ever, increasing the perturbation budget is not unrealistic as
previous works [1, 16, 18, 30, 34] have evaluated classifiers
under higher budgets, even on low-resolution datasets such
as CIFAR-10 [29]. We show the impact of visual distortion
when increasing the perturbation in Fig. 3. The objects in
the images are easily recognizable.

Moreover, since GWAD is notably susceptible to the
standard Square Attack under the ¢, norm, we include both
a small budget 0.01 and a larger budget 0.05 in our exper-
iments. We find that the majority of examples generated
using Square Attack with an /., budget of 0.01, also satisfy
[€ado — 2ll2/[|2]2 < 0.1.

Host patch bank. The host image pool was drawn from
Open Images V7 release [22, 28]. Although the background
images can be sampled in various ways, for these exper-
iments we used 993 images annotated as snowmobile
or snowplow; due to environmental similarity their back-
grounds are potentially more similar than in random images,
allowing the SDMs greater chance of detecting them. How-
ever, the results indicate that even a potentially weak attack
setting is still successful against the tested defences. In each
experiment, we ran a 700-query black-box attack and, at ev-
ery query iteration, uniquely sourced the host by sampling
a distinct image from this pool (without replacement), en-
suring no host image was reused within a run. Sampling
without replacement decreases the chance of detection.

Moreover, image quality has an impact on detection rate.
For example, on a 900-iteration run of DazzlePatch, if the
host images are sourced from CIFAR-10 (resized) then the
detection rate is 97.32% on AdvQDet. In contrast, the de-
tection rate with source as Open Images is 44.62%.

Table 1. Square Attack results on GWAD defence (CIFAR-10)
with HoDS size 256 and with a full bank before starting attack
optimisation.

Metric (%) loo =001 fo =0.05
ASR under 4, 63.80 99.80
ASR under ¢5°rmatised — (1 63.70 14.90
Avg. hit rate 8.7 0.7

4. Experimental Results
4.1. GWAD

We use Square Attack under the more general /o, (¢ =
0.01, 0.05) [5] metric on GWAD, The attack is run for 8000
iterations and on 1000 samples with a p;,;; of 0.8 and a
single square on each iteration.

We show results on GWAD in Tab. 1, which is loaded
with initial queries. The optimisation of the attack starts
only after 256 iterations (once the bank has loaded). At
an /., budget of 0.05, the ASR reaches 99.40% with low
detectability, while at 0.01 it drops to 63.80%. Notably,
63.70% of the 1000 samples also satisfy the original con-
straint from [37], producing visually imperceptible changes.

4.2. Query Provenance Analysis

Square attack. QPA [32] does not assume a specific £,
norm in the threat model; however, we find that changing
the norm makes substantial difference to the attack success
rate. With ¢5, Square Attack has only 1.0% ASR against
QPA with ¢ = 0.5 and 1.0; however, with ¢, the picture
changes substantially. For a perturbation budget of 0.05,
we find even the default configuration of the Square Attack
(1 square) produces a high ASR of 32.5%, which jumps up
to 41.5% after 4 restarts. However, it does so with a high de-
tection rate of 98.10% and 98.33, respectively. In compari-
son, increasing the number of squares to 150 — significantly
increases the ASR under 4 restarts to 67.50%.

DazzlePatch attack. Additionally, we launch Daz-
zlePatch attack on QPA to test its robustness, and its results
are compared with Square Attack with multiple squares
in Tab. 2. DazzlePatch results in a significantly lower hit
rate i.e. less than 3.483% as compared to over 17% of
Square Attack. While the DazzlePatch has a lower ASR
than Square Attack with multiple squares, it still achieves a
high ASR (>50%) with a low hit rate. All under a pertur-
bation budget of 0.05. Raising the perturbation budgets and
restarts then increase the ASR to 87.50%, which is close to
the ASR of Square Attack (96.00%) — asserting the compet-
itive performance of DazzlePatch.

4.3. AdvQDet

False Positive Rate. AdvQDet has a high false positive
detection rate on datasets that have high visual similarity
between classes. We show that on German Traffic Sign
Recognition Benchmark (GTSRB) [41] it has a high false
positive rate on speed limits as shown in Tab. 3. We show
the performance on AdvQDet on two different versions.
One with cosine similarity threshold set to 0.90 and the
other with threshold of 0.95. Further datasets are explored
in supplementary material.

Square attack. We apply the standard Square Attack
to test the base performance of AdvQDet, and find that it



Table 2. Robustness of QPA under adaptive attacks on 200 samples from ImageNet dataset. DazzlePatch achieves competitive ASR.

DazzlePatch Attack (Ours) Square Attack
Restart € Num. of Squares ASR (%) Avg. HitRate (%) ASR (%) Avg. Hit Rate (%)
0 0.05 150 34.50 2.63 59.50 17.23
4 0.05 150 54.50 348 67.50 20.13
9 0.07 150 77.00 2.88 88.00 15.42
14 0.09 150 87.50 2.60 96.00 10.68

only has an ASR of 4.5%. All the 4.5% of the samples get
misclassified in the first query. SDMs are not designed to
defend against such examples, as this is a limitation of the
classifier and not the detector. The performance weakens
further if we increase the number of squares to 170, with
ASR elevating to 14.50%.

DazzlePatch attack. AdvQDet’s minimal TTD (3)
necessitates a novel bypass; we therefore propose Daz-
zlePatch, which mounts attacks using Expectation Over
Transformation (EOT) [7] with three transformations. The
loss is accumulated over every 3 queries (central path per-
turbation fixed and host border varied). However, within the
query budget of 700.

DazzlePatch attack achieves the best performance of
21.00% on the first complete run of the black-box attack,
which increases to 39.00% after 9 random restarts under
{~ budget of 0.05. However, increasing the perturbation
to 0.07 and random restarts to 15 increases the ASR to
54.00%. Similarly, increasing the perturbation to 0.09 and
restarts to 21 — shoots the ASR to 75.50%. DazzlePatch
improves over the Square Attack with multiple squares by
26.50% under 21 restarts and a perturbation budget of 0.09.
The results are given in Tab. 4.

Random Resized-Cropping. As proposed by [4], we
use a random transformation-based defence against query-
based black-box attacks called Random Resized-Cropping
(RRC) to increase the defensive abilities of AdvQDet. As
the attack relies on replacing the border of the image with
a unique image, we find that using RRC crops the border
part, thus, increasing the chances of detection. Using RRC
results in an increased detection rate, and a lower ASR. The
ASR even on the highest perturbation with 22 restarts is
49.0%; improving over vanilla AdvQDet by 26.50%. How-

Table 3. AdvQDet false positive analysis on GTSRB dataset.

Label 0.90 sim (FP % / Total Samples) 0.95 sim (FP% / Total Samples)
Label 1 (speed limit 30) 90.69 /720 31.84/200
Label 14 (stop) 16.41 /200 0.50 /200
Label 33 (turn right ahead) 68.09/210 6.66 /200
Label 0 (speed limit 20) 100.00 / 60 33.33/60
Label 27 (pedestrian) 40.00/ 60 13.33/60
Label 22 (bump ahead) 76.66 / 120 40.00/ 120

Label 5 (speed limit 80) 99.50 /200 72.63 /200

Figure 3. Visualization of images distorted at various levels of
perturbations using Square Attack with multiple squares.

ever, when the query budget and host images are increased
to 5000, EOT is increased to 20, and the central patch size is
reduced to 130, the attack performance improves. Under a
perturbation budget of 0.05 and with a single run of the Daz-
zlePatch attack, the ASR increases from 11.00% to 17.00%,
with an average hit rate of 16.87%, suggesting that under
RRC, an attacker must expend substantially more queries to
achieve a meaningful improvement in ASR.

4.4. Ablation study

Impact of increasing confidence. The impact of increasing
confidence after a misclassification is induced, contributes
significantly to the success of the DazzlePatch attack on Ad-
vQDet. To further demonstrate this, we perform an abla-
tion study in which we do not maximise confidence after
a misclassification is achieved during the query phase. We
run DazzlePatch on the same seed with and without confi-
dence maximising on the 200 ImageNet samples. We find
that without confidence maximisation, the ASR is 13.5%,
as compared to a ASR of 21.0% with confidence maximisa-
tion. This suggests that confidence maximisation increases
the chances of a sample staying adversarial after the original
borders are restored to satisfy the /., constraint.

Images vs. random patterns in border. Our exper-
iments on ImageNet had shown that the CLIP encoder in
AdvQDet is largely invariant to non-semantic patterns such
as checkerboard or noise, and instead focuses on the central
patch when computing similarity, helping detection. In con-



Table 4. Robustness of AdvQDet under adaptive attacks on 200 samples from ImageNet dataset. DazzlePatch significantly outperforms

Square Attack.
Attack Square DazzlePatch (Ours)

Defence AdvQDet AdvQDet AdvQDet + RRC
Restart € No. of Squares ASR (%) Avg. Hit Rate (%) ASR (%) Avg. HitRate (%) ASR (%) Avg. Hit Rate

0 0.05 170 14.00 99.71 21.00 40.55 11.00 55.90

4 0.05 170 23.00 99.71 34.50 42.68 20.0 58.33

9 0.05 170 24.50 99.71 39.00 54.67 21.50 69.00

15 0.07 170 31.00 99.71 54.00 53.79 35.00 68.03

21  0.09 170 49.00 99.71 75.50 52.98 49.00 67.98

trast, introducing semantically explainable elements in the
borders present greater diversity; this enables the composite
image to evade similarity detection. Particularly, the ASR
based on a central patch size of 160 with borders as random
noise is 5.0% with an avg. hit rate of 99.57%.

5. Discussion & Limitations

The failure of OARS attack AdvQDet, QPA, and GWAD
all claim robustness against OARS [21], suggesting that
OARS is insufficient for bypassing SDMs. For instance,
AdvQDet detects OARS within the first 3 queries and con-
tinues to consistently flag the attack for the remainder of
the query budget. Such early and persistent detection ren-
ders the adapt-and-resample strategy of OARS ineffective,
as the attack is unable to adapt in the presence of imme-
diate and consistent detection. In particular, OARS-square
achieves an ASR of 0% with an average hit rate of 99.57%
against AdvQDet. Out of 700 queries, only the first 3 are
undetected, and even these are expended during OARS’s
internal optimisation process for determining the number of
squares.

OARS operates on the assumption that even if some
queries are detected, it can adapt its strategy to evade SDMs.
However, AdvQDet demonstrates that this assumption does
not hold when robust detectors are employed. AdvQDet
flags minor perturbation differences between similar images
reliably. The robustness of AdvQDet stems from its use
of an adversarially trained CLIP encoder. Consequently,
bypassing such a robust detector requires a fundamentally
different approach. Notably, where the adapt-and-resample
strategy of OARS fails, DazzlePatch succeeds by using bor-
der replacement and loss maximisation.

High perturbation budget. Our proposed attack can de-
feat AdvQDet under the perturbation assumed in the orig-
inal work with limited success (ASR = 39%). Achieving
higher ASR requires a slight increment in the perturbation
budget, which may not be possible on all datasets. However,
our work proposes DazzlePatch as a framework to bypass
and defeat SDMs. The target patch in our attack could be

optimised using various black-box techniques. Works that
focus on black-box attacks assume higher perturbation bud-
gets than white-box attacks as black-box attacks are more
difficult. We believe that this work will motivate the devel-
opment of attacks that produce valid adversarial examples
with imperceptible distortions.

Hard-label attacks. We have performed the attacks in a
setting where the defender sends back output scores instead
of labels. In the case where the defender only sends hard-
labels, our proposed attack could still be utilised by using a
hard-label black-box attack on the target image. We leave
this extension for future investigation.

6. Conclusion

According to our evaluation, QPA and GWAD can be com-
promised with only the Square Attack under /., metric.
Similarly, AdvQDet and QPA are also significantly vulner-
able to our proposed DazzlePatch attack. Our proposed at-
tack achieves the best performance on AdvQDet, which is
the most robust SDM. SDMs face inherent constraints in
size and efficiency, which a persistent attacker can exploit.
Hence, our proposed attack uses random restarts to signif-
icantly degrade SDMs performance. QPA is compromised
with only 15 runs (different seeds) of the attack. Similarly,
AdvQDet can be significantly compromised in under 22 re-
sets of the historical bank with our attack. Our attack is the
only attack to bypass AdvQDet, yet. It is also the first time
that defences resistant to OARS attack have been bypassed.
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