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ABSTRACT: The rapid growth and increasing sophistication of malware pose significant
challenges to traditional detection methods. Convolutional neural network (CNN)-based malware
image classification methods have emerged as a promising approach by transforming binary files
into visual representations and enabling automated feature extraction. To enhance discriminative
learning, recent studies have incorporated attention mechanisms originally developed for natural
image and natural language processing tasks. However, these mechanisms embed inductive biases
that assume spatial coherence and visually salient semantics, assumptions that do not necessarily
hold in malware image representations, where informative patterns may be subtle, structurally
encoded, and globally distributed. To address this representation-mechanism misalignment, this
study proposes a Frequency-Based Attention Mechanism (FBAM), a domain-aware module that
introduces a frequency-based feature transformation prior to attention computation. By converting
feature maps into distribution-aware representations, FBAM enables spatial and channel attention
to be guided by statistical feature distributions rather than raw activation magnitudes, allowing more
effective capture of malware-specific patterns . FBAM was embedded into seven CNN architectures
and evaluated on a dataset comprising 18,060 Windows Portable Executable (PE) files, including
both malware and benign samples. Comprehensive experiments were conducted against general-
purpose attention modules, including SE, CBAM, and CA, as well as the domain-specific SACNN model.
Results demonstrate consistent performance improvements across accuracy, precision, recall, and
F1-score. In particular, VGG16 and VGG19 augmented with FBAM achieved accuracies of 98.82% and
98.38%, respectively, outperforming baseline architectures and competing attention mechanisms.
These findings provide strong empirical evidence that incorporating distribution-aware frequency
information into attention design enhances discriminative feature learning in image-based malware
detection.

KEYWORDS: Malware Detection; Image-Based Malware Classification; Convolutional Neural Networks; Deep
Learning; Attention Mechanisms;

1 Introduction

The global malware landscape is expanding at an alarming rate. According to the AV-TEST Institute [1],
over 450,000 new malicious programs and potentially unwanted applications are registered daily,
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indicating a massive and continuous rise in threats that place growing pressure on conventional
detection approaches. However, the challenge is not merely quantitative. The growing sophistication
of malware, which is driven by automation and advanced evasion techniques, is diminishing the
effectiveness of traditional static and dynamic analysis methods. Recent surveys highlight that modern
malware frequently employs strategies such as packing, code obfuscation, and behavior obfuscation to
bypass conventional detection mechanisms [2]. These advancements have rendered manual feature
engineering increasingly inadequate, thereby motivating the shift toward automated, learning-based
detection approaches.

To address this challenge, recent research has explored deep learning-based approaches that
automate feature extraction and pattern recognition from malware samples. In particular, image-based
malware detection has emerged as a powerful direction, where malware binaries or features are
converted into image representations that convolutional neural networks (CNNs) can process. This
direction is motivated by the observation that many malware variants are created through automation
or by reusing components from existing codebases. As a result, these variants often share significant
similarity in their binary structure, code layout, and data order, even when obfuscation techniques are
used [3-8]. When converted into images, these similarities yield distinct spatial and statistical patterns
that CNNs can effectively learn, enabling accurate classification with minimal manual feature
engineering [9-12].

While image-based malware detection has demonstrated promising results, its success depends
largely on the model’s ability to extract discriminative features from complex, non-natural image
representations. To enhance this capability, recent studies have applied attention mechanisms to
image-based malware detection, aiming to improve deep learning models' focus on informative
features, as also observed in [7, 12]. These mechanisms are typically designed for natural images, where
dominant features include textures, edges, and object boundaries. In contrast, malware images encode
structural and behavioral patterns derived from binary analysis, which do not conform to these
assumptions.

As a result, general-purpose attention modules may not effectively capture the domain-specific
characteristics required for robust malware classification. This limitation highlights a representation-
mechanism misalignment, where attention models designed for natural images are applied to
fundamentally different data structures. To address this issue, this study proposes a domain-aware
attention mechanism that explicitly incorporates statistical feature distributions into the attention
process.

Specifically, the proposed Frequency-Based Attention Mechanism (FBAM) introduces a frequency-
based feature transformation that converts feature maps into a distribution-aware representation
prior to attention computation. This enables attention weights to be derived from statistical feature
distributions rather than raw activation magnitudes, allowing more effective modelling of recurring
structural and behavioural patterns in malware image representations. Unlike conventional attention
mechanisms such as SE, CBAM, and CA, which derive attention weights from activation magnitude or
pooled features, the proposed FBAM introduces a frequency-based feature transformation prior to
attention computation. By operating on distribution-aware representations, FBAM enables attention to
be guided by statistical feature distributions, providing a domain-aligned alternative for malware
image analysis. The contributions of this study are summarized as follows:

e Afrequency-aware attention mechanism called FBAM has been designed and developed. FBM
introduces a frequency-based feature transformation to enable distribution-aware spatial
and channel attention for image-based malware detection.

e FBAM has been integrated into seven CNN architectures including AlexNet, LeNet-5, VGG16,
VGG19, Inception-V3, EfficientNet-BO, and MobileNetV1 to represent a diverse range of
network depth and computational complexity.
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o Experimental results show that the proposed FBAM consistently improves classification
performance compared with general-purpose attention mechanisms (SE, CBAM, and CA) and
a domain-specific model (SACNN), achieving significant gains across multiple evaluation
metrics.

2 Related Work

Malware detection has evolved considerably in recent years, shifting from traditional feature-
engineering-based methods toward deep learning models capable of learning directly from raw or
transformed data. In this section, we review prior works under three major categories: feature-driven
approaches, image-based representations, and attention mechanisms for image-based malware
detection.

2.1 Feature-Driven Approaches

Conventional malware detection methods are typically classified into static, dynamic, and hybrid
analysis. Static analysis examines samples without executing them, extracting structural features such
as opcodes, byte sequences, and Portable Executable (PE) headers. While this approach is efficient and
safe, it is susceptible to packing and code obfuscation methods [13, 14]. Dynamic analysis executes
malware samples in sandboxed environments to observe behaviors like API call sequences, registry
modifications, or network communication patterns. This approach offers greater resilience to static
obfuscation but can be circumvented through behavior obfuscation [15, 16]. Hybrid analysis combines
structural features from static analysis with behavioral traces from dynamic analysis to improve
detection robustness. However, these methods often depend on high-dimensional handcrafted feature
sets, which require substantial preprocessing and domain expertise, and can be computationally
expensive [12,17, 18].

2.2 Image-Based Representations

To reduce reliance on manual feature engineering, researchers have increasingly transformed malware
samples into visual representations that can be processed by convolutional neural networks (CNNs) [6,
19]. Early approaches, such as [20], converted malware binaries into grayscale images to exploit
texture patterns characteristic of malware families. These images were further processed using
handcrafted texture descriptors including GIST, Local Binary Patterns, and Gray-Level Co-occurrence
Matrices and classified by algorithms like SVM and k-NN [21-24]. While effective in certain contexts,
such single-channel grayscale techniques offer limited semantic depth and remain prone to evasion, as
they rely heavily on a single feature aspect that is vulnerable to obfuscation [5, 25].

To enrich malware visual representations beyond single-channel grayscale images, several studies
have proposed multi-channel (RGB) image encoding schemes that integrate complementary features
from malware samples. Vu, Nguyen [26] developed a framework that converts malware binaries into
three-channel RGB images by mapping semantic information into one channel and two types of
entropy-based features into the other channels. This composite representation was classified using
machine learning and deep learning models, resulting in enhanced accuracy. Similarly, Catak, Ahmed
[27] converted malware binaries into three-channel images where the red channel encodes byte values,
the green channel captures entropy, and the blue channel is zero-padded; their system employs CNNs
for classification.

Researchers in [28], proposed a multi-channel visualization method for malware classification that
combines byte-level and assembly-level information into a unified RGB-like image. The first channel
encodes the binary file as a grayscale matrix, the second channel uses Word2Vec embeddings of byte
values, and the third channel applies Word2Vec embeddings to the opcodes of assembly instructions.
These three channels are combined into an RGB image, which is classified using a modified LeNet-5
model. Evaluated on the BIG 2015 dataset, the method achieved an average accuracy of 98.76%. The



4 Comput Model Eng Sci. 2026;volume(issue):article number

MC-ISA method by [19] further advanced this concept by combining binary bytes (blue channel),
assembly instructions (green), and a first-order Markov transition matrix from the binary (red) into a
three-channel image. Various CNN backbones including ResNet50 and Inception variants were trained
on these images, yielding accuracies exceeding 99%. Lastly, the MCTVD framework [6] extracts opcode
sequences from assembly code to construct three Markov matrices representing opcode transition
probabilities, which are encoded as RGB channels. These images were classified with architectures such
as AlexNet and VGG variants, achieving accuracies above 99%.

While these RGB-based techniques leverage diverse feature modalities and CNN architectures
effectively, their success depends on the model’s capacity to identify and emphasize informative
patterns across channels, motivating the integration of attention mechanisms for more robust feature
selection.

2.3 Attention Mechanisms in Image-Based Malware Detection

Attention mechanisms have recently been integrated into image-based malware detection
frameworks to enhance the model’s ability to focus on the most informative spatial regions or feature
channels.

Ganesan, Ravi [29] applied the Residual Attention Network architecture, originally developed for
natural image classification, to grayscale malware image analysis. Their framework integrates attention
units composed of a Trunk branch for residual feature extraction and a Mask branch for adaptive
feature reweighting. Evaluated on a balanced dataset of approximately 6,000 malware and benign
samples, the model achieved 99.25% accuracy, demonstrating the potential of attention-based
architectures in improving image-based malware detection.

Awan, Masood [12] proposed SACNN, a Spatial Attention and Convolutional Neural Network
framework that integrates a spatial attention module into a pre-trained VGG19 backbone for malware
image classification. Their approach employs dynamic spatial convolution combined with global
average pooling to generate attention maps that reweight spatial feature responses. Evaluated on the
Malimg dataset comprising 25 malware families, SACNN achieved 97.62% accuracy, demonstrating the
effectiveness of spatial attention in enhancing image-based malware detection.

He, Kang [30] introduced ResNeXt+, a ResNeXt-based malware detection and classification
framework augmented with plug-and-play attention mechanisms. In their design, attention modules
are inserted within the residual transformation blocks of ResNeXt, allowing attention functions to
reweight aggregated feature transformations before residual addition. Five established attention
mechanisms—Squeeze-and-Excitation (SE), Efficient Channel Attention (ECA), Convolutional Block
Attention Module (CBAM), Coordinate Attention (CA), and SimAM—were systematically evaluated
within this unified architecture. By converting malware binaries into RGB images, the model captures
both spatial and channel dependencies. Extensive experiments across seven benchmark datasets,
including cross-dataset and adversarial evaluations, demonstrated improved generalization and
robustness compared to baseline CNN models.

Ranjani and Chinnadurai [31] proposed a malware detection framework that converts API call
sequences into grayscale images and employs a multi-stage deep learning architecture. Feature
extraction is performed using Ef-DeSMob2, an integrated backbone combining DenseNet, MobileNetV2,
and Squeeze-and-Excitation (SE) blocks for channel recalibration. For classification, the authors
introduced SA:ResPyDSC, which integrates sparse attention, residual connections, and pyramidal
depthwise separable convolutions to enhance multi-scale feature learning. Experimental results on a
cloud malware dataset reported 98.06% accuracy, outperforming baseline CNN, ResNet, and recurrent
models.

Tang, Xu [32] proposed an Android malware detection method that transforms application
bytecode into grayscale and Markov images, which are fused using transfer probabilities to create a
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texture feature space. They utilized an improved ResNet integrated with CBAM attention to enhance
feature extraction and classification. Evaluated on Drebin and CICMalDroid 2020 datasets, the
approach achieved up to 98.67% accuracy in binary classification and 98.14% in malware family
classification, demonstrating competitive performance compared to traditional static/dynamic
approaches and other image-based methods.

The reviewed studies illustrate the increasing integration of spatial, channel, and hybrid attention
mechanisms into image-based malware detection frameworks. To provide a structured comparison of
their methodological characteristics, Table 1 summarizes the key attention strategies employed in
recent works.

Table 1: Comparative Analysis of Attention Mechanisms in Image-Based Malware Detection

Author and Year Attention Type Attention Spatial & Channel Explicit Frequency /
Origin Modeling Distribution
Modeling

Ganesan, Ravi [29] Residual Attention ~ Adopted Hybrid Not Explicitly Modeled

Awan, Masood [12] Spatial Attention Custom Spatial Only Not Explicitly Modeled
SE/CBAM /CA/ . .

He, Kang [30] ECA / SimAM Adopted Channel / Hybrid Not Explicitly Modeled

Ranjani and Chinnadurai [31] Sparse + SE Custom Hybrid Not Explicitly Modeled

Tang, Xu [32] CBAM Adopted Hybrid Not Explicitly Modeled
Frequency-Based . . -

Proposed FBAM Designed Hybrid Explicitly Modeled

Spatial + Channel

Collectively, these studies demonstrate that attention-based mechanisms enhance discriminative
feature learning in image-based malware detection. As summarized in Table 1, existing approaches
primarily employ activation-magnitude-based spatial and/or channel weighting strategies, many of
which are adapted from architectures originally developed for natural image analysis.

In addition to image-based frameworks, recent studies such as MAD-ANET [33] and DCA-DBILSTM
[34] further demonstrate the effectiveness of attention mechanisms across different malware
representation paradigms. These approaches reinforce the importance of adaptive feature weighting
for improving malware detection performance.

However, existing attention mechanisms, including those applied in both image-based and
alternative representations, primarily derive importance weights from aggregated feature activations
and do not explicitly incorporate distribution-aware statistical modeling tailored to the structural
characteristics of malware representations.

Malware images often encode repetitive structural elements, such as opcode sequences and API
call patterns, whose frequency distributions provide informative signals for distinguishing malicious
from benign samples. Current attention designs generally derive importance weights from aggregated
feature activations rather than explicitly modeling these distributional properties.

To address this limitation, we propose FBAM, which introduces a frequency-based feature
transformation that converts feature maps into distribution-aware representations prior to attention
computation. By incorporating statistical frequency information directly into both spatial and channel
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attention , FBAM enables statistically informed and domain-aligned feature reweighting for image-
based malware detection.

3 The Proposed FBAM Method

FBAM is designed to enhance feature reweighting by incorporating distribution-aware statistical
information into the attention process.

3.1 Design Motivation for Frequency-Based Attention

Conventional attention mechanisms typically estimate feature importance based on activation
magnitude, assuming that highly activated regions correspond to informative features. While this
assumption is effective for natural image analysis, it does not fully apply to image representations
derived from program analysis. Unlike natural images, these representations do not contain
semantically interpretable objects. Instead, they encode structural, semantic, and behavioural
characteristics extracted from executable data. Informative patterns in such representations often
appear as recurring structural arrangements or consistent value distributions rather than isolated
high-activation responses.

This limitation becomes more evident in multi-channel image representations, where each
channel encodes a different type of observable characteristic. Due to variations in feature availability
and extraction reliability, these channels may exhibit uneven informativeness and distributional
inconsistency. As a result, some channels contain stable and informative patterns, while others may be
incomplete, noisy, or less discriminative. Under these conditions, relying solely on activation magnitude
may lead to suboptimal feature weighting, as important patterns may not correspond to high activation
values. This highlights the need for a mechanism that can explicitly capture statistical properties of
feature distributions.

Importantly, this limitation reflects a fundamental mismatch between activation-driven attention
mechanisms and the distributional nature of malware representations. Conventional attention
modules operate directly on feature activations, whereas informative patterns in malware data are
often characterized by their frequency and consistency rather than their magnitude.

To address this issue, we incorporate frequency-based analysis into the attention mechanism. By
analysing the distribution of feature values, it becomes possible to identify recurring and statistically
consistent patterns across channels. Specifically, the proposed FBAM introduces a frequency-based
feature transformation that converts feature maps into a distribution-aware representation prior to
attention computation. This enables both spatial and channel attention mechanisms to operate on
statistical feature distributions rather than raw activation values.

Based on this design, FBAM integrates frequency-based statistical information into both spatial
and channel attention, enabling domain-aligned feature weighting for multi-channel image
representations.

3.2 FBAM Framework

FBAM adopts a two-stage design consisting of (1) a frequency-based feature transformation and
(2) attention computation on the transformed feature space . The method operates as follows:

1. Transforming the input feature map into a frequency-aware representation .
2. Computing spatial attention based on frequency-consistent patterns across channels.
3. Computing channel attention based on distributional variability .
4. Combining spatial and channel attention to reweight the original feature map .
The overall process is illustrated in Figure 1.
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Figure 1: Architecture of the Proposed Frequency-Based Attention Mechanism (FBAM)

As shown in Fig. 1, FBAM first transforms the input feature map into a frequency-aware
representation and then applies spatial and channel attention on this transformed feature space. FBAM
operates through four main stages: frequency-based feature transformation, spatial attention
computation, channel attention computation, and feature reweighting.

Step 1: Frequency-Based Feature Transformation

Let X € R“™V denote an intermediate feature map extracted from a CNN, where C, H, and W
represent the spatial dimensions and the number of channels, respectively.

To incorporate distributional information into the feature representation, FBAM transforms X into
a frequency-aware representation Xy by analysing the occurrence of feature values within the input
tensor.

In practice, continuous feature values are normalized and discretized into a finite set of bins to
enable efficient frequency computation. The occurrence frequency of each discretized value is then
computed, and each feature element is replaced by its corresponding normalized frequency, producing
the frequency-transformed feature map Xy with the same spatial dimensions as the original input. This
transformation can be formally expressed as:

count(Xp;, (i,J,¢))
Ywey count (v)

where count(Xy;,(i,],c))denotes the number of occurrences of the discretized value at position
(irjrc),and V represents the set of all possible discrete bin values.

X (i), 0) = (1)

Step 2: Frequency-Guided Spatial Attention

The spatial attention module captures informative spatial using the frequency-transformed
feature map X;. The spatial attention map M, € R™Y is computed by aggregating frequency values
across channels:
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The spatial attention weights are then obtained by applying a sigmoid activation function:
M;(i,j) = a(s(i,))) (3)
where (-) denotes the sigmoid function.

Step 3: Frequency-Guided Channel Attention

The channel attention module captures the relative importance of feature channels based on
distributional variability. In FBAM, channel attention M, € R€ is derived from the statistical properties
of the frequency-transformed feature map Xr. The attention weight for channel c is computed as:

H W
1
Ze =7 WZZ(Xf(i,j, &) — )’ 4)

i=1j=1

where pcis the mean value of channel ¢, computed as:

e =4 iwii)ff(i,j, c) (5)

i=1j=1

This formulation corresponds to the variance of the frequency-transformed feature map for each
channel. Since the feature map is represented in a frequency-aware form, the computed variance
reflects the variability of frequency responses within each channel. Channels with higher variance
indicate greater diversity in activation patterns and are more likely to capture informative and
discriminative features, while channels with lower variance tend to exhibit more uniform and less
informative characteristics. The channel attention weights are then obtained by applying a sigmoid
activation function:

M (C) = a(z.) (6)

where o(-) denotes the sigmoid function.
Step 4: Attention Fusion
The spatial and channel attention maps are combined through element-wise multiplication:

F(i,j,c) = Ms(,)) - Mc(c) (7)

The spatial attention map M, € RV is broadcast across channels, and the channel attention map
M, € R€ is broadcast across spatial dimensions.

Step 5: Reweighted Output
The final reweighted feature map is obtained by multiplying the original input X with the FBAM output:
Y=XOF (8)

This reweighting enables the network to focus on structurally relevant, high-frequency patterns
while suppressing low-information or noise-dominated regions.
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4 Experimental Setup

This section describes the dataset, model architectures, attention integration strategy, training
setup, evaluation metrics, and the three experiments conducted to assess the proposed FBAM. The
experiments are aimed at:

1. Assessing whether integrating FBAM into deep learning models improves malware
classification metrics such as accuracy, precision, recall, and F1-score.

2. Comparing FBAM'’s performance against established attention mechanisms (SE, CBAM, CA) to
determine its relative effectiveness.

3. Benchmarking FBAM against a domain-specific attention-based malware detection model
(SACNN) to assess its competitiveness.

4.1 Dataset Description

The dataset comprised 18,060 Windows Portable Executable (PE) files, of which 9,015 were
malware and 9,045 were benign samples. Samples were provided in .exe and .dll formats. Malware
samples were collected from VirusShare (August-November 2024). Benign samples were obtained
from trusted repositories [35, 36] and clean installations of Windows 7, 10, and 11. All samples were
validated via VirusTotal [37]. A file was labeled as malicious if flagged by at least four antivirus engines;
benign samples were accepted only if no engine flagged them as malicious.

The dataset construction in this study follows commonly adopted practices in malware analysis
research, including the use of VirusShare for malware collection and VirusTotal for consensus-based
labeling. Similar data preparation approaches have been used in prior image-based malware
detection studies [5, 19, 26], which may support its suitability for benchmarking and comparative
evaluation. This consistency can also help facilitate comparison with existing methods while
providing a representative view of malware characteristics.

Each PE file was converted to a 224 x 224 RGB image by encoding three complementary
observable characteristics into separate channels. All preprocessing steps are deterministic and
applied consistently across all samples :

1. Red channel: Structural features (binary code). The raw byte sequence of each PE file
was extracted using the Ghidra reverse-engineering framework [38]. Each byte is
represented as an integer in the range 0-255. The sequence was reshaped into a 224x224
matrix. Sequences shorter than the target size are zero-padded, while longer sequences
are truncated.

2. Green channel: Semantic features (opcode transitions). Opcode sequences are
extracted via Ghidra disassembly, retaining only opcode mnemonics. To define the
semantic encoding space, opcode frequency analysis was performed prior to image
generation on the malware and benign subsets separately. This analysis showed that both
subsets shared the same 16 most frequently occurring opcodes. Based on this result, a
fixed set of 16 opcodes was selected and used consistently for all samples throughout the
dataset. A 16 x 16 lookup matrix was then constructed to encode consecutive opcode pairs
into values within the range 0-255. This mapping was kept fixed for all samples to ensure
consistent encoding of opcode transitions across the dataset. The encoded sequence was
reshaped into a 224 x 224 matrix using padding or truncation.

3. Blue channel: Behavioral features (API call categories). Dynamic analysis is performed
using the Cuckoo Sandbox environment [39]. API calls observed during execution were
grouped into predefined functional categories provided by the Cuckoo Sandbox. In this
study, 18 distinct API categories are observed across the dataset, each corresponding to a
specific type of system operation (e.g., file system, network, process management). Each



10 Comput Model Eng Sci. 2026;volume(issue):article number

category was assigned a unique value in the range 0-255, and the resulting sequence is
mapped to numerical values and reshaped into a 224x224 matrix using the same padding
and truncation strategy.

The three matrices were then combined into a single RGB image of size 224 x 224 x 3, integrating
structural, semantic, and behavioral characteristics into a unified representation for deep learning-
based classification.

While transforming PE binaries into fixed-size image representations enables the use of CNNs,
itintroduces practical considerations related to sequence resizing and mapping. Specifically, shorter
sequences are padded with zeros, while longer sequences are truncated to ensure consistent input
dimensions. Prior studies have noted that such operations, as well as the mapping of one-dimensional
sequences into two-dimensional image space, may influence how fine-grained features are
represented [19, 26].

In this work, a consistent and deterministic preprocessing strategy is applied across all samples
to ensure stable and comparable feature representations. Despite these considerations, prior studies
have demonstrated that image-based representations can effectively capture structural and
statistical patterns in malware, supporting their use for classification tasks [3, 5, 6]. However, a
detailed analysis of how representation choices affect classification reliability is beyond the scope of
this study and remains an important direction for future work.

4.2 Model Configuration and Attention Integration

Seven deep learning architectures were employed in this study: AlexNet, EfficientNet-BO, LeNet-5,
Inception-v3, MobileNetV1, VGG16,and VGG19. All models accepted an input of size 224 x 224 x 3. Each
architecture preserves its original convolutional backbone to maintain the standard feature extraction
process. To ensure comparability, each backbone was appended with an identical classification head
consisting of a flattening layer followed by three fully connected layers with 512, 256, and 128 units,
respectively, each employing ReLU activation. The final dense layer contains two units with a SoftMax
activation to enable binary classification.

Each architecture was evaluated under five configurations: a baseline version without attention,
and four variants incorporating the proposed FBAM, Squeeze-and-Excitation (SE) [40], Convolutional
Block Attention Module (CBAM) [41], and Coordinate Attention (CA) [42].

Attention mechanisms are integrated into the feature extraction stage of each network at
predefined locations. For architectures with sequential convolutional structures (LeNet-5, AlexNet,
VGG16, and VGG19), attention is applied after the first convolutional block. For MobileNetV1, attention
is inserted after the first depthwise separable convolution unit (conv_pw_1_relu). For EfficientNet-BO,
attention is applied after the first MBConv block (block1a_project_bn).

For InceptionV3, due to its multi-branch architecture, attention is applied after the convolutional
backbone and before the classification head to preserve the original computational structure.

For fair comparison, all attention mechanisms are integrated at the same corresponding locations
within each architecture, and no architecture-specific tuning is applied. All models, including baseline
and attention-based variants, are trained under identical preprocessing pipelines, hyperparameters,
and training schedules to ensure a fair and controlled comparison.

4.3 Training setup

A 10-fold cross-validation procedure was applied. For each fold, nine parts were used for training
and one for validation. All models were trained from scratch (no pre-trained weights) using the Adam
optimizer (learning rate = 1 X 10-5, batch size = 16) for up to 20 epochs, with early stopping (patience

= 3). Best-performing weights were restored based on validation performance. Sparse categorical
cross-entropy was used as the loss function.
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All models are trained under identical settings across all configurations to ensure fair and
consistent comparison between baseline and attention-based variants.

4.4 Evaluation Metrics

Model performance is evaluated using accuracy, precision, recall, F1-score, and confusion matrices.
Metrics are computed for each fold and reported as mean * standard deviation across all folds to
obtain overall performance estimates.

e Accuracy: Overall proportion of correct predictions.

e Precision: Proportion of predicted malware that is truly malware.

e Recall: Proportion of actual malware correctly detected.

e F1-score: Harmonic mean of precision and recall, balancing both error types.

¢ Confusion matrix: Detailed breakdown of true positives, false positives, false negatives, and

true negatives.

To assess statistical significance, paired t-tests (o = 0.05) are conducted on fold-wise results (n =
10), where each fold forms a paired observation. The test assumes that the differences between paired
results are approximately normally distributed.

Statistical tests and effect size analysis (Cohen’s d) are specifically applied to the primary
performance comparison experiment (Section 5.1) to evaluate the significance and magnitude of
performance differences between baseline and FBAM-enhanced models.

For other experiments, results are reported descriptively using mean * standard deviation to
reflect performance trends and stability across folds.

5 Results and Discussion

Three experiments were conducted to evaluate the effectiveness, comparative performance, and
competitiveness of FBAM in malware classification. Below is more detailed description of these
experiments.

5.1 Impact of FBAM on Model Performance

The purpose of this experiment is to evaluate the effect of integrating FBAM into different CNN
architectures and to determe whether it improves classification performance through enhanced
feature reweighting. For each architecture, two configurations are evaluated: a baseline model without
FBAM and a model with FBAM integrated, under identical experimental conditions. Performance
metrics are computed for each fold and reported as mean * standard deviation across all folds.

Seven deep learning architectures were used: AlexNet, EfficientNet-B0, LeNet-5, Inception-v3,
MobileNetV1, VGG16, and VGG19. All models accepted an input of size 224 x 224 x 3. For each
architecture, both configurations are trained using the same 10-fold cross-validation settings. Fig. 2
shows the comparative performance of baseline and FBAM-enhanced models across the four primary
metrics (accuracy, precision, recall, and F1-score), averaged over 10 folds. Table 2 presents the
statistical analysis, including paired t-test and effect sizes (Cohen’s d), used to assess the significance of
performance differences.

The largest gains are observed in simpler architectures. For example, AlexNet shows an increase in
mean accuracy from 95.33 + 1.08 to 97.56 * 0.64, while LeNet-5 improves from 94.04 + 0.59 to 96.28 +
0.65. These results indicate that FBAM is particularly effective in enhancing feature representations
where baseline models have greater room for improvement. The reduced variability observed in
several cases further suggests improved stability in model performance.
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Figure 2: Comparative performance of baseline and FBAM-enhanced models across four evaluation metrics,
averaged over 10-fold cross-validation: (a) accuracy, (b) precision, (c) recall, and (d) F1-score.

Modern lightweight and deep architectures also benefited. MobileNet improved from 89.92 + 1.26
to 93.52 + 4.14, while. InceptionV3 increased from 93.19 + 2.00 to 96.54 + 0.87. EfficientNet achieved
smaller yet consistent gains, with accuracy improving from 90.91 + 0.79 to 91.80 * 0.66 . These findings
indicate that FBAM remains effective across architectures with different design characteristics .

Even high-performing deep networks showed measurable improvement. VGG16 increases from
97.28 + 0.73 t0 98.82 + 0.43, and VGG19 from 97.42 + 0.33 to 98.38 + 0.57, demonstrating that FBAM
provides consistent gains even when baseline performance is already strong. As expected, performance
improvements in such architectures are relatively smaller, as these models operate closer to their
performance limits, where further gains become inherently more constrained.
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Table 2: Statistical Comparison of Baseline and FBAM-Enhanced Models (Paired t-test and Cohen’s d)
Model Metric Baseline (%) FBAM (%) d P-Value Significance
Accuracy 95.33£1.08 97.56 + 0.64 1.73 0.0004 v
AlexNet Precision 95.41 % 0.99 97.57 £ 0.65 1.80 0.0003 v
Recall 95.33£1.08 97.56 + 0.64 1.73 0.0004 v
F1-Score 95.33£1.08 97.56 + 0.64 1.73 0.0004 v
Accuracy 90.91 £ 0.79 91.80 + 0.66 0.99 0.0119 v
o Precision 91.09 £ 0.71 91.86 + 0.64 0.96 0.0140 v
EfficientNet
Recall 90.91 £ 0.79 91.80 + 0.66 0.99 0.0119 v
F1-Score 90.89 £ 0.80 91.80 + 0.66 0.99 0.0118 v
Accuracy 94.04 £ 0.59 96.28 £ 0.65 2.15 0.0001 v
LeNetS Precision 94.05 £ 0.59 96.30 £ 0.65 2.13 0.0001 v
Recall 94.04 £ 0.59 96.28 £ 0.65 2.15 0.0001 v
F1-Score 94.04 £ 0.59 96.28 £ 0.65 2.15 0.0001 v
Accuracy 93.19 £ 2.00 96.54 + 0.87 1.88 0.0002 v
InceptionV3 Precision 93.21+1.97 | 96.56+0.86 1.92 0.0002 v
Recall 93.19 £ 2.00 96.54 + 0.87 1.88 0.0002 v
F1-Score 93.19 £ 2.00 96.54 + 0.87 1.89 0.0002 v
Accuracy 89.92 +1.26 93.52+4.14 0.90 0.0196 v
) Precision 90.09 £ 1.22 93.57 £ 4.03 0.87 0.0221 v
MobileNet
Recall 89.92 +1.26 93.52+4.14 0.90 0.0196 v
F1-Score 89.91+1.26 93.51+4.15 0.90 0.0196 v
Accuracy 97.28 £ 0.73 98.82 £ 0.43 1.60 0.0007 v
VGGL6 Precision 97.28 £ 0.73 98.82 + 0.43 1.60 0.0007 v
Recall 97.28 £ 0.73 98.82 £ 0.43 1.60 0.0007 v
F1-Score 97.28 £ 0.73 98.82 £ 0.43 1.60 0.0007 v
Accuracy 97.42 £ 0.33 98.38 £ 0.57 1.58 0.0008 v
VGG19 Precision 97.43 £ 0.33 98.39 £ 0.57 1.57 0.0008 v
Recall 97.42 £ 0.33 98.38 £ 0.57 1.58 0.0008 v
F1-Score 97.42 £ 0.33 98.38 £ 0.57 1.58 0.0008 v

Statistical validation using paired t-tests (Table 2) confirms that all improvements were

significant (p < 0.05). In particular, AlexNet (accuracy p = 0.0004) and LeNet5 (p = 0.0001 across all
metrics) exhibited highly significant gains. InceptionV3 and MobileNet also achieved strong
significance, with p-values below 0.022 for all metrics. EfficientNet recorded smaller effect sizes but
remained statistically significant (p between 0.0118 and 0.0140), while VGG16 and VGG19 showed
improvements with p < 0.001.

Overall, these results demonstrate the robustness of FBAM across architectures of varying depth
and complexity. The improvements can be attributed to the ability of FBAM to incorporate frequency-
based statistical information into the attention process, enabling distribution-aware feature
reweighting. Gains in recall and F1-score are particularly important in malware detection, where
minimizing false negatives is critical.
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5.2 Comparison with Existing Attention Mechanisms

The purpose of this experiment is to compare FBAM with three widely used attention modules:
SE, CBAM, and CA in terms of accuracy, precision, recall, and F1-score. For each model, four attention
variants (FBAM, SE, CBAM, CA) were trained and evaluated under identical 10-fold cross-validation
settings. Table 3 reports the results as mean * standard deviation across folds, while Fig. 3 presents the
fold-wise accuracy to illustrate performance stability.

Table 3: Average performance of Models with FBAM, SE, CBAM, and CA

Model Attention Accuracy (%) Precision (%) Recall (%) F1-Score (%)
FBAM 97.56 + 0.64 97.57 £+ 0.65 97.56 + 0.64 97.56 £ 0.64

AlexNet SE 96.36 + 0.55 96.37 + 0.54 96.36 + 0.55 96.36 * 0.55
CBAM 93.25 + 3.87 93.29 + 3.88 93.25 +3.87 93.25 + 3.87

CA 96.39 + 0.80 96.40 + 0.80 96.39 + 0.80 96.39 £ 0.80

FBAM 91.80 + 0.66 91.86 + 0.64 91.80 + 0.66 91.80 + 0.66

EfficientNet SE 91.27 +1.21 91.36+1.22 91.27 +1.21 91.27 £ 1.21
CBAM 91.36+1.17 91.51+1.08 9136 +1.17 91.35+1.17

CA 91.78 +1.25 91.90 +1.23 91.78 +1.25 91.77 £ 1.24

FBAM 96.28 + 0.65 96.30 + 0.65 96.28 + 0.65 96.28 £ 0.65

LeNet5 SE 94.55 + 1.55 94.57 + 1.54 94.55 + 1.55 94.55 * 1.55
CBAM 93.59 + 3.28 93.61 + 3.28 93.59 + 3.28 93.59 + 3.28

CA 95.39 +0.95 95.41 + 0.95 95.39 +0.95 95.39 +0.95

FBAM 96.54 + 0.87 96.56 + 0.86 96.54 + 0.87 96.54 + 0.87

InceptionV3 SE 94.61+1.14 94.69 + 1.12 94.61+ 1.14 94.61+1.14
CBAM 95.21+1.16 95.25+1.14 95.21+1.16 95.20+1.16

CA 95.09 +1.30 95.11 +1.28 95.09 +1.30 95.09 £ 1.30

FBAM 93.52 +4.14 93.57 +4.03 93.52 +4.14 93.51 £4.15

MobileNet SE 92.59 +5.60 92.64 + 5.54 92.59 + 5.60 92.59 £ 5.61
CBAM 92.02 +4.29 92.05 + 4.28 92.02 +4.29 92.01 +4.29

CA 92.08 + 5.40 92.16 +5.26 92.08 +5.40 92.07 +5.41

FBAM 98.82 +0.43 98.82 +0.43 98.82 + 0.43 98.82 + 0.43

VGG16 SE 97.49 + 0.87 97.50 + 0.86 97.49 + 0.87 97.49 + 0.87
CBAM 97.56 + 1.44 97.57 + 1.44 97.56 + 1.44 97.56 + 1.44

CA 97.67 +1.62 97.68 + 1.60 97.67 +1.62 97.67 £ 1.62

FBAM 98.38 + 0.57 98.39 + 0.57 98.38 + 0.57 98.38 £ 0.57

VGG19 SE 97.87 + 0.37 97.87 + 0.37 97.87 + 0.37 97.87 £ 0.37
CBAM 96.17 + 3.54 96.21 + 3.51 96.17 + 3.54 96.17 + 3.55

CA 98.21 + 0.44 98.22 + 0.44 98.21 + 0.44 98.21 + 0.44

The results in Table 3 show that FBAM achieved the highest mean performance across all
evaluated metrics compared to SE, CBAM, and CA. across all tested CNN architectures. These
improvements are observed in both shallow architectures, such as AlexNet and LeNet-5, and deeper
models, such as VGG16, VGG19, and EfficientNet-B0, indicating that FBAM generalizes well across
different network depths and architectural designs.
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In simpler architectures, the performance gains are more pronounced. For example, in AlexNet,
FBAM achieves an accuracy of 97.56 * 0.64, compared with 96.36 * 0.55 for SE, 93.25 + 3.87 for CBAM,
and 96.39 # 0.80 for CA. Similarly, in LeNet-5, FBAM records 96.28 * 0.65, outperforming SE (94.55 *
1.55), CBAM (93.59 # 3.28), and CA (95.39 £ 0.95). These results indicate that FBAM provides stronger
discriminative capability in architectures where baseline feature extraction is relatively limited.

In deeper and more advanced architectures, FBAM maintains its advantage, although the margins
are smaller in some cases. In EfficientNet-B0, FBAM achieves 91.80 * 0.66, slightly exceeding CA (91.78
+ 1.25), CBAM (91.36 + 1.17), and SE (91.27 + 1.21). In InceptionV3, FBAM reaches 96.54 * 0.87,
compared with 95.21 + 1.16 for CBAM, 95.09 + 1.30 for CA, and 94.61 + 1.14 for SE. In MobileNet, FBAM
achieves 93.52 + 4.14, remaining higher than SE (92.59 * 5.60), CA (92.08 + 5.40), and CBAM (92.02 +
4.29).

The same trend is observed in the highest-performing architectures. In VGG16, FBAM achieves
achieved 98.82 + 0.43, compared with 97.67 * 1.62 for CA, 97.56 + 1.44 for CBAM, and 97.49 + 0.87 for
SE. In VGG19, FBAM records 98.38 + 0.57, outperforming CA (98.21 + 0.44), SE (97.87 £ 0.37), and
CBAM (96.17 + 3.54). These results show that FBAM remains effective even when baseline performance
is already high.

Fig. 3 further illustrates the fold-wise accuracy of the compared attention mechanisms. FBAM
shows consistently stable behaviour across folds, whereas competing methods, particularly CBAM,
exhibit larger fluctuations in several architectures, such as AlexNet, LeNet-5, and VGG19. This indicates
that FBAM not only improves mean performance but also provides more robust behaviour across
different data splits.

Overall, the results demonstrate that FBAM achieves both stronger average performance and
more stable fold-wise behaviour than SE, CBAM, and CA, confirming its effectiveness as a domain-
aligned attention mechanism for image-based malware classification.

5.3 Comparison with Attention-Based Related Work (SACNN)

The purpose of this experiment is to benchmark FBAM against SACNN (Awan, Masood et al. 2021), an
attention-based malware detection method. The comparison is conducted using VGG16 and VGG19
under identical 10-fold cross-validation settings to ensure fair evaluation.

Table 4 presents the average performance metrics (mean + standard deviation), while Fig. 4
provides a visual comparison across accuracy, precision, recall, and F1-score. In addition, Fig. 5
illustrates the normalized confusion matrices for both models, offering further insight into
classification behaviour.

Table 4: Average Performance of VGG16 and VGG19 with FBAM and SACNN.
Model Attention Accuracy (%) Precision (%) Recall (%) F1-Score (%)
SACNN 97.26 + 1.24 97.29 +1.20 97.26+1.24 | 97.26+1.24
vaGle FBAM 98.82 + 0.43 98.82 + 0.43 98.82 +0.43 98.82 + 0.43
SACNN 97.65 + 0.42 97.66 + 0.41 97.65 £ 0.42 97.65 + 0.42
VGG19 FBAM 98.38 + 0.57 98.39 + 0.57 98.38+0.57 98.38 +0.57

The results in Table 4 show that FBAM consistently outperforms SACNN across all evaluation
metrics. For VGG16, FBAM achieves an accuracy of 98.82 + 0.43, compared with 97.26 + 1.24 for
SACNN. Similar improvements are observed for precision, recall, and F1-score. For VGG19, FBAM
attains 98.38 £ 0.57, exceeding the 97.65 + 0.42 achieved by SACNN.
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Although the average improvements across metrics range from approximately 0.6% to 0.8%,

these gains are practically significant in malware detection, where even small reductions in
misclassification rates can substantially improve system reliability and security.
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Figure 4: Comparison of VGG16 and VGG19 performance with FBAM and SACNN across four metrics: (a)
accuracy, (b) precision, (c) recall, and (d) F1-score.
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Figure 5: Normalized confusion matrices of (a) VGG16 and (b) VGG19 (with FBAM and SACNN)
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Fig. 5(a) shows that integrating FBAM into VGG16 reduces the false positive rate for benign
samples from 3 % to 1 % and the false negative rate for malware from 2 % to 1 %, thereby decreasing
both unnecessary alerts and missed detections. Similarly, Fig. 5(b) demonstrates that, for VGG19, FBAM
lowers the false negative rate for malware from 2 % to 1 % while keeping the false positive rate for
benign samples unchanged at 2 %.

These improvements indicate that FBAM enhances both detection accuracy and error consistency
by reducing misclassifications in both classes. The observed gains in recall and F1-score further confirm
the effectiveness of FBAM in minimizing false negatives, which is critical in malware detection
scenarios.

Overall, the results demonstrate that FBAM provides more accurate and reliable performance than
SACNN across both evaluated architectures, highlighting its effectiveness as a domain-aligned attention
mechanism for malware detection.

5.4 Ablation Study of FBAM Components

To further investigate the contribution of individual components of the proposed FBAM, an
ablation study was conducted. The analysis evaluates the impact of spatial attention, channel attention,
and frequency-based weighting on model performance. Specifically, the following variants were
examined: (i) channel attention without frequency information, (ii) channel attention with frequency
information, (iii) spatial attention without frequency information, (iv) spatial attention with frequency
information, (v) full FBAM without frequency information, and (vi) full FBAM with frequency
information. Table 5 presents the average classification performance (mean * standard deviation)
across 10-fold cross-validation.

Table 5: Ablation study of frequency information in different AlexNet attention configurations (mean *
standard deviation across 10 folds)

Frequency o .. o o ) o
Model | Component Information Accuracy (%) | Precision (%) Recall (%) F1-Score (%)
Channel Without | 93714132 | 93754132 | 9371132 | 93.71+1.32
Attention Frequency
Channel With 9529+0.77 | 95.35+0.74 | 9529+0.77 | 95.29 +0.78
Attention Frequency
Spatial Without 1 g1 994099 | 94324096 | 9429+0.99 | 94.29 0.99
Attention Frequency
AlexNet - -
Spatial With 9516+0.73 | 9521+0.69 | 9516+0.73 | 95.16+0.73
Attention Frequency
FullFBAM | VIOt 64954101 | 9429+1.00 | 9422101 | 94.22+1.01
Frequency
With
Full FBAM 97.56£0.64 | 97.57+0.65 | 97.56+0.64 | 97.56 + 0.64
Frequency

The results in Table 5 demonstrate that incorporating frequency information consistently
improves performance across all attention configurations.
For channel attention, the inclusion of frequency information increases accuracy from 93.71 *

1.32 to0 95.29 * 0.77, with corresponding improvements in precision, recall, and F1-score. In addition
to the performance gain, the standard deviation is reduced, indicating improved stability across folds.

A similar trend is observed in spatial attention, where accuracy improves from 94.29 * 0.99 to
95.16 + 0.73, along with consistent gains across all evaluation metrics and lower variability.
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The most significant improvement is observed in the full FBAM configuration. Without frequency
information, the model achieves an accuracy of 94.22 + 1.01, whereas incorporating frequency
information increases accuracy substantially to 97.56 + 0.64. This improvement is reflected across
precision, recall, and F1-score, with a clear reduction in variability.

These results indicate that frequency information plays a critical role in enhancing feature
learning. By integrating frequency-based weighting, both spatial and channel attention mechanisms are
guided toward more informative and statistically consistent feature patterns, leading to improved
discriminative capability.

Overall, the findings confirm that the effectiveness of FBAM is strongly dependent on the
incorporation of frequency-based information, which contributes not only to improved performance
but also to greater consistency across cross-validation folds.

5.5 Grad-CAM Visualization and Feature Distribution Analysis

To provide qualitative insights into the behavior of FBAM, Grad-CAM [43] is used to visualize the
regions contributing to model predictions, as shown in Fig. 6. In addition, feature distribution analysis
is performed to further examine the impact of FBAM on learned representations, as presented in Fig. 7.

Input Image FBAM (Ours)

Baseline
T

Attention Intensity

Figure 6: Grad-CAM Visualization of Baseline and FBAM Models

Fig. 5 shows a comparison between the baseline model and the FBAM-enhanced model. The
baseline produces more scattered activations, while FBAM results in more focused and consistent
attention regions. It can be observed that FBAM better highlights the important areas compared to the
baseline.
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Fig. 6 presents the feature distribution before and after applying FBAM. The results show a more
concentrated distribution after FBAM, which is reflected by a reduction in variance, while entropy and
sparsity remain largely unchanged.
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Figure 7: Feature Distribution and Statistical Analysis Before and After FBAM

Overall, these results indicate that FBAM improves the quality of feature representations and
contributes to better model performance.

5.6 Computational Complexity Analysis

To evaluate the computational overhead introduced by the proposed FBAM, we compare the
number of parameters, floating point operations (FLOPs), and inference time across different attention
mechanisms, including SE, CBAM, CA, and FBAM. Table 6 presents the comparison results using the
AlexNet architecture.

Table 6: Computational overhead comparison of attention mechanisms on AlexNet

. FLOPs Increase | Inference Time
Attention Params (M) Overhead (%) FLOPs (G) (%) (ms)
Baseline 7.1890 0.000 1.9342 0.000 8.317
SE 7.1902 0.017 1.9343 0.005 10.971
CBAM 7.1903 0.018 1.9346 0.021 14.339
CA 7.1915 0.035 1.9344 0.010 13.472
FBAM 7.1890 0.000 1.9346 0.021 13.656

The results in Table 6 show that FBAM does not introduce additional parameters compared to
the baseline model. Specifically, FBAM maintains the same number of parameters (7.1890M), while SE,
CBAM, and CA introduce slight increases.

In terms of computational cost, FBAM results in a small increase in FLOPs (1.9346G, +0.021%),
which is comparable to CBAM and slightly higher than SE and CA. This indicates that the proposed
method does not significantly increase computational complexity.

Regarding inference latency, FBAM achieves an inference time of 13.656 ms. Although this is
higher than the baseline (8.317 ms), it remains comparable to other attention mechanisms, such as CA
(13.472 ms) and CBAM (14.339 ms).
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Overall, the results indicate that FBAM improves classification performance while maintaining
efficient computational characteristics, with only minor increases in computational cost.

6 Conclusion

In this study, the Frequency-Based Attention Mechanism (FBAM) has been proposed as a domain-
aware attention module align with image-based malware detection. Unlike conventional attention
mechanisms designed for natural images, FBAM leverages frequency-based statistical information to
guide both spatial and channel attention. This design enables the model to capture distributional
characteristics that are more aligned with the structural and behavioural properties of malware data.

Through extensive experiments on seven CNN architectures (AlexNet, LeNet5, MobileNetV1,
EfficientNet-BO, InceptionV3, VGG16, and VGG19), FBAM consistently improved classification
performance across all evaluation metrics, including accuracy, precision, recall, and F1-score. The most
notable improvements were observed in relatively shallow architectures, where AlexNet improving
from 95.33% to 97.56% and LeNet5 from 94.04% to 96.28%. Importantly, even deep architectures
with strong baseline performance, such as VGG16 and VGG19, showed measurable gains, achieving
98.82% and 98.38% accuracy, respectively. Statistical analyses further confirmed that these
improvements are significant (p < 0.05), indicating that FBAM'’s effectiveness in enhancing feature
reweighting and reducing the influence of less informative features.

Comparative evaluations against widely used attention mechanisms, including(SE, CBAM, and CA
as well as the domain-specific SACNN approach, further validated the effectiveness of FBAM. Across all
evaluated architectures, FBAM consistently achieved the highest mean accuracy while maintaining
stable performance across cross-validation folds. Additionally, reductions in both false positives and
false negatives highlight its practical relevance for real-world malware detection systems.

The ablation study confirms the critical role of frequency information in the proposed design,
showing that incorporating frequency-based weighting significantly improves performance compared
to non-frequency variants. From a computational perspective, FBAM introduces no additional
parameters and results in only minor increases in FLOPs and inference time, demonstrating that
performance gains are achieved with minimal computational overhead.

The observed performance gains also suggest that computing frequency statistics from the feature
tensor enables the model to capture meaningful distributional. In the context of malware analysis, such
patterns may reflect recurring structural patterns, reused code segments, or common behavioural
characteristics within samples. By incorporating these distributional patterns into the attention
mechanism, FBAM is able to emphasize features that are consistently informative, thereby improving
discriminative performance.

Although the experimental evaluation is conducted on a single dataset of 18,060 Windows PE
samples, the dataset is relatively large and constructed following widely adopted practices in malware
research, including VirusShare-based collection and VirusTotal-based labeling. This ensures
consistency with prior studies and supports reliable benchmarking and comparative evaluation.
However, we acknowledge that evaluation on a single dataset may not fully capture the variability of
real-world and evolving malware distributions. Therefore, while the dataset provides a reasonable
basis for benchmarking and comparative evaluation, further evaluation is required to more
comprehensively assess the generalization capability of the proposed approach.

Future work will focus on extending the evaluation to larger and more diverse datasets, including
cross-family and cross-dataset scenarios, to better assess generalization under realistic conditions.
Additional directions include exploring alternative frequency modelling strategies, such as estimating
frequency statistics using localized regions within the feature map to enable more fine-grained
distribution modelling, although such approaches may introduce additional computational overhead
compared to the current frequency formulation. Future work may also focus on enhancing dynamic
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feature quality, particularly in cases where API traces are incomplete or unavailable, as improving this
channel could strengthen the hybrid visual encoding. Another promising direction is extending the
approach to other executable formats, such as Android APKs and Linux ELF files, to broaden
applicability beyond Windows binaries. Finally, evaluating the proposed method under adversarial and
evasion-driven conditions would provide further insight into its robustness against obfuscation and
intentionally modified samples.
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